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* O ceOe:

— 1996 - 2002 IuenponerpoBckuil HammonansHbIN
Yaupepcuret JKenesnogopomxkHoro Tpancnopra (JJMNUT),

— 2000 - 2006 OO0 «Anskap-Tenenopr», ISP, cuctemHbIn
aIMUHHUCTPATOP, IPOrPaMMUCT OTeJIa OMJIJIUHTA,

— 2006 - 2007 OO0 «Ontuma-TeaekoM», CUCTEMHBIN
aAMUHUCTPATOP, MPOrPaMMHUCT OTJiejIa UHTEPHET OMJIJINHTA,

— 2007 - 2009 OAO «®apaen-Mudect», Begyuui
IPOrpaMMHMCT OT/EJa PA3BUTHUS KIIMEHTCKOIO OUJIJIMHTA,

— ¢ 2003 yyactByto B mpoekTe Mpd,

— ¢ 2007 aBisrocs FreeBSD source KOMMUATTEPOM.



Netgraph

* Netgraph - 370 moacucrema siapa s
00pa0OTKH ITAaKETHOM HH(OpPMAIIMH, B IEPBYIO
o4epeib CETEBOro Tpaduka.

» Netgraph oTin4aroT BEICOKAsi THOKOCTD M
PaCIINPSIEMOCTh U BMECTE C TEM BBICOKAS
IPOU3BOIUTEIBHOCT.

* Netgraph - 5T0 He KOHEUHBIA OPOIYKT JJIS
OTPEOUTEIIS], HO HHCTPYMEHT JIJIS
pa3padOTYMKa U aIMUHUCTPUPATOPA.



* B Hauase ObLJIO CJI0BO, U OBLJIO OHO JiBa OamTa
1 OOJIBIIIE HUYUETO HE OBLIO...
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e Jlims B3anmopeiicTeus ¢ Netgraph ciayXut
Moayiab ng socket m yrunura ngctl.
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* Bug Ha HOy socket rmazamu ngctl:

ngctl list
There are 1 total nodes:
Name: ngctl2l7l Ype. SockKelt 1 NMum hooksg: 0




* [Ipocrermmn UDP TyHEB C UCTIOJB30BAHUEM
moayneun ng iface m ng ksocket.

10.0.1.1:10000 <-

Netgraph
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* TO-)X€, HO U3 KOMAaHIHON CTPOKHU:

%ngctl
Avallable commands:

config get or set configuration of node at <path:

connect Connects hoolk <peerhock: of the node at <relpath> to <hook:
debug Getget debugging wverbosgity level

dot Produce a GraphViz ( .dot) of the entire netgraph.

help Show command summary or get more help on a specific command
list Show information about all nodes

mkpeer Create and connect a new node to the node at "path"

msg Send a netgraph control message to the node at "path"

name Agsign name <name> to the node at <path:

read Read and execute commands from a file

rmhoolk Disconnect hook "hook" of the node at "path"

show Show information about the node at <path:

shutdown Shutdown the node at <path:

status Get human readable status information from the node at <path:>
types Show information about all installed node types

write Send a data packet down the hook named by "hool!'.

gquit Exit program

mkpeer . 1face ggg inet

rmhoolk . ggg

mkpeer ngl: ksocket inet inet- dgram-udp

name ngod:inet UDP

list

here are 7 total nodes:

MName: ngl Type: 1face ID: 00000008 Num hooks:
MName: ngctlzz2sg Type: socket ID: 00000007 Num hoolks:
Name: UDF Type: ksocket ID: 00000009 MNum hooks:
show ngo:

Mame: ngl Type: 1face ID: 00000008 Num hooks:
Local hook Peer name Peer tvype Peer ID Peer hook

ksocket 00000009 inet sdgram- udp




* 0CTAJOCh TOJIBKO YCTAHOBUTH COCAMHCHHUC.
+ msg UDP: bind inets10.0.0.2:10000

+ msg UDP: connect inets10.0.1.1:10000

+ "D

wnetstat -an |grep 10000
udpd [l O 10.0,0,2. 10000 10.0.1.1.10000




* Hyxna Tak-xe noguepxxka IPv6? Jlerko!
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* A Ternepb HEMHOTO ciioxHee - TCP TyHelb.
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* pppoed - PPPoOE cepBep miist «OCIHBIXY. ;)

fxp0
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* mpd - PPP g4 B3pocisix. PPPoE.

bundle




* mpd - PPP g B3pocisix. Multilink PPPoE.
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* mpd - PPP gns B3pocabix. L2TP.




* mpd - PPP g4 B3pocisix. PPTP.




* mpd - PPP g4 B3pocnbix. Modem.

serlal




e ..., TCP, UDP, Sync, ... Uero eiie u3Boaure?
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e LAC - L2TP Access Concentrator.




e PAC - PPTP Access Concentrator.




 TSA - Tunnel Switching Aggregator.
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* Cxarue (VIC, MPPC, Deflate, Predictor-1),
muppoBanue (MPPE, DESE)
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* Netflow, GpuabTphl, mennsl, akkayHTHHT, NAT
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 Ho He cTouT 3a0bIBaTh O user-level neMoHe:
— ynpaBjieHHE netgraph,
— BHEIIIHEE B3aUMOJICUCTBUE;

+0

* KOHCOJIb, s o e
« Telnet cepsep,

« HTTP cepsep:
— WEB unrepdetic,
— TtexHuueckuii uarepdetic (API),

« RADIUS kJmeHT u cepBep,
— (balyibl KOH(UTYpaLUH,
— SI3BIK YOPaBJICHUS MOJEMOM,
— BbIgava IP aapecos




 Ho He cTouT 3a0bIBaTh O user-level neMoHe:

— ayTCHTU(UKALIUSA:
* PAP,
« CHAP,

MS-CHAPvI,

MS-CHAPvV2,
« EAP,

— ABTOPHU3aAllUs U dKKAYHTHHI'.
* internal (aiin c maponsimMn),
e system (passwd/utmp/wtmp),
 PAM,
 external (BbI30B BHEITHUX CKPUIITOB),
 RADIUS,



 Ho He cTouT 3a0bIBaTh O user-level neMoHe:

— JUHAMHAYCCKAA daBTOPHU3AllNA.

e OOpBIB CECCUU:
— Telnet koHCOJB
— WEB-unrepdetic
— RADIUS-client akkayHTHHT
— RADIUS-server Disconnect-Request
* HM3MCHCHME MApaMETPOB CECCUU «HA JIETY»:
— RADIUS-server Change of Authorization (CoA)

— YIIPABJICHHUC OI'PAHHUYCHHUCM U ITOACUHCTOM Tpa(bI/IKa.



* Hy 1 KOHEYHO TPOU3BOAUTEIBHOCTH !
Ha Core2Duo 2.4GHz ¢ 512MB (menee $1000 gaxe B
cepBepHOM ucnojiHeHuu ) noa FreeBSD 7.2, mpd5.3,

00pS U quagga OJHOBPEMEHHO O00CIYKUBAIOTCS:

e 2500 PPPoE ceccum,

* 500Mbit/s Tpaduka,

e 10 100 HOBBIX MOJKIIIOYCHUM B CEKYH]Y,

* NOKJIMEHTHBIC (PUIIBTPHI/KIIACCU(UKATOPHI TpaduKa,

* TOKJHWEHTHBIC LICHIIBI JJ1 KaXK10T0 (DMIbTPAa,

« RADIUS akkayHTHHT NOKJIMEHTHO 110 TUHaM Tpaduka
KaX/bl€ 2.5 MAUHYTHI,

» reHepanus Netflow,

* PEXKHUM MSTKOIO OTKIIOYEHHS (captive portal),



