Core.9 Review

Adopted new FreeBSD Community Process
(FCP)

FreeBSD Project Members
26 New Source Committers
Secteam Reboot

Personnel Concerns



Core.9 Review

* Licensing Questions
— GPLv2 in Linux KPI
— SPDX (still in progress)
— All rights reserved (help from Warner)

— ConcurrencyKit
— BlackDuck
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BlackDuck

Identifier
> CVE-2007-2079
v CVE-2015-3144

Description

The fix_hostname function in cURL and libcurl 7.37.0 through 7.41.0 does not
properly calculate an index, which allows remote attackers to cause a denial of
service (out-of-bounds read or write and crash) or possibly have other unspecified
impact via a zero-length host name, as demonstrated by "http://:80" and ":80."

View full record
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> CVE-2016-5421
> CVE-2016-7167
> CVE-2015-3145
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In-Progress Issues

GDPR

x86 CPU Microcode Updates
ASLR

Toolchain MFCs

Retiring GPLv2 Toolchain for 12
— LLVM for amd64, arm64, i386, arm
— External GPLv3



