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Gotta Go Fast

● Changing Landscape
● The Patch -> Patched Pipeline

– What takes time?
– Where can we go faster?

● FreeBSD Security/RelEng team process
● Evolving Posture on a Commercial FreeBSD project
● Discussion
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The AI Apocalypse



4

A Call To Action

● BSDCan 2026: LLMs are eating our security lunch
● Responsible Disclosure is Dead
● TTD (Time to Discovery)
● TTRE (Time to Reverse Engineer)
● TTDW (Time to Discovery in the Wild)
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Discovery

Remediate

Deploy

Patch Faster Everywhere All The Things

Publish

Evaluate
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SecTeam@ Steps



7

SecTeam@ Has Us Covered



8

Dedicated Security Staffing

● FreeBSD Foundation provides ongoing Engineering Support 
● Alpha-Omega Project contributed 6+ months of funding
● Linkage with Anthropic for “secret bugs”
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Patching The Enterprise
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Refactor the Chaos

● Chaos
– Unpatched EOL 14.0
– Partially resilient infrastructure
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Stage 1

● Containerise the applications for independent updates
● Automate per-server patch process
● Restructure app & DB layers into failover or LB cluster
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Stage 2

● Classify all Servers
● Patch By Class

– Internet facing
– Adjunct services
– Backend services
– Application services
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Stage 3

● Demo
● Future
● Go Faster
● Dangerous Mode
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Discussion
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