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config :envoy,

country: System.get_env("ENVOY_COUNTRY", "US"™) |> String.upcase(),

proxy: System.get_env("ENVOY_UPSTREAM", "localhost:10000"),

port: System.get_env("ENVOY_PORT", "8000") |> String.to_integex(),

ip: System.get_env("ENVOY_IP", "127.0.0.1"),

acceptors: System.get_env("ENVOY_ACCEPTORS"™, "5") |> String.to_integex(),
headers: System.get_env("ENVOY_HEADERS", ""),

region_key: System.get_env("ENVOY_REGION_KEY", "x-region-key"),
session_key: System.get_env("ENVOY_SESSION_KEY", "x-session-key")

proxy_1ip, do: get_env(:envoy, :proxy_ip)
proxy_port, do: get_env(:envoy, :proxy_port)
acceptors, do: get_env(:envoy, :acceptors)
country, do: get_env(:envoy, :country)

server_name, do: get_env(:envoy, :server_name)
listen_port, do: get_env(:envoy, :port)

session_key, do: get_env(:envoy, :session_key)
server_hash, do: get_env(:envoy, :server_hash)






@impl ThousandlIsland.Handler

def handle_connection(#Socketisocket: socket}, _args) do
peer = peer_info(socket)
Logger.info("init < #{peer} from {#{inspect(socket)}")
j:continue, %Envoyimode: :opened, peer: peert}

end

def handle_data(frame = @proxyvZ2_signature <> _rest, socket, envoy = %Envoyjmode:

Logger.debug("hav2 < raw #idump(frame)i"™)
t1:ipvd, src, buffer? = proxyv2_parse(frame)

peer =
to_string(:inet.ntoa(src.address)) <=
":" <> Integer.to_string(src.port)

upstream = connect! (Envoy.proxy_1ip(), Envoy.proxy_port(), @opts)
Logger.info("init > #{peer} for #isrc.host? to #{inspect(upstream)i™)

handle_data(buffer, socket, %Envoyi

envoy

| client ip: src.address,
client_port: src.port,
host: src.host,
peer: peer,
upstream: upstream,
client_session_id: proxyv2_ip_as_hex(src.address),
mode: :connected

i)

:openedt) do




most network protocols are TLV

<< [@type::size(8),
length::size(1l6),

value: :binary-size(length),
rest::binary >>

sometimes recursive & nested
read RFC5246, RFC8446, RFC9460 very closely



Bproxyv2_authority 0x02

I:;-HI:I‘GC i oar o
https://www. haproxy.org/download/3.0/doc/proxy-protocol. txt@proxyvZ_aut
Section 2.2 0x02 authority TLV

def proxyvZ_parse_tlv(""), do: nil

def proxyvZ2_parse_tlv(
<<@proxyvZ2_authority, length::size(l6), authority::binary-size(lel
) do
Logger.warning("hav2 | found authority {iauthorityi")
authority
end

def proxyvZ2_parse_tlv(<<_type, length::size(l6), _value::binary-size(lel
Logger.error("hav?2 | unexpected tlv d#Fidump(rest) ™)
proxyvZ_parse_tlv(rest)

end



def sni_from_client_hello(data) do
case resp = parse_tls_record(data) do

i:0k, _} ->
Logger.debug("tls_record: #idump({data)i”)
resp
=3
Logger.debug("parser error " <> dump(data))
resp
end

end

def parse_tls_record(
<<@handshake::size(8), _tls_protocol::size(l6),
) do
parse_client_hello(handshake)
end

_Llength::size(1¢




@client _hello OxB1
def parse_client_hello(

<<f@client hello::
_random: :binary-size(32), 5&551ﬂn_1d_length.
binary-size(session_id_length),

_session_id::

) do
# Logger.debug(’
# Logger.debug(’

# Logger.debug(’
parse_cipher_suit
end

D M

size(8), _length::size(24),

tls_version::

:5ize(8),

ciphers:

|:_':|

L
;

‘bin.




def parse_cipher_suite(<<length::size(l6), suiltes::binary-size(lengtl
when byte_size(suites) == length do
# Logger.debug("cipher_suite: #{dump(suites)i")
parse_compression_method(compression)
end

@no_compression OxB100

def parse_compression_method(<<@no_compression::size(l6), extensions
# Logger.debug("compression_method: none")
parse_extensions(extensions)

end

def parse_compression_method(
frame = <<length::size(8), _methods::binary-size(length), extel
)
when byte_size(frame) == length + 1 do
# Logger.debug("compression_method: #{dump(frame)i"”)
parse_extensions(extensions)






13:34:33.948 [info] init < 127.0.0.

13:34:33.949 [debug] hav2
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13:34:33.949 [warning] hav2 | found authority httpbin.oxg

13:34:34.066 [info] init > 100.64.0.0:28197

13:34:34.067 [debug] helo
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with data
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13:34:34.068 [debug] next_extension data

13:34:34.068 [debug] next_extension data

13:34:34.068 [debug] next_extension data
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13:34:34.068 [debug] next_extension leftovers:

olojolololojolol
EEOEEELO:
EEOOERZ0 :
olojololololciols
EEOEEE40
EEOORRE5O :
olojololololeyol
EEOERETO
EREEOEESE

o]0
BE
Bl
21
BE
B8
o&
BE
@1

Ob
17
B4
31
Od
ol
@1
ok
EE

o]0
o]0
o]0
2e
o]0
B8
@3
BE
33

@4
1e
16
31
2a
Ba
@3
@3
B]0]

B3
BE
010
o]0
BE
B8
B3
B4
26

o]0]
19
Be
16
28
b
@1
@3
B]8]

@1
BE
GE
EE
B4
B8
@3
B3
24

@2
18
Bc
0]0]
@3
@4
@2
@3
8]0

o]0
01
B2
o]0
B5
Bl
B4
B2
1d

Ba
BE
68
17
B3
B5
B2
B3
B

EE
B1
32
EE
B&
GBS
G5
B1
20

16
@1
@8
0]0]
@3
A6
@2
B2
aa

o]0
1
68
o]0
BE
B4
o&
2d
51

61

14
@2
74
31
@7
@1
@2
B]e]
ca

72

o]0
01
74
o]0
BE
B5
o]0
B2
12

67

1d
B3
70
o]0
BE
Bl
2b
B1
22



defmodule I do
def cls, do: I0.puts("\ec")

def gqt(m, £ \ :_) do
1(m)
:Tecon_trace.calls(
im, £, :return_tracei,
11000, 10000%,
pid: :all,
scope: :local,
stack: :return
)
end

end

import_if available I

https://gist.github.com/dch/e458748e2bcfde038f711ca5b3bd1f90



13:42:20.540094 <0.309.0>
13:42:20.545586 <0.309.0>
$id=>"'Elixir.Envoy.Prox
restart=>temporary,
start=>{ 'Elixir.Envoy
13:42:20.545703 <0.308.0>
13:42:20.545787 <0.517.0>
13:42:20.545831 <0.517.0>
13:42:20.545910 <0.308.0>

13:42:20.545970 <B.517.0>
ip

'Elixir.Envoy.Proxy':child_spec(3i[].[]1})

'‘Elixir.Envoy.Proxy':child_spec/1 -->
Yy

Proxy',start_link, [§[]1.[]1}]}E

'Elixir.Envoy.Proxy':start_link({[].[1})
'Elixir.Envoy.Proxy':init([])
'Elixir.Envoy.Proxy':init/1 --> jok,inil, []}¢
'Elixir.Envoy.Proxy':start_link/1 --> jok,<0.517.0>%

'Elixir.Envoy.Proxy':handle_info({thousand_island_ready, Port<0.12>,
ort => B8000,shutdown_timeout => 15000,
num_acceptors => 100,
'__struct__' => 'Elixir.ThousandIsland.ServerConfig',
transport_options =>
[inodelay, truet,
11p,10,0,0,0%%,
ibacklog,100%,
ireuseaddr, truet],
handler_module => 'Elixir.Envoy.Proxy',



dch@wintermute ~> curl --trace - --head https://httpbin.oxg/
== Info: Host httpbin.org:443 was resolved.

== Info: IPvé: (none)

== Info: IPv4: 100.64.0.0

== Info: Trying 100.64.0.0:443. ..

== Info: ALPN: curl offers h2,http/1.1

=>» Send SSL data, 5 bytes (0Ox5)

gpea: 16 B3 01 2 Q00 .
== Info: TLSv1.3 (OUT), TLS handshake, Client hello (1):

=> Send SSL data, 512 bytes (0x200)

0PEE: 01 00 01 fc 03 O3 ef b9 8f 30 91 4d 37 13 8a 25 ......... B.M7. . %
E010: I8 cb 3f dl1 7 3d 5e 62 36 89 1c 4e ef fa 08 a5 ..7?..="b6..N....
EE20: 98 5d 22 97 eb f8 20 10 2a be 44 24 53 24 72 43 .]"... .%.D$S%rC

OO30: 67 30 37 8e 4d a3 53 bf cd 4d ©Ob 64 49 71 e5 83 gO7.M.S..M.dIq..
Ee40: cl1 7b 2e 44 5c 3T e 0@ 3e 13 B2 13 03 13 01 cO .{.D\?M.>. ... ...

PEER: 2c cB 30 OB 9f cc a9 cc a8 cc aa cB 2Zb cO 2f OO ,.0......... +.

EE6B: 9e cB 24 cO 28 00 &b c® 23 cd 27 @0 &7 cb 0a cb ..%5.(.k.¥#."'.g...
EE70: 14 00 39 cO 09 c@ 13 00 33 G0 9d @8 9c 00 3d OO ..9..... 3..... =.
EE80: 3c G0 35 06 2f o0 ff 01 00 1 75 00 00 00 10 00 <.5./..... U..o.w..

PE90: Oe 00 00 Ob 68 74 74 70 62 69 62 2Z2e 6T 72 67 B0 ....httpbin.oxg.



dch@wintermute ~> curl --trace - --head https://httpbin.oxg/
== Info: Host httpbin.org:443 was resolved.

== Info: IPvé: (none)

== Info: IPv4: 100.64.0.0

== Info: Trying 100.64.0.0:443. ..

== Info: ALPN: curl offers h2,http/1.1

=>» Send SSL data, 5 bytes (0Ox5)

gpea: 16 B3 01 2 Q00 .
== Info: TLSv1.3 (OUT), TLS handshake, Client hello (1):

=> Send SSL data, 512 bytes (0x200)

0PEE: 01 00 01 fc 03 O3 ef b9 8f 30 91 4d 37 13 8a 25 ......... B.M7. . %
E010: I8 cb 3f dl1 7 3d 5e 62 36 89 1c 4e ef fa 08 a5 ..7?..="b6..N....
EE20: 98 5d 22 97 eb f8 20 10 2a be 44 24 53 24 72 43 .]"... .%.D$S%rC

OO30: 67 30 37 8e 4d a3 53 bf cd 4d ©Ob 64 49 71 e5 83 gO7.M.S..M.dIq..
Ee40: cl1 7b 2e 44 5c 3T e 0@ 3e 13 B2 13 03 13 01 cO .{.D\?M.>. ... ...

PEER: 2c cB 30 OB 9f cc a9 cc a8 cc aa cB 2Zb cO 2f OO ,.0......... +.

EE6B: 9e cB 24 cO 28 00 &b c® 23 cd 27 @0 &7 cb 0a cb ..%5.(.k.¥#."'.g...
EE70: 14 00 39 cO 09 c@ 13 00 33 G0 9d @8 9c 00 3d OO ..9..... 3..... =.
EE80: 3c G0 35 06 2f o0 ff 01 00 1 75 00 00 00 10 00 <.5./..... U..o.w..

PE90: Oe 00 00 Ob 68 74 74 70 62 69 62 2Z2e 6T 72 67 B0 ....httpbin.oxg.
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