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Why BERI?





80 million 
customer records

Banks lose over $300m

Sony hackers



40 million cards compromised 

Total damage to banks and 
retailers could exceed $18 billion. 

— NYTimes







CVE-2012-5445:

…allows attackers to 
execute arbitrary code or 

cause a denial of 
service…
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Clean-slate design of  
Resilient,  
Adaptive,  
Secure  
Hosts
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BERI 
+ Memory Capabilities 

=  
CHERI



Memory Capabilities
• Unforgeable references to memory

• Implemented as a MIPS coprocessor

• All memory access via a capability

• Regular MIPS instructions access 
via a default capability



Other BERI research topics
• Novel multi-threaded CPUs
• Multi-core architectures
• Tight integration of CPUs and 

switches
• Validation of formal models



Where does BERI run?



Simulation



NetFPGA-10G



Terasic SoCKIT



Terasic DE4









BERI/CHERI
CPU



1GB DDR2 DRAM



64GB NOR flash
cfi(4)



LEDs
terasic_de4led(4)



Buttons & Switches
(/dev/de4bsw)



CPU temperature
/dev/de4tempfan



Gigabit Ethernet
atse(4)



HSMC connector
HDMI out card



GPIO connector
Touch screen
terasic_mtl(4)



RS232
uart(4)



SD card (2GB)
altera_sdcard(4)



USB
sa41761otg(4)





Booting the DE4
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Early kernel boot

• Enter kernel in _locore() at _start

• Calls BERI specific platform_init()

• Finally calls mi_startup()



SYSINITs

• Initializer functions 

• Declared with SYSINIT() macro 

• Sorted by subsystem and order 

• Run in mi_startup()



SI_SUB_COPYRIGHT
Copyright (c) 1992-2013 The FreeBSD Project.
Copyright (c) 1979, 1980, 1983, 1986, 1988, 1989, 1991, 1992, 1993, 1994
        The Regents of the University of California. All rights reserved.
FreeBSD is a registered trademark of The FreeBSD Foundation.



SI_SUB_CONFIGURE
• configure_first() @ 

SI_ORDER_FIRST 

• Attaches root bus 

• configure() @ SI_ORDER_THIRD 

• Attaches all devices 

• BERI uses a mix of FDT and hints



Flat Device Tree
cpus {
  cpu@0 {  
    device−type = "cpu ";  
    compatible = "sri−cambridge,beri";
  };
};
soc {
  beripic : beripic@7f804000 {
    compatible = "sri−cambridge,beri−pic”;
    interrupt−controller;  
    reg = <0x7f804000 0x400 0x7f806000 0x10
0x7f806080 0x10 0x7f806100 0x10>;
  };
  …
};



SI_SUB_EXEC
static Elf64_Brandinfo freebsd_brand_info = {
        .brand          = ELFOSABI_FREEBSD,
        .machine        = EM_MIPS,
        .compat_3_brand = "FreeBSD",
        .emul_path      = NULL,
        .interp_path    = "/libexec/ld-elf.so.1",
        .sysvec         = &elf64_freebsd_sysvec,
        .interp_newpath = NULL,
        .flags          = 0
};

SYSINIT(elf64, SI_SUB_EXEC, SI_ORDER_ANY,
    (sysinit_cfunc_t) elf64_insert_brand_entry,
    &freebsd_brand_info);



Starting /sbin/init
• create_init() at SI_SUB_CREATE_INIT 

• Creates process 

• kick_init() at SI_SUB_KTHREAD_INIT 

• Makes process runnable 

• scheduler() at SI_SUB_RUN_SCHEDULER 

• Schedules processes



SMP



SI_SUB_TUNABLES

Sets mp_cpus and mp_maxid 
from platform_cpu_mask()



SI_SUB_CPU
BSP APn

start_ap(n) {
  …
  cpus = mp_naps;
  platform_start_ap(n);



SI_SUB_CPU
BSP APn

start_ap(n) {
  …
  cpus = mp_naps;
  platform_start_ap(n);

  while (mp_naps <= cpus)
    DELAY(1000);

mpentry() →
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  platform_start_ap(n);

  while (mp_naps <= cpus)
    DELAY(1000);

mpentry() →
smp_init_secondary() {
  …
  mp_naps++;
  …
  while (!aps_ready)
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SI_SUB_CPU
BSP APn

start_ap(n) {
  …
  cpus = mp_naps;
  platform_start_ap(n);

  while (mp_naps <= cpus)
    DELAY(1000);
}

mpentry() →
smp_init_secondary() {
  …
  mp_naps++;
  …
  while (!aps_ready)
    ;



Spin table

struct {
    uint64_t entry_addr;
    uint64_t a0;
    uint32_t rsvd1;
    uint32_t pir;
};



SI_SUB_SMP
BSP APn

smp_init_secondary() {
  …
  while (!aps_ready)
    ;



SI_SUB_SMP
BSP APn

release_aps() {
  /* IPI setup */
  …

smp_init_secondary() {
  …
  while (!aps_ready)
    ;



SI_SUB_SMP
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  aps_ready = 1;
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smp_init_secondary() {
  …
  while (!aps_ready)
    ;



SI_SUB_SMP
BSP APn

release_aps() {
  /* IPI setup */
  …
  aps_ready = 1;

 while (!smp_started)
    ;

smp_init_secondary() {
  …
  while (!aps_ready)
    ;
  …
  if (/* last AP */)
    smp_started = 1;



SI_SUB_SMP
BSP APn

release_aps() {
  /* IPI setup */
  …
  aps_ready = 1;

 while (!smp_started)
    ;

smp_init_secondary() {
  …
  while (!aps_ready)
    ;
  …
  if (/* last AP */)
    smp_started = 1;

  while (!smp_started)
    ;



SI_SUB_SMP
BSP APn

release_aps() {
  /* IPI setup */
  …
  aps_ready = 1;

 while (!smp_started)
    ;

smp_init_secondary() {
  …
  while (!aps_ready)
    ;
  …
  if (/* last AP */)
    smp_started = 1;

  while (!smp_started)
    ;
  …
  /* enter scheduler */
}





http://beri-cpu.org
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