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Abstract: Modifications to both the IEEE 802.11 medium access control layer (MAC) and physical 
layers (PHY) are defined in this amendment. It enhances the Fine Timing Measurement protocol 
to make use of 320 MHz wide channels available with the IEEE 802.11be PHY and MAC.  
 
Keywords: amendment, direction measurement, Fine Timing Measurement, FTM, IEEE 802.11™, 
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Important Notices and Disclaimers Concerning IEEE Standards Documents 

IEEE Standards documents are made available for use subject to important notices and legal disclaimers. 
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers), appear 
in all standards and may be found under the heading “Important Notices and Disclaimers Concerning IEEE 
Standards Documents.” 

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards 
Documents 

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards 
Association (IEEE SA) Board of Governors. IEEE develops its standards through an accredited consensus 
development process, which brings together volunteers representing varied viewpoints and interests to 
achieve the final product. IEEE standards are documents developed by volunteers with scientific, academic, 
and industry-based expertise in technical working groups. Volunteers are not necessarily members of IEEE 
or IEEE SA and participate without compensation from IEEE. While IEEE administers the process and 
establishes rules to promote fairness in the consensus development process, IEEE does not independently 
evaluate, test, or verify the accuracy of any of the information or the soundness of any judgments contained 
in its standards. 

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all warranties, 
express or implied, concerning this standard, including but not limited to the warranties of merchantability, 
fitness for a particular purpose and non-infringement IEEE Standards documents do not guarantee safety, 
security, health, or environmental protection, or guarantee against interference with or from other devices or 
networks. In addition, IEEE does not warrant or represent that the use of the material contained in its 
standards is free from patent infringement. IEEE Standards documents are supplied “AS IS” and “WITH 
ALL FAULTS.” 

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there 
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to 
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and 
issued is subject to change brought about through developments in the state of the art and comments received 
from users of the standard. 

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other 
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any 
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon their 
own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate, 
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard. 

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, 
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE 
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR 
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, 
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR 
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE UPON 
ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND 
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE. 

Authorized licensed use limited to: song chao. Downloaded on April 23,2026 at 14:44:12 UTC from IEEE Xplore.  Restrictions apply. 
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Translations 

The IEEE consensus balloting process involves the review of documents in English only. In the event that an 
IEEE standard is translated, only the English version published by IEEE is the approved IEEE standard. 

Use by artificial intelligence systems 

In no event shall material in any IEEE Standards documents be used for the purpose of creating, training, 
enhancing, developing, maintaining, or contributing to any artificial intelligence systems without the express, 
written consent of IEEE SA in advance. “Artificial intelligence” refers to any software, application, or other 
system that uses artificial intelligence, machine learning, or similar technologies, to analyze, train, process, 
or generate content. Requests for consent can be submitted using the Contact Us form. 

Official statements 

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board 
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its 
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures, 
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall 
make it clear that the presenter’s views should be considered the personal views of that individual rather than 
the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements made 
by volunteers may not represent the formal position of their employer(s) or affiliation(s). 

Comments on standards 

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of 
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations, 
consulting information, or advice pertaining to IEEE Standards documents. 

Suggestions for changes in documents should be in the form of a proposed change of text, together with 
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is 
important that any responses to comments and questions also receive the concurrence of a balance of interests. 
For this reason, IEEE and the members of its Societies and subcommittees of the IEEE SA Board of 
Governors are not able to provide an instant response to comments, or questions except in those cases where 
the matter has previously been addressed. For the same reason, IEEE does not respond to interpretation 
requests. Any person who would like to participate in evaluating comments or in revisions to an IEEE 
standard is welcome to join the relevant IEEE working group. You can indicate interest in a working group 
using the Interests tab in the Manage Profile and Interests area of the IEEE SA myProject system.1 An IEEE 
Account is needed to access the application. 

Comments on standards should be submitted using the Contact Us form.2 

Laws and regulations 

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the 
provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory 
requirements. Implementers of the standard are responsible for observing or referring to the applicable 

 
1 Available at: https://development.standards.ieee.org/myproject-web/public/view.html. 
2 Available at: https://standards.ieee.org/thank-you/contact/. 
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regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not 
in compliance with applicable laws, and these documents may not be construed as doing so. 

Data privacy 

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and data 
ownership in the context of assessing and using the standards in compliance with applicable laws and 
regulations. 

Copyrights 

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws. They 
are made available by IEEE and are adopted for a wide variety of both public and private uses. These include 
both use, by reference, in laws and regulations, and use in private self-regulation, standardization, and the 
promotion of engineering practices and methods. By making these documents available for use and adoption 
by public authorities and private users, neither IEEE nor its licensors waive any rights in copyright to the 
documents. 

Photocopies 

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license 
to photocopy portions of any individual standard for company or organizational internal use or individual, 
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance 
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; 
https://www.copyright.com/. Permission to photocopy portions of any individual standard for educational 
classroom use can also be obtained through the Copyright Clearance Center. 

Updating of IEEE Standards documents 

Users of IEEE Standards documents should be aware that these documents may be superseded at any time 
by the issuance of new editions or may be amended from time to time through the issuance of amendments, 
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the 
document together with any amendments, corrigenda, or errata then in effect. 

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years 
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of 
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that 
they have the latest edition of any IEEE standard. 

In order to determine whether a given document is the current edition and whether it has been amended 
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE.3 For more 
information about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website. 

 
3 Available at: https://standards.ieee.org/about/contact. 
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Errata 

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.4 Search for standard number 
and year of approval to access the web page of the published standard. Errata links are located under the 
Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to 
periodically check for errata. 

Patents 

IEEE standards are developed in compliance with the IEEE SA Patent Policy.5 

Attention is called to the possibility that implementation of this standard may require use of subject matter 
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the 
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has 
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE 
SA Website at https://standards.ieee.org/about/sasb/patcom/patents. Letters of Assurance may indicate 
whether the Submitter is willing or unwilling to grant licenses under patent rights without compensation or 
under reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfair 
discrimination to applicants desiring to obtain such licenses. 

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not 
responsible for identifying Essential Patent Claims for which a license may be required, for conducting 
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or 
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing 
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that 
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their 
own responsibility. Further information may be obtained from the IEEE Standards Association. 

IMPORTANT NOTICE 

Technologies, application of technologies, and recommended procedures in various industries evolve over 
time. The IEEE standards development process allows participants to review developments in industries, 
technologies, and practices, and to determine what, if any, updates should be made to the IEEE standard. 
During this evolution, the technologies and recommendations in IEEE standards may be implemented in 
ways not foreseen during the standard’s development. IEEE standards development activities consider 
research and information presented to the standards development group in developing any safety 
recommendations. Other information about safety practices, changes in technology or technology 
implementation, or impact by peripheral systems also may be pertinent to safety considerations during 
implementation of the standard. Implementers and users of IEEE Standards documents are responsible for 
determining and complying with all appropriate safety, security, environmental, health, and interference 
protection practices and all applicable laws and regulations. 
.

 
4 Available at: https://standards.ieee.org/standard/ 
5 Available at: https://standards.ieee.org/about/sasb/patcom/materials. 
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Introduction 

This introduction is not part of IEEE Std 802.11bk-2025, IEEE Standard for Information Technology— 
Telecommunications and Information Exchange between Systems—Local and Metropolitan Area Networks—Specific 
Requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications—  
Amendment 3: 320 MHz Positioning. 

This amendment to IEEE Std 802.11-2024 defines modifications to both the IEEE 802.11 medium access 
control layer (MAC) and physical layers (PHY). It enhances the Fine Timing Measurement protocol to make 
use of 320 MHz wide channels available with the IEEE 802.11be PHY and MAC. 
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3. Definitions, acronyms, and abbreviations  

3.2. Definitions specific to IEEE 802.11 

Change two definitions in 3.2 as follows: 
 
HE-long training field (LTF) repetitions: [LTF repetitions] Multiple transmissions of high efficiency (HE)-
long training field (LTF), next generation vehicle to everything (NGV)-LTF, or extremely high throughput 
(EHT)-LTF symbols in an HE Ranging null data PPDU, (NDP), NGV Ranging NDP,or HE trigger based 
(TB) Ranging NDP, EHT Ranging NDP, or EHT TB Ranging NDP, where an HE-LTF repetition value of 1 
indicates no repetitions, and, for example, a value of 2 or 3 would indicate twice or three times as many HE-
LTF, NGV-LTF, or EHT-LTF symbols, respectively. 

… 
 
Null-SAC-HE-LTF: Null-sequence Authentication Code (SAC)-Long Training field (LTF): [Null-SAC-
LTF] An HE-LTF or EHT-LTF field value as a result of a SAC mismatch between an initiating STA (ISTA) 
toand a responding STA (RSTA).present in an initiating STA (ISTA) to a responding STA (RSTA) null data 
PPDU (NDP), or RSTA to ISTA NDP in the Ranging frame exchange, resulting from a mismatch of sequence 
authentication code (SAC) subfield in the STA Info field of a Ranging NDP Announcement frame, or the 
SAC subfield in the Trigger Dependent User Info field in the Ranging Secure Sounding Trigger frame, with 
either the Validation SAC subfield in the Secure HE-LTF Parameters element in the last transmitted FTM 
frame, or the last transmitted Location Measurement Report frame to the ISTA, or is equal to 0. The 
TXVECTOR LTF_KEY and LTF_IV parameter corresponding to this LTF are set to generate any a secure 
HE-LTF or null. 
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8. PHY service specification 

8.3 Detailed PHY service specifications 

Change 8.3.5 as follows:  
 

8.3.5 PHY SAP detailed service specification  

8.3.5.15 PHY-RXEND.indication  

8.3.5.15.2 Semantics of the service primitive 

… 
 

— IntegrityCheckError. This value is used to indicate that during the reception of the HE Ranging 
NDP, or HE TB Ranging NDP, EHT Ranging NDP, or EHT TB Ranging NDP an integrity check 
was performed and failed. 

 

8.3.5.18 PHY-RXLTFSEQUENCE.request  

8.3.5.18.1 Function 

This primitive is a request by the MAC sublayer to the local PHY entity to provide the parameters shown in 
Table 27-3 (LTFVECTOR parameters) for the receipt of an HE Ranging NDP, EHT Ranging NDP, or HE 
TB Ranging NDP or EHT TB Ranging NDP. 
 

8.3.5.18.2 Semantics of the service primitive 

The primitive provides the following parameter: 
PHY-RXLTFSEQUENCE.request(  

LTFVECTOR  
) 
 

The LTFVECTOR represents a list of parameters needed to receive an HE Ranging NDP, EHT Ranging 
NDP, or HE TB Ranging NDP, or EHT TB Ranging NDP, including the HE-LTF or EHT-LTF configuration 
and information on how to generate the secure HE-LTF symbols as described in 27.3.20.6 and 36.3.19b.4. 

8.3.5.18.3 When generated 

This primitive is issued by the MAC sublayer to the PHY entity before receiving HE Ranging NDP, and HE 
TB Ranging NDP, EHT Ranging NDP, and EHT TB Ranging NDP. 
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8.3.5.18.4 Effect of receipt 

The effect of receipt of this primitive is to configure by the PHY entity with the following parameters, as 
they are not signaled in the PPDU header: 

⎯ is to be aware of the number of spatial streams and The number of HE-LTF or EHT-LTF repetitions.  

⎯ If secure LTF is used, the information needed to generate the secure LTF symbols based on the 
parameters in the LTFVECTOR as described in 27.3.20.6 and 36.3.19b.4. 

⎯ The number of spatial streams in an HE TB Ranging NDP, and HE Ranging NDP, EHT TB Ranging 
NDP, and EHT Ranging NDP. 

 
that are not signaled in the HE SIG-A of the HE Ranging NDP and HE TB Ranging NDP, as well as to be 
able to generate the secure LTF symbols based on the parameters in the LTFVECTOR as described in 
27.3.20.6 (Construction of secure HE-LTF symbols), if secure HE-LTF is used.  

 

9. Frame formats 

9.3 Format of individual frame types 

9.3.1 Control frames 

9.3.1.19 NDP Announcement frame format 

9.3.1.19.4 Ranging NDP Announcement frame format 

Change the text in seven paragraphs of 9.3.1.19.4 as follows: 

When used as part of the TB ranging measurement exchange, see 11.21.6.4.3, the LTF Offset, R2I NSTS, 
and R2I Rep subfields are used to indicate the following R2I NDP’s HE-LTF configuration, see 27.3.19.1; 
the I2R NSTS and the I2R Rep subfields are reserved. 
 
When used as part of the non-TB ranging measurement exchange, the I2R NSTS and I2R Rep subfields are 
used to indicate the following I2R NDP’s HE-LTF configuration, see 27.3.19.1 or I2R NDP’s EHT-LTF 
configuration, see 36.3.4.1, while the R2I NSTS and R2I Rep subfields indicate the HE-LTF configuration 
or EHT-LTF configuration of the R2I NDP, respectively, sent in response by the RSTA, see 11.21.6.4.4.  
 
The LTF Offset subfield is used in the TB ranging measurement exchange protocol with secure LTF (see 
11.21.6.4.5.2); it indicates the number of HE-LTF or EHT-LTF to skip when processing the following NDP. 
The LTF Offset subfield is set to 0 in all other cases. 
 
The R2I NSTS and I2R NSTS subfields indicate the number of spatial streams of the corresponding NDP 
and is are set to the number of spatial streams minus 1. 
 
The R2I Rep and I2R Rep subfields are set to the number of HE-LTF repetitions of the corresponding HE 
Ranging NDP minus 1; i.e., the LTF repetitions of the corresponding HE Ranging NDP (see 27.3.19.1), or 
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EHT Ranging NDP (see 36.3.4.1). If the I2R and R2I Rep subfields have a value equal to 0, then there is no 
HE-LTF repetition in the I2R and R2I NDP, respectively.   

The Disambiguation subfield is set to 1 as in the STA Info field in an HE NDP Announcement frame 
regardless of the AID11 subfield. 

The format of the STA Info field in a Ranging NDP Announcement frame when the AID is equal to 2043 is 
shown in Figure 9-84. It is used in the non-TB ranging measurement exchange with secure LTF to carry the 
sequence authentication code (SAC). 

 B0                       B10 B11                    B26 B27 B28                        B31 

 AID11 SAC Disambiguation Reserved 

Bits: 11 16 1 4 

Figure 9-84—STA Info field format in a Ranging NDP Announcement frame  
if the AID11 is 2043 

 
The SAC subfield contains the 16-bit SAC used in the non-TB ranging measurement exchange with secure 
LTF; see 11.21.6.4.5.3. 

9.3.1.22 Trigger frame format 

9.3.1.22.4 HE variant User Info field 
 
Change Table 9-54 in 9.3.1.22.4 as follows: 

Table 9-54—UL Target Receive Power subfield in Trigger frame  
UL Target Receive 

Power subfield Description 

0–90 The expected received signal power, in units of dBm, is Targetpwr = –110 + Fval, where 
Fval is the subfield value. 

91–126 Reserved 

127 

The STA transmits the TB PPDU at the STA’s maximum transmit power for the 
assigned HE-MCS. 
 
If the eliciting trigger frame is a Sounding Ranging Trigger frame or a Passive Sounding 
Ranging Trigger frame, then the STA uses the maximum transmit power for HE-MCS 0 
for an HE TB Ranging NDP and an HE Ranging NDP or EHT-MCS 0 for an EHT TB 
Ranging NDP and an EHT Ranging NDP. 
 
If the eliciting trigger frame is a Secure Sounding Ranging Trigger frame, then the STA 
uses the maximum transmit power for HE-MCS 6 for an HE TB Ranging NDP or EHT-
MCS 6 for an EHT TB Ranging NDP. 
 
NOTE—The expected receive signal power is then the STA’s maximum transmit power 
for the assigned HE or EHT MCS minus the path loss. 
If the Trigger frame is a Sounding or Passive Sounding Ranging Trigger frame that does 
not assign an HE-MCS, then the STA’s transmit power is that used for HE-MCS 0. 
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UL Target Receive 
Power subfield Description 

If the Trigger frame is a Secured Sounding Ranging Trigger frame that does not assign 
an HE-MCS, the assigned HE-MCS is assumed to be HE-MCS 6 in terms of setting the 
STA’s transmit. 
 
NOTE—The expected receive signal power is then the STA's maximum transmit power 
for the assigned HE-MCS minus the path loss. 

  
Change 9.3.2.22.14 as follows: 

9.3.1.22.14 Ranging Trigger variant frame format 

The Ranging Trigger Subtype subfield value in the Trigger Dependent Common Info field of the Ranging 
Trigger frame, see as defined by Table 9-56, indicatessignals the Ranging Trigger frame subvariants, which 
can be one of five Trigger frame types: Poll, Sounding, Secure Sounding, Report and Passive Sounding 
Ranging Trigger frame.  
 
The format of the Trigger Dependent Common Info subfield for the Poll, Sounding, Secure Sounding, and 
Report Ranging Trigger frame, is shown in Figure 9-102. The Token field in the Trigger Dependent Common 
Info subfield is used in a Poll Ranging Trigger frame to match it with the partial TSF time in a following 
Ranging NDP Announcement frame. It is reserved in all other Ranging Trigger frame subvariants. 
 

 B0                   B3 B4 B5            B7 

 Ranging Trigger 
Subtype Reserved Token 

Bits: 4 1 3 

Figure 9-102—Trigger Dependent Common Info subfield format for the Ranging Trigger 
subvariants Poll, Sounding, Secure Sounding, and Report  

 
The format of the Trigger Dependent Common Info subfield of a Ranging Trigger frame of subvariant 
Passive Sounding is shown in Figure 9-103. The Sounding Dialog Token Number subfield contains a value 
in the range of 0 to 63, which identifies a Measurement Sounding phase (I2R NDP and R2I NDP announced 
by a Sounding Trigger frame and the Ranging NDP Announcement frame, respectively), and the same value 
is included in the Sounding Dialog Token field of the Ranging NDP Announcement frame transmitted within 
the same availability window; see 9.3.1.19. 
 

 B0                                 B3 B4                         B9  B10                          B15 

 

Ranging Trigger Subtype Reserved Sounding Dialog Token 
Number 

Bits: 4 6                    6 

Figure 9-103—Trigger Dependent Common Info subfield format of the Passive Sounding 
Ranging Trigger frame  
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The value of the Ranging Trigger Subtype subfield for the Ranging Trigger frame is defined in Table 9-56.  

Table 9-56—Ranging Trigger Subtype subfield encoding  
Ranging Trigger 
Subtype subfield 

value 
Ranging Trigger frame subvariant 

0 Poll 
1 Sounding 
2 Secure Sounding  
3 Report 
4 Passive Sounding  

5–15 Reserved 
 
The RA, field, and the CS Required and UL BW subfields in the Common Info field of the Ranging Trigger 
frame are identical to the Basic Trigger frame described in 26.5.2, 35.5.2,  and 9.3.1.22, except that the RA 
field in Ranging Trigger frames with only one User Info field that is not a Special User info field (see 
9.3.1.22.3) may be is either an unicast or broadcastindividual or a group address.  

The More TF subfield of the Common Info field of the Ranging Trigger frame indicates whether a subsequent 
Poll Ranging Trigger frame is scheduled for transmission within the availability window as defined in 
11.21.6.4.3. 

When a Ranging Trigger frame is addressed to ISTAs that all have in a TB ranging measurement exchange, 
see 11.21.6.4.3, with the same RSTA’s BSSID, the TA field of the Ranging Trigger frame is set to the 
RSTA’s address. The TA field is set to the transmitted BSSID, if the Trigger frame is addressed to a set of 
ISTAs in which at least two ISTAs are have in a TB ranging measurement exchange with different BSSIDs 
in the Multiple BSSID set of the RSTA.  

9.3.1.23 Subvariants of Ranging Trigger variant 

9.3.1.23.1 Poll subvariant  

Change 9.3.1.23.1 as follows: 

The format of the User Info field in the Poll Ranging Trigger frame is defined in Figure 9-104.  

 
 B0          B11 B12      B19 B20 B21  B24 B25 B26     B31 B32       B38 B39 

 

AID12/RSID12 RU 
Allocation 

UL FEC 
Coding 
Type 

UL HE-
MCS 

UL 
DCM 

SS 
Allocation / 

RA-RU 
Information 

UL Target 
Receive 
Power 

Reserved 
PS160 

Bits: 12 8 1 4 1 6 7 1 

Figure 9-104—User Info field format for the Poll and Report Ranging Trigger 

The AID12/RSID12 subfield carries either the 12twelve LSBs of the AID for an associated ISTA or the 
12twelve LSBs of the RSID for an unassociated ISTA. The RU Allocation, UL FEC Coding Type, UL HE-
MCS, UL DCM, SS Allocation/RA-RU Information, and UL Target Receive Power subfields are identical 
to the corresponding subfield in the Basic Trigger frame; see 9.3.1.22. 
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If the Poll Ranging Trigger frame is soliciting an HE TB PPDU:  

— The RU Allocation, UL DCM, and SS Allocation/RA-RU Information subfields are identical to 
the corresponding subfields in the HE variant User Info field (9.3.1.22.4).  

— The UL MCS subfield is identical to the UL HE MCS subfield in the HE variant User Info field.  
— The PS160 subfield is reserved.  

 
If the Poll Ranging Trigger frame is soliciting an EHT TB PPDU:  

— The RU Allocation, SS Allocation/RA-RU Information, and PS160 subfields are identical to the 
corresponding subfields in the EHT variant User Info field (9.3.1.22.5).   

— The UL MCS subfield is identical to the UL EHT MCS subfield in the EHT variant User Info 
field.  

— The UL DCM subfield is reserved. 
 

The Trigger Dependent User Info subfield is not present in the Poll Ranging Trigger frame.  
 

9.3.1.23.2 Sounding subvariant  

The format of the User Info field in the Sounding Ranging Trigger frame is defined in Figure 9-105. 
  

Figure 9-105—User Info field format for Sounding subvariant  

The Trigger Dependent User Info subfield is not present in the Sounding Ranging Trigger frame. 

The AID12/RSID12 subfield is identical to the corresponding subfield in the Poll Ranging Trigger frame.  
 
The I2R Rep subfield indicates the number of HE-LTF repetitions in the corresponding HE TB Ranging NDP 
or EHT TB Ranging NDP from the STA indicated in the AID12/RSID12 subfield; the I2R Rep subfield is 
set to the number of HE-LTF repetitions minus 1.  The value of the I2R Rep subfield is the same in all User 
Info fields in a single Trigger frame.  If the Sounding Ranging Trigger frame is soliciting an HE TB Ranging 
NDP, tThe SS Allocation/RA-RU Information and UL Target Receive Power subfields are identical to the 
corresponding subfields in the HE variant User Info field of a Basic Trigger frame; see 9.3.1.22 9.3.1.22.4. 
If the Sounding Ranging Trigger frame is soliciting an EHT TB Ranging NDP, the SS Allocation/RA-RU 
Information and UL Target Receive Power subfields are identical to the corresponding subfields in the EHT 
variant User Info field of a Basic Trigger frame; see 9.3.1.22.5. 

In both the HE variant Common Info field and the EHT variant Common Info field, the UL STBC, LDPC 
Extra Symbol Segment, Pre-FEC Padding Factor, and PE Disambiguity subfields are reserved. 

The GI And HE-LTF Type subfield in the HE variant Common Info field is set to 1 (2x × HE-LTF + 1.6 μs 
GI). The GI And HE/EHT-LTF Type field in the EHT variant Common Info field is set to 1 (2 × EHT-LTF 
+ 1.6 μs GI). The MU-MIMO HE-LTF Mode subfield in the HE variant Common Info field is set to 0 (HE 
single stream pilot HE-LTF mode).  

 B0            B11      B12  B20 B21    B23 B24   B25 B26       B31 B32    B38 B39 
 

AID12/RSID12 Reserved I2R Rep Reserved 

SS 
Allocation /  

RA-RU 
Information 

UL Target 
Receive 
Power 

Reserved 

Bits: 12 9 3 2 6 7 1 
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The Doppler subfield in the HE variant Common Info field is set to 0. 

NOTE—The UL Length subfield of a Trigger frame is computed using Equation (27-11) (see 26.5.2.2.4) for soliciting 
HE PPDU and Equation (36-11) (see 35.5.2.2.4) for soliciting EHT PPDU, which is based on the TXTIME computed in 
27.4.3 for HE PPDU and 36.4.3 for EHT PPDU. In case of Sounding Ranging Trigger frame, the resulting UL Length 
value is equivalent to 13 + 6 × NLTF_REPNHE-LTF, where NLTF-REP is the number of HE-LTF repetitions (given by the I2R 
Rep subfield value plus 1) and NHE-LTF is the number of HE-LTF symbols (given by the Number Of HE-LTF Symbols 
And Midamble Periodicity subfield), see Figure 9-90a; or is the Number Of HE/EHT-LTF Symbols subfield, see Figure 
9-90b. 

9.3.1.23.3 Secure sounding subvariant  

The format of the User Info field in the Secure Sounding Ranging Trigger is defined in Figure 9-106. There 
is a single User Info field that is not a Special User Info field in a Secure Sounding Ranging Trigger frame. 

 
 B0             B11 B12   B20  B21  B23 B24    B25 B26       B31 B32   B38 B39 B40    B55 

AID12/RSID12 Reserved I2R Rep Reserved 

SS  
Allocation / 

RA-RU 
Information 

UL Target 
Receive 
Power 

Reserved 

Trigger 
Dependent 
User Info 

(SAC) 
Bits: 12 9 3 2 6 7 1 16 

Figure 9-106—User Info field for Secure Sounding subvariant  

The AID12/RSID12 subfield is identical to the corresponding subfield in the Poll Ranging Trigger frame.  
 
The I2R Rep subfield is identical to the corresponding subfield in the Sounding Ranging Trigger frame.  
 
The SS Allocation/RA-RU Information and UL Target Receive Power subfields are identical to the 
corresponding subfields in the Sounding Ranging Trigger frame; see 9.3.1.23.2.Basic Trigger frame; see 
9.3.1.22.  
 
The Trigger Dependent User Info subfield is present in the Secure Sounding Ranging Trigger frame. The 
Trigger Dependent User Info subfield carries the Sequence Authentication Code (SAC) field. The SAC 
subfield provides the authentication information for the LTF Sequence Generation information used for the 
I2R sounding associated with the measurement instance; see 11.21.6.4.5. The length of this subfield is 16 
bits.  
 
NOTE—For measurement exchange with secure HE-LTF, the I2R Rep is set to the RSTA Aassigned I2R Rep; see 
11.21.6.3.4.  
 
In the Common Info field, the MU-MIMO HE-LTF Mode, UL STBC, LDPC Extra Symbol Segment, Pre-
FEC Padding Factor, and PE Disambiguity subfields are reserved. The GI And HE-LTF Type and Doppler 
subfields in the The HE variant Common Info field and EHT variant Common Info field are set as in the 
Sounding Ranging Trigger frame; see 9.3.1.23.2.  

9.3.1.23.4 Report subvariant  

The format of the User Info field in the Report Ranging Trigger frame is defined in Figure 9-104 and the 
subfields of the User Info field are identical to the corresponding subfields in the Poll Ranging Trigger frame 
soliciting an HE TB PPDU or an EHT TB PPDU.  
 
The Trigger Dependent User Info subfield is not present in the Report Ranging Trigger frame. 
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9.3.1.23.5 Passive sounding subvariant  

The Passive Sounding Ranging Trigger frame follows the definition of the Sounding Ranging Trigger frame 
except that the RA field is always set to the broadcast address. There is a single User Info field that is not a 
Special User Info field in a Passive Sounding Ranging Trigger frame. 

9.4 Management and Extension frame body components 

9.4.2 Elements 

9.4.2.1 General 

Change Table 9-130 as follows (the entire table is not shown): 
 

Element Element ID Element ID 
Extension Extensible Fragmentable 

…     
Puncture Pattern 
Element 

254 1 Yes No 

Secure HE-LTF 
Parameters (see 
9.4.2.301) 

255 94 Yes No 

 

9.4.2.166 FTM Parameters element 

Change Figure 9-723 as follows: 

 B0      B1 B2        B6 B7 B8         B11 B12      B15 B16   B23 B24    B39 
 Status 

Indication 
Value Secure RTT 

Measurement/ 
Reserved 

TPE Update 
Capable 

Number of 
Bursts 

Exponent 

Burst 
Duration 

Min Delta 
FTM 

Partial TSF 
Timer 

Bits: 2 5 1 4 4 8 16 
 

 B40 B41 B42 B43    B47 B48    B49 B50      B55 B56     B71 
 Partial TSF 

Timer No 
Preference 

ASAP 
Capable 

ASAP FTM Per 
Burst 

EDMG 
Ranging 
Priority 

Format And 
Bandwidth 

Burst 
Period 

Bits: 1 1 1 5 2 6 16 

Figure 9-723—FTM Parameters field format 
 

Change 9.4.2.166 FTM Parameters element as follows: 
 
For secure EDMG ranging, the Secure RTT Measurement/TPE Update Capable subfield is set to 1 by an 
ISTA to request a secure RTT measurement exchange between an ISTA and an RSTA; see 11.21.6.3.32. The 
Secure RTT Measurement/TPE Update Capable subfield is set to 1 by an RSTA to acknowledge a secure 
RTT measurement exchange, and to 0 otherwise. In cases other than secure EDMG ranging, the Secure RTT 
Measurement subfield is reserved. For EDCA based ranging of non-EDMG STAs, the Secure RTT 
Measurement/TPE Update Capable subfield is set to 1 to indicate that a STA is capable of transmitting or 
receiving the Transmit Power Envelope element during the FTM session, and to 0 otherwise.  
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9.4.2.239 Non-Inheritance element 

Change Table 9-373 bit 8 as follows: 

Table 9-373—Extended RSN Capabilities field 

Bit Information Notes 
… … … 

8 Secure HE-LTF Support 
A STA sets the Secure HE-LTF Support field to 1 when 
dot11SecureLTFImplemented is true. Otherwise, the STA sets 
the Secure HE-LTF Support field to 0. See 11.21.6.4.5. 

… … … 

9.4.2.300 Ranging Parameters element 

Change Figure 9-1044 as follows:  

 
B0       B1 B2 B6 B7 B8     B9 B10   B11 B12       B13 B14       B15 

 
Status 

Indication Value 

I2R 
LMR 

Feedb
ack 

Reserve
d 

Ranging 
Priority 

R2I TOA 
Type 

I2R TOA 
Type 

R2I AOA 
Request 

I2R AOA 
Request 

Bits: 2 5 1 2 2 1 1 1 1 

 
 B16     B21 B22     B23 B24    B26 B27   B29 B30 B30  B31 B32     B34 B35     B37 
 

Format 
And 

Bandwidth 

Immediate 
R2I 

Feedback 

Immediate 
I2R 

Feedback 

Max I2R 
Repetition 

Max R2I 
Repetition 

TPE 
Update 
Capable 

Reserved 
Max R2I 
STS ≤ 80 

MHz 

160 MHz 
Max R2I 
STS > 80 

MHz 

Bits: 6 1 1 3 3 1       21         3      3 

 
 B38   B39     B40     B41 B42        B44 B45           B47 B48           B55 

 Max R2I 
LTF Total 

Max I2R 
LTF Total 

Max I2R 
STS ≤ 80 MHz 

160 MHz Max 
I2R 

STS > 80 MHz 

BSS Color 
Information 

Bits: 2 2 3 3 8 

Figure 9-1044—Ranging Parameters field format 

… … 

Change the text in 9.4.2.300 following the NOTE as follows: 

NOTE—The values of 0 to 7 contained in the Max I2R Repetition and Max R2I Repetition subfields are mapped to the 
values 1 to 8 for the number of HE-LTF repetitions, respectively. 
 
The TPE Update Capable subfield is set to 1 to indicate that a STA is capable of transmitting or receiving 
the Transmit Power Envelope element during the FTM session, and to 0 otherwise. 
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The Ranging Priority subfield of the Ranging Parameters field of the Ranging Parameters element in the 
IFTMR frame contains the ISTA’s ranging priority request, which indicates the time sensitivity of a ranging 
operation, and it is set according to Table 9-323. 
 
Change the following table and text in 9.4.2.300: 

The Format And Bandwidth subfield indicates the requested or allocated PPDU format and bandwidth used 
to transmit the I2R/R2I NDP exchange as part of the non-TB ranging, or TB ranging measurement exchange; 
see 11.21.6.4.3 and 11.21.6.4.4. The encoding of this subfield is given in Table 9-412. 

Table 9-412—Format And Bandwidth subfield  
Field value Format Bandwidth 

0 HE 20 
1 HE 40 
2 HE 80 
3 HE 80+80 
4 HE (two separate RF LOs) 160 
5 HE (single RF LO) 160 
6 NGV 10 
7 NGV 20 
8 EHT 320 

89–63 Reserved Reserved 
NOTE—Values 6 and 7 are supported only when dot11NGVOptionImplemented is true. 

 
The values of 3, 4, and 5 indicate STA support for 160 MHz operation as either 80+80, 160 two-LO, or 160 
single-LO, respectively, in addition to supporting 80 MHz, 40 MHz, and 20 MHz bandwidths (e.g., a field 
value of 5 does not mean the device supports all 160 MHz options but rather 160 MHz single LO).  

The field value of 8 specifies the STA support for 320 MHz operation as 320 MHz using EHT format in 
addition to supporting 160 single RF LO, 80, 40, and 20 MHz bandwidths in HE format.  

Change the paragraph in 9.4.2.300 as follows: 

The 160 MHz Max R2I STS > 80 MHz subfield indicates for a bandwidths greater than 80 160 MHz 
bandwidth the maximum number of space-time streams to be used in R2I NDP in the session. 

… … 

Change the text in 9.4.2.300 as follows: 
 
The Max R2I LTF Total and Max I2R LTF Total subfields indicate the maximum number of HE-LTFs or 
EHT-LTFs to be destined to an ISTA in the R2I NDP and an RSTA in an I2R NDP, respectively, the encoding 
is given in Table 9-413. The maximum number of HE-LTFs or EHT-LTFs limits the allowed combinations 
of the number of space-time streams and HE-LTF repetitions. 
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Table 9-413—Max R2I/I2R LTF Total subfields 

Field value Max number of HE-LTFs or 
EHT-LTFs 

0 4 

1 8 

2 16 

3 64 

Change the following paragraph in 9.4.2.300 as follows: 

The 160 MHz Max I2R STS > 80 MHz subfield indicates for a bandwidths greater than 80 of 160 MHz 
bandwidth the maximum number of space-time streams to be used in I2R NDP in the session. 

Insert one new subelement ID for the 320 MHz Ranging subelement in the table as follows: 

Table 9-414—Ranging Subelement IDs for Ranging Parameters 
Subelement ID Name Extensible 

0 Non-TB Specific subelement Yes 
1 TB-specific subelement Yes 
2 Secure HE-LTF subelement Yes 
3 320 MHz Ranging subelement Yes 
34–220 Reserved  
221 Vendor Specific  
222–255 Reserved  

… … 
Change the following paragraphs in 9.4.2.300 as shown:  
 
The Secure HE-LTF subelement is included in the IFTMR frame to indicate that the initiator supports use of 
secure HE-LTF and the associated parameters; it is included in the IFTM if the initiator and the responder 
successfully negotiate an FTM session where secure HE-LTF is used. 
 
The format of the Secure HE-LTF subelement is as shown in Figure 9-1050. 

 B0                   B7 B8   B15 B16     B18 B19 B20 B21 B22      B23 

 Subelement ID Length Protocol 
Version 

Secure 
HE-LTF 

Req. 

R2I Tx 
Window 

I2R Tx 
Window Reserved 

Bits: 8 8 3 1 1 1 2 

Figure 9-1050—Secure HE-LTF subelement format 
 

The Subelement ID and Length fields are defined in Figure 9-1050. 
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The Protocol Version field in the IFTMR frame is set to the value 0 by the ISTA, with values 1 to 7 reserved 
for future use; see Table 9-415. In the IFTM frame, the Version field is set to the value 0 by the RSTA, with 
values 1 to 7 reserved for future use. The interpretation of the version field in the IFTMR frame and IFTM 
frame, and the possible resulting actions, are described in 11.21.6.3.4. 

The Secure HE-LTF Required field is set to 1 by the ISTA to indicate it requires secure HE-LTF to be enabled 
and is set to 1 by the RSTA to enable a secure HE-LTF measurement exchange between an ISTA and an 
RSTA. Otherwise, the Secure HE-LTF Required field is set to 0. 

The R2I Tx Window field in the IFTMR frame is set to 1 to indicate the ISTA requests use of the optional 
frequency domain Tx Window in the R2I NDPs, and 0 to indicate the default frequency domain Tx window. 
In the IFTM frame, the R2I Tx Window field is set to 1 to indicate the RSTA will use the optional frequency 
domain Tx window in the R2I NDPs, and 0 to indicate the default frequency domain Tx window; see        
Table 9-415. 

The I2R Tx Window field in the IFTMR frame is set to 1 to indicate that the ISTA supports use of the optional 
frequency domain Tx window in the I2R NDPs, and 0 to indicate the default frequency domain Tx window. 
In the IFTM frame, the I2R Tx Window field is set to 1 by the RSTA to request that the ISTA use the optional 
frequency domain Tx window in the I2R NDPs, and 0 to indicate the default frequency domain Tx window; 
see Table 9-415. 

Table 9-415 Secure HE-LTF protocol section identifier  

Protocol 
Version Secure HE-LTF PHY sections 

0 27.3.19  
36.3.19a  

1–7 Reserved 

Insert the following definition for the new subelement at the end of this subclause: 

The format of the 320 MHz Ranging subelement follows the definition in Figure 9-1078. The Subelement 
field is set according to Table 9-414. The Length field is defined in 9.4.3. 

The Data field format is as shown in Figure 9-1050a. 

 B0      B2 B3     B5 B6 B7 B8      B23 

 Max R2I 
NSS  

Max I2R 
NSS  

Puncturing 
Pattern 
Support 

Reserved Puncturing 
Pattern 

Bits: 3 3 1 1 16 

 B24    B26 B27   B29 B30   B31 B32   B33 B34 B39 

 Max R2I 
Repetition 

Max I2R 
Repetition 

Max R2I 
LTF Total 

Max I2R 
LTF Total Reserved 

Bits: 3 3 2 2 6 

Figure 9-1050a—320 MHz Ranging subelement Data field format 
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The Max R2I NSS field indicates the maximum number of spatial streams to be used in an R2I NDP for 
320 MHz PPDU bandwidth transmissions in the session. 

The Max I2R NSS field indicates the maximum number of spatial streams to be used in an I2R NDP for 
320 MHz PPDU bandwidth transmissions in the session. 

The Puncturing Pattern Support field is set to 1 to indicate support of all puncturing patterns as listed in Table 
36-30; it is set to 0 to indicate support of only the subset of puncturing patterns defined in Table 11-14aa. 

The Puncturing Pattern field is used by the RSTA to convey the disabled subchannel bitmap to the ISTA in 
the IFTM frame. It is reserved when included in the IFTMR frame by the ISTA. 

The Max R2I Repetition field indicates the maximum number of LTF repetitions that the RSTA uses in the 
preamble of an R2I NDP for 320 MHz PPDU bandwidth transmission; the subfield is set to the number of 
LTF repetitions minus 1. 

The Max I2R Repetition field indicates the maximum number of LTF repetitions that the ISTA uses in the 
preamble of an I2R NDP for 320 MHz PPDU bandwidth transmission; the subfield is set to the number of 
LTF repetitions minus 1. 

The Max R2I LTF Total and Max I2R LTF Total fields indicate the maximum number of EHT-LTFs to be 
destined to an ISTA in the R2I NDP and an RSTA in an I2R NDP, respectively, for 320 MHz PPDU 
bandwidth transmission. The encoding is given in Table 9-413. 

Change “HE-LTF” to “LTF” in the following subclauses and Figure 9-1049 as shown: 

9.4.2.301 Secure HE-LTF Parameters element 

The Secure HE-LTF Parameters element is optionally included in the IFTM frame, as described in 9.6.7.33, 
and the LMR frame, as described in 9.6.7.49, for a secure HE-LTF measurement exchange mode of the non-
TB ranging and TB ranging measurement exchange (see 11.21.6.4.5). The use of the Secure HE-LTF 
Parameters element is described in 11.21.6. 
 
The format of the Secure HE-LTF Parameters element is shown in Figure 9-1051. 

 B0     B7 B8   B15 B16   B23 B24     B71 B72         B87 B88      B103 B104               B111 
 

Element 
ID Length 

Element 
ID 

Extension 

Secure 
HE-LTF 
Counter 

Validation 
SAC 

Measurement 
SAC 

Measurement Result 
LTF Offset 

Octets: 1 1 1 6 2 2 1 

Figure 9-1051—Secure HE-LTF Parameters element format 
 
The Element ID, Length, and Element ID Extension fields are defined in 9.4.2.1. 
 
The Secure HE-LTF Counter field is used to determine the randomized LTF sequence of an I2R NDP and 
R2I NDP in one of the following secure HE-LTF measurement exchange sequences: 

⎯ An I2R NDP and an R2I NDP immediately following a Ranging NDP Announcement frame, in a 
non-TB ranging measurement exchange (11.21.6.4.4). 

⎯ A sequence of an I2R NDP, a Ranging NDP Announcement frame, an R2I NDP, in a TB ranging 
measurement exchange (11.21.6.4.3). 
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The Secure HE-LTF Counter field is used in the IFTM frame and the R2I LMR frame when part of a secure 
HE-LTF measurement exchange; it is reserved otherwise. 
 
The Validation SAC field is a nonzero value associated with the secure HE-LTF counter carried in the same 
Secure HE-LTF Parameters element and validates the randomized LTF sequence; see 11.21.6.3.4. This field 
is used in the initial protected FTM frame, the R2I protected LMR frame, and is reserved otherwise. 
 
The Measurement SAC field is used to verify that range measurement results contained in the LMR frame 
are calculated using the same LTF sequence between ISTA and RSTA. The Measurement SAC field is the 
same value as the SAC subfield in the STA Info field with AID equal to 2043 in the Ranging NDP 
Announcement frame that solicited the I2R NDP and the R2I NDP in the non-TB ranging measurement 
exchange or the SAC subfield in the Trigger Dependent User Info of the Secure Sounding Ranging Trigger 
frame in the TB ranging measurement exchange; see 11.21.6.4.5. This field is reserved in the IFTM frame. 
 

Insert new subclause 9.4.2.331 as follows: 
 

9.4.2.331 Puncture Pattern element  

The format of the Puncture Pattern element is shown in Figure 9-1074bma. 

 B0     B7 B8   B15 B16   B23 B24     B39 
 

Element 
ID Length 

Element 
ID 

Extension 

Puncture 
Pattern 

Octets: 1 1 1 2 

Figure 9-1074bma—Puncture Pattern element format 

 
The Element ID, Length, and Element ID Extension fields are defined in 9.4.2.1. 

The Puncture Pattern field in the Puncture Pattern element has the same format and value as the Disabled 
Subchannel Bitmap field sent in the EHT Operation element (see 9.4.2.321) as part of the Beacon 
transmissions. 

9.6.7.33 FTM frame format 

Change Figure 9-1221 as follows:  
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 Category Public Action Dialog Token Follow Up Dialog 
Token 

TOD TOA 

Octets: 1 1 1 1  6   6 

 TOD Error TOA Eror LCI Report 
(optional) 

Location Civic 
Report 

(optional) 

FTM 
Parameters 
(optional) 

FTM 
Synchronization Information 

(optional) 

Octets: 2 2 variable variable variable  variable 

 Ranging 
Parameters 
(optional) 

Secure HE-
LTF 

Parameters 
(optional) 

Channel 
Measurement 

Feedback 
Type (optional) 

Channel 
Measurement 

Feedback 
(optional) 

Direction 
Measurement 

Results 
(optional) 

Multiple 
Best AWV 

ID 
(optional) 

Multiple 
AOD 

Feedback 
(optional) 

LOS 
Likelihood 
(optional) 

Transmit 
Power 

Envelope 
(optional) 

 Octets: variable 14 2 variable 9 variable variable 4 variable 

Figure 9-1221—FTM frame Action field format 

 

Insert the following new paragraph at the end of the 9.6.7.33:  

The Transmit Power Envelope field is optionally present. If present, it contains one or more Transmit Power 
Envelope elements as defined in 9.4.2.160. 

9.6.7.49 LMR frame format 

Change Figure 9-1237 in 9.6.7.49 as follows:  
 
        
 Category Public 

Action Dialog Token TOD TOA TOD 
Error 

TOA 
Error 

Octets: 1 1 1 6 6 1 1 
 

 
CFO 

Parameter 

R2I 
NDP 

Tx PWR 

I2R NDP 
Target 
RSSI 

Secure HE-
LTF 

Parameters 
(optional) 

AOA 
Feedback 
(optional) 

Transmit 
Power 

Envelope 
(optional) 

Puncture 
Pattern 

(optional) 

Octets: 2 1 1 14 9 variable 5 

Figure 9-1237—LMR frame Action field format 

Insert the following paragraphs in 9.6.7.49 as follows: 
 
The AOA Feedback field is optionally present. If present, it contains a Direction Measurement Results 
element as defined in 9.4.2.302. 
 
The Transmit Power Envelope field is optionally present. If present, it contains one or more Transmit Power 
Envelope elements, as defined in 9.4.2.160. 
  
The Puncture Pattern field is optionally present. If present, it contains a Puncture Pattern element as defined 
in 9.4.2.331.    
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11. MLME 

Change the following subclauses to Clause 11 as follows: 

11.21.6.2 FTM capabilities  

A STA in which dot11SecureLTFImplemented is true shall set the Secure HE-LTF Support field of the 
RSNXE to 1. Otherwise, it shall set the Secure HE-LTF Support field to 0. 

11.21.6.3 FTM procedure negotiation 

11.21.6.3.1 General 

Insert the following paragraphs at the end of 11.21.6.3.1 as follows: 
NOTE 3—Prior to the transmission of any ranging frame(s) including IFTM frame (negotiation), FTM frame 
(measurement), and/or FTM session termination frame sent by an AP to an associated ISTA in the EMLSR mode, the 
AP transmits an initial control frame exchange (see 35.3.17). 
 
NOTE 4—The transmission of an initial control frame is not required for an unassociated ISTA since only the associated 
ISTA can negotiate to be in the EMLSR mode. 

The RSTA and ISTA shall transmit all frames that are part of the ranging measurement exchange(s) on the 
specific link that was identified by the Link ID bitmap field of the MLO Link Info element included in the 
IFTMR and IFTM negotiation frame exchange. 
NOTE 5—Exactly one bit in the Link ID Bitmap subfield of the MLO Link Info element is set to 1 (see 35.3.14.3). 

11.21.6.3.2 Negotiation for EDCA based ranging measurement exchange 

Change 11.21.6.3.2 by adding text between the fifth and sixth paragraphs as follows: 
 
… … 
 
For EDCA based ranging where the value of the corresponding Format And Bandwidth field value that 
indicates DMG or EDMG format, see Table 9-325, the ISTA shall indicate, in the Ranging Priority subfield 
of the FTM Parameters field of the FTM Parameters element in the IFTMR frame, its ranging priority as 
described in Table 9-323. Otherwise, the Ranging Priority subfield of the FTM Parameters field of the FTM 
Parameters element is reserved. 
 
An unassociated ISTA that is capable of receiving a Transmit Power Envelope element as part of its FTM 
procedure shall set its TPE Update Capable subfield in the IFTMR frame to 1. An RSTA that is capable of 
transmitting a Transmit Power Envelope element as part of the FTM procedure shall respond with an IFTM 
frame with the TPE Update Capable field set to 1, if the IFTMR frame included a TPE Update Capable 
subfield set to 1.  
 
An associated ISTA shall set the TPE Update Capable subfield to 0.  
 
An RSTA that sets the TPE Update Capable subfield to 1 shall include at least one Transmit Power Envelope 
element in the IFTM frame and the first FTM frame of each burst instance of this FTM session. When one 
or more Transmit Power Envelope elements are included in the FTM frames, the Transmit Power Envelope 
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elements shall be the same as the ones carried in the Beacon and other management frames transmitted by 
the RSTA.  
 
When the request was successful: 

— The RSTA shall indicate, in the Format And Bandwidth field, a format and bandwidth that it supports. 
The RSTA should indicate the same format and bandwidth in the Format And Bandwidth field as that 
requested by the ISTA, if the RSTA supports this. The RSTA shall not assign a value that indicates: 
… … 

11.21.6.3.3 Negotiation for TB and non-TB ranging measurement exchange 

Change the eighth paragraph of 11.21.6.3.3 as follows:  
When a Ranging Parameters element is included in the IFTMR frame, the ISTA shall indicate the following 
parameters in the Ranging Parameters field:  

— … … 

— Maximum number of space-time streams it is capable of receiving in the R2I NDP for 160 MHz 
bandwidths greater than 80 MHz, in the 160 MHz Max R2I STS > 80MHz subfield. 

— Maximum number of space-time streams it is capable of transmitting in the I2R NDP for bandwidths 
less than or equal to 80 MHz, in the Max I2R STS ≤ 80 MHz subfield. 

— Maximum number of space-time streams it is capable of transmitting in the I2R NDP for 160 MHz 
bandwidths greater than 80 MHz, in the 160 MHz Max I2R STS > 80MHz subfield. 

— … … 

Change 11.21.6.3.3 by adding the following text to the end of the eighth paragraph as follows:  
— Immediate or delayed feedback capability in the I2R LMR by setting the Immediate I2R Feedback 

subfield to 1 or 0, respectively. 
 
To request a 320 MHz FTM session, an ISTA shall include a 320 MHz Ranging subelement in the Ranging 
Parameters element in the IFTMR frame and set the Format And Bandwidth subfield to a value of 5 or less. 
In the subelement:  

—  The Max R2I NSS field is set to the maximum number of spatial streams the ISTA is capable of 
receiving in the R2I NDP for a 320 MHz bandwidth minus 1. 

—   The Max I2R NSS field is set to the maximum number of spatial streams the ISTA is capable of 
transmitting in the I2R NDP for a 320 MHz bandwidth minus 1. 

—  The Puncturing Pattern Support field is set to 1 to indicate support of all puncturing patterns, or it is 
set to 0 to indicate support of only the subset of puncturing patterns defined in Table 11-14aa. 

—  The Max R2I Repetition field is set to the maximum number of LTF repetitions it is capable of 
receiving in the preamble of the R2I NDP for 320 MHz bandwidth minus 1.  

—  The Max I2R Repetition field is set to the maximum number of LTF repetitions it is capable of 
transmitting in the preamble of the I2R NDP for 320 MHz bandwidth minus 1.  
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—  The Max R2I LTF Total field is set to indicate the maximum number of LTFs in total it is capable 
of receiving for 320 MHz bandwidth, including all repetitions, in the R2I NDP. 

—  The Max I2R LTF Total field is set to indicate the maximum number of LTFs in total it is capable 
of transmitting for 320 MHz bandwidth, including all repetitions, in the I2R NDP.  

… … 

Change 11.21.6.3.3 in paragraph 21 as follows: 
 
When the negotiation is successful for TB ranging and non-TB ranging, the corresponding IFTM frame from 
the RSTA shall include a Ranging Parameters element with the parameters that define the negotiated range 
measurement session. The RSTA shall indicate the following parameters in the Ranging Parameters field:  
 

— In the Format And Bandwidth subfield, it assigns the maximum allowed bandwidth used during 
measurement exchanges (referred to as RSTA Aassigned Max Bandwidth) is assigned. This value 
shall not be greater than the value in the corresponding IFTMR frame. If the IFTMR frame included 
a 320 MHz Ranging subelement, the bandwidth may be assigned as 320 MHz regardless of the 
Format And Bandwidth subfield value in the IFTMR frame. 

— … … 

— In the 160 MHz Max R2I STS > 80 MHz subfield, either the maximum number of space-time 
streams it is capable of transmitting in the R2I NDP for 160 MHz bandwidths greater than 80 MHz, 
or the value in the corresponding IFTMR frame, whichever is smaller (referred to as 160 MHz RSTA 
Aassigned R2I STS > 80 MHz). 

— In the 160 MHz Max I2R STS > 80 MHz subfield, either the maximum number of space-time 
streams it is capable of receiving in the I2R NDP for 160 MHz bandwidths greater than 80 MHz, or 
the value in the corresponding IFTMR frame, whichever is smaller (referred to as 160 MHz RSTA 
Aassigned I2R STS > 80 MHz). 

— … … 

If the Format And Bandwidth subfield is set to 8, the RSTA shall include a 320 MHz Ranging subelement in 
the Ranging Parameters element in the IFTM frame. In the 320 MHz Ranging subelement: 

— The Max R2I NSS field is set to either the maximum number of spatial streams it is capable of 
transmitting in the R2I NDP for 320 MHz bandwidth minus 1, or the value in the corresponding 
IFTMR frame, whichever is smaller (referred to as 320 MHz RSTA assigned R2I NSS).  

— The Max I2R NSS field is set to either the maximum number of spatial streams it is capable of 
receiving in the I2R NDP for 320 MHz bandwidth minus 1, or the value in the corresponding IFTMR 
frame, whichever is smaller (referred to as 320 MHz RSTA assigned I2R NSS). 

— The Puncturing Pattern Support field is set to 1 to indicate support of all puncturing patterns, or it is 
set to 0 to indicate support of only the subset of puncturing patterns defined in Table 11-14aa. 

— If the RSTA has included the Disabled Subchannel Bitmap field in the EHT Operation element, the 
Puncturing Pattern field is set to the same value; otherwise, the Puncturing Pattern field is set to all 
zeros, representing no puncturing. 
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— In the Max R2I Repetition field, it assigns the maximum number of LTF repetitions in the preamble 
of the R2I NDP for this session (referred to as 320 MHz RSTA assigned R2I Rep). This value shall 
not be greater than the value in the corresponding IFTMR frame.  

— In the Max I2R Repetition field, it assigns the maximum number of LTF repetitions in the preamble 
of the I2R NDP for this session (referred to as 320 MHz RSTA assigned I2R Rep). This value shall 
not be greater than the value in the corresponding IFTMR frame.  

— In the Max R2I LTF Total field, either the maximum number of LTFs in total it is capable of 
transmitting to this ISTA, including LTF repetitions, in the R2I NDP, or the value in the 
corresponding IFTMR frame, whichever is smaller (referred to as 320 MHz RSTA assigned R2I LTF 
Total).  

— In the Max I2R LTF Total field, either the maximum number of LTFs in total it is capable of 
receiving, including LTF repetitions, in the I2R NDP, or the value in the corresponding IFTMR 
frame, whichever is smaller (referred to as 320 MHz RSTA assigned I2R LTF Total). 

If the RSTA is an EHT AP that has included the Disabled Subchannel Bitmap field in the EHT Operation 
element, and the ISTA has set the Puncturing Pattern Support field in the 320 MHz Ranging subelement of 
the IFTMR frame to 0, the RSTA shall not assign a 320 MHz bandwidth unless the Disabled Subchannel 
Bitmap field in the EHT Operation element corresponds to one of the entries of Table 11-14aa. 
 

Table 11-14aa—Subset of puncturing patterns in 320 MHz Ranging when Puncturing 
Pattern Support field set to 0 

Disabled Subchannel Bitmap field 
value 

Corresponding entry for the 320 MHz bandwidth in Table 36-30 

Field value Puncturing pattern 
(RU or MRU index) 

[1111 0000 0000 0000] 9 [x x 1 1 1 1 1 1] 
(3x996-tone MRU 1) 

[0000 0000 0000 1111] 12 [1 1 1 1 1 1 x x] 
(3x996-tone MRU 4) 

 
If an RSTA has an ongoing 320 MHz FTM session and is including the Disabled Subchannel Bitmap field 
in the EHT Operation element (9.4.2.321) as part of the Beacon frame transmissions, the RSTA shall also 
include the Puncture Pattern field in any LMR frame sent to an unassociated ISTA. 
Upon the reception of a new puncture pattern, an unassociated ISTA shall either:  

⎯ Receive Beacon frames from the RSTA to learn the switching time and activate the new puncture 
pattern before performing ranging measurement exchange(s) with the new puncture pattern. 

⎯ Terminate the FTM session if it is not able to support the new puncture pattern.  

Once the new puncture pattern takes effect, the RSTA and ISTA shall use the new puncture pattern to perform 
ranging measurement exchanges.  
 
… 
 
Change 11.21.6.3.3 in paragraph 28 as follows: 
 
Upon reception of an IFTMR frame with the Format And Bandwidth subfield set to a value of 3, 4, or 5 
representing the ISTA’s support for one of the 160 MHz BWbandwidth options, the RSTA shall respond 
with the same requested value in the Format And Bandwidth subfield in the IFTM frame, if it supports the 
requested 160 MHz BWbandwidth option;, otherwise, respond with a value less than 3. Upon reception of 
an IFTMR frame with the Ranging Parameters element including a 320 MHz Ranging subelement the RSTA 
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shall respond with the value of 8 in the Format And Bandwidth subfield in the Ranging Parameters element 
and include a 320 MHz Ranging subelement in the IFTM frame, if it supports the requested 320 MHz 
bandwidth with the corresponding puncturing pattern included in the Disabled Subchannel Bitmap field in 
the EHT Operation element.  

… … 

Insert the following new paragraphs at the end of 11.21.6.3.3: 
 
An unassociated ISTA that is capable of receiving a Transmit Power Envelope element as part of its FTM 
procedure shall set its TPE Update Capable subfield in the IFTMR frame to 1. An RSTA that is capable of 
transmitting a Transmit Power Envelope element as part of the FTM procedure shall respond with an IFTM 
frame with the TPE Update Capable field set to 1, if the IFTMR frame included a TPE Update Capable 
subfield set to 1. 

An associated ISTA shall set the TPE Update Capable subfield to 0. 

An RSTA that sets the TPE Update Capable subfield to 1 shall include at least one Transmit Power Envelope 
element in the IFTM frame, and all LMR frames of the FTM session. When one or more Transmit Power 
Envelope elements are included in the IFTM or LMR frames, the Transmit Power Envelope elements shall 
be the same as the ones carried in the Beacon and other management frames transmitted by the RSTA.  

Change 11.21.6.3.4 as follows: 

11.21.6.3.4 Negotiation for secure HE-LTF in the TB and non-TB ranging measurement 
exchange 

An ISTA and an RSTA may activate a secure HE-LTF measurement exchange for non-TB ranging or TB 
ranging that uses randomized LTF sequences in the I2R NDPs and R2I NDPs, refer to 11.21.6.4.5. 

An RSTA in which dot11SecureLTFImplemented is true shall set the Secure HE-LTF Support field in the 
RSNXE to 1. An ISTA in which dot11SecureLTFImplemented is true shall include the Secure HE-LTF 
subelement in the Ranging Parameters element in an IFTMR frame. 

When an RSTA has set the Secure HE-LTF Support field to 1 in the RSNXE, then to request a secure HE-
LTF measurement exchange mode with the RSTA, an ISTA with dot11SecureLTFImplemented equal to true 
shall include the Secure HE-LTF subelement in the Ranging Parameters element in the IFTMR frame and 
set the Secure HE-LTF Required field in the Secure HE-LTF subelement to 1. 

When an ISTA has included the Secure HE-LTF subelement in the Ranging Parameters element in its IFTMR 
frame and set the Secure HE-LTF Required field to 1, then the RSTA that has set the Status Indication field 
to 1 (i.e., Successful) shall include the Secure HE-LTF subelement in the Ranging Parameter element in its 
IFTM frame and set the Secure HE-LTF Required field to 1 to assign a secure HE-LTF measurement 
exchange mode with the ISTA. 

When an ISTA has included the Secure HE-LTF subelement in the Ranging Parameters element in an IFTMR 
frame, then to assign a secure HE-LTF measurement exchange mode with the ISTA, an RSTA with 
dot11SecureLTFImplemented equal to true shall include a Secure HE-LTF subelement in the Ranging 
Parameters element in an IFTM and set its Secure HE-LTF Required field to 1. 
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When an ISTA has included the Secure HE-LTF subelement in the Ranging Parameters element in its IFTMR 
frame and set the Secure HE-LTF Required field to 1, the ISTA shall set the Max R2I Repetition and Max 
I2R Repetition subfields to a value greater than 0. 

When an RSTA assigns a secure HE-LTF measurement exchange by including a Secure HE-LTF subelement 
in the Ranging Parameters element in its IFTM frame and setting the Secure HE-LTF Required subfield to 
1, the RSTA shall set the RSTA Assigned R2I Rep to the Max R2I Repetition subfield value in the IFTMR 
frame which that shall be greater than 0, and the RSTA shall set RSTA Assigned I2R Rep to a value greater 
than 0 and less than or equal to the Max I2R Repetition subfield value in the IFTMR frame, where the RSTA 
Assigned R2I Rep and RSTA Assigned I2R Rep specify the number of HE-LTF repetitions in the preamble of 
the R2I and I2R NDP for this session, respectively. Similarly, if the RSTA has included a 320 MHz Ranging 
subelement together with the Ranging Parameters element in the IFTM frame, the RSTA shall set the 320 
MHz RSTA Assigned R2I Rep and 320 MHz RSTA Assigned I2R Rep to values greater than 0. 

When an ISTA has included the Secure HE-LTF subelement in the Ranging Parameters element in the 
IFTMR frame, it shall indicate to the RSTA a request to use the optional frequency domain Tx window in 
the R2I NDPs by setting the R2I Tx Window field to 1, otherwise shall set it to 0; and indicate its support of 
the optional frequency domain Tx window in the I2R NDPs by setting the I2R Tx Window field to 1, 
otherwise shall set it to 0. 

When an RSTA has assigned a secure HE-LTF measurement exchange mode, by including a Secure HE-
LTF subelement in the Ranging Parameters element in the IFTM frame, and setting its Secure HE-LTF 
Required field to 1, the RSTA shall also include a Secure HE-LTF Parameters element in the IFTM frame 
that contains the values of the Validation SAC and Secure HE-LTF Counter subfields. 

The secure LTF negotiation supports negotiation of the secure HE-LTF protocol version;  (see Table 9-415), 
which allows an RSTA and ISTA to negotiate the highest mutually supported secure HE-LTF protocol 
version. The secure HE-LTF protocol version is indicated in the Protocol Version field within the Secure 
HE-LTF subelement. If an RSTA includes a Secure HE-LTF element in the IFTM frame, it shall set the 
Protocol Version subfield to either the same or a lower value than the ISTA’s Secure Protocol Version sent 
in the IFTMR frame with the Status Indication subfield equal to 1 (i.e., Success), or a higher value than the 
ISTA’s Secure Protocol Version with the Status Indication subfield equal to 2 (i.e., “‘Request iIncapable. Do 
not send same request again.”’). Upon receiving an IFTM frame with Status Indication subfield set to 1 (i.e., 
successful) that includes a Secure HE-LTF subelement, the ISTA shall either proceed with the RSTA’s 
Protocol Version assignment, or if it does not meet its required security level, shall terminate by transmitting 
an FTMR frame with trigger field set to 0. 

11.21.6.4 Measurement exchange 

Change 11.21.6.4.3 as follows: 

11.21.6.4.3 TB ranging measurement exchange 

11.21.6.4.3.1 General 

TB ranging is the dynamic trigger-based variant of the FTM procedure. The TB ranging measurement 
exchange consists of one or more scheduled availability windows. The TB ranging measurement exchange 
is dynamic, as the actual number of ISTAs participating in the measurement exchange can vary across 
availability windows. Each ISTA that is assigned to the scheduled availability window may participate in or 
skip the corresponding measurement exchange. The availability windows are scheduled periodic time 
windows assigned to ISTAs during negotiation (see 11.21.6.3.3).  
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Within each availability window, the RSTA and ISTAs shall not transmit or trigger transmission of any Data 
frames; they shall only perform ranging activities related to Ppolling, Mmeasurement Ssounding and 
Mmeasurement Rreporting phases, as well as signaling of modification of availability window parameters; 
(see 11.21.6.5.1), and TB ranging session termination, (see 11.21.6.6.2). Each availability window by default 
consists of a single TXOP and may be extended to multiple TXOPs by announcement, if a single TXOP is 
insufficient to accommodate all ISTAs that responded to the poll; (see 11.21.6.4.3.2 and 11.21.6.4.3.3). Each 
availability window of the TB ranging measurement exchange consists of one or more triplets of sequential 
phases: Ppolling phase, Mmeasurement Ssounding phase and Mmeasurement Rreporting phase. Figure 11-
48 shows an example of two availability windows, each composed of a single triplet of Ppolling, 
Mmeasurement Ssounding and Mmeasurement Rreporting phases. An RSTA and ISTA participating in TB 
ranging shall perform any Ppolling, Mmeasurement Ssounding, and Mmeasurement Rreporting phases only 
within the availability windows.    

Replace Figure 11-48 with the following figure: 
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Figure 11-48—TB ranging availability windows, each with one instance of a 
polling/sounding/reporting triplet  

Each availability window typically contains a single poll, where the RSTA should poll all the ISTAs assigned 
to that availability window. If the available bandwidth is insufficient to allow for the polling of all ISTAs 
assigned to the availability window with one poll, the RSTA shall indicate that one or more extra 
polling/sounding/reporting triplets can be expected within the availability window (see example in Figure 
11-49 and Figure 11-50). All instances of polling/sounding/reporting triplets shall be completed before the 
end of the availability window.  

During the availability window, measurement resources and results shall be made available to each ISTA 
whose poll response was received at the RSTA; see 11.21.6.4.3.3 and 11.21.6.4.3.4. This may also lead to 
extra instances of polling/sounding/reporting triplets, even if all ISTAs assigned to this availability window 
were polled in the first Polling phase instance (e.g., if the RSTA is not able to accommodate all ISTAs that 
responded in a single measurement sounding phase instance; see 11.21.6.4.3.3).  

The timestamps reported within each measurement sounding phase shall be derived from a clock that runs 
continuously during the measurement sounding phase.  

If there is a discontinuity in the clock for the FTM timestamping between two reported TOD timestamps, 
then the TOD Not Continuous subfield in the TOD Error field of LMR frame shall be set to 1. Otherwise, it 
shall be set to 0.  
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NOTE 1 —In some use cases it is of interest to have a clock that runs continuously across subsequent ranging availability 
windows. For this reason, it is desirable for the clock for the FTM timestamping to run continuously.  

Within each availability window, an RSTA shall use an AID or Ranging Session ID (RSID) to identify an 
associated or unassociated ISTA, respectively. The AID and RSID assignment shall be nonconflicting and 
shall have the same size and valid address space (as defined in 9.4.1.8 and 26.17.4). The RSID usage shall 
follow the same rules as that of AIDs for HE operations. The RSIDs are assigned to unassociated ISTAs 
during the FTM negotiation; see 11.21.6.3.  

NOTE 2—For an HE MU PPDU or an EHT MU PPDU addressed to an unassociated ISTA, the STA_ID parameter in 
the TXVECTOR of the PPDU is set to the RSID (to be used in the preamble). 

For a Ranging Trigger frame or an NDP Announcement frame transmitted in an HE PPDU or an EHT PPDU, 
the BSS_COLOR parameter of the PPDU shall be set to the value indicated in the BSS Color Information 
field of the Ranging Parameters element transmitted by the RSTA. 

For any R2I LMR frame or I2R LMR frame (if negotiated) transmitted between an RSTA and an unassociated 
ISTA, the BSS_COLOR parameter of the PPDU shall be set to 0 or the value indicated in the BSS Color 
Information field of the Ranging Parameters element transmitted by the RSTA. 

An RSTA shall follow the rules defined in 26.5.2 or 35.5.2 when transmitting any Ranging Trigger frames. 
of variant Location for TB ranging with the following rules: 

Additionally, when transmitting the following frames: 

— A Ranging Trigger frame shall be carried in an S-MPDU if the Ranging Trigger frame is carried in 
a VHT PPDU or, HE PPDU, or EHT PPDU. 

— An RSTA shall not transmit a Ranging Trigger frame nor a Ranging NDP Announcement frame in 
a VHT MU PPDU or, HE MU PPDU, or EHT MU PPDU that is not an EHT SU transmission. 

An RSTA shall not transmit a Sounding Ranging Trigger frame soliciting an HE TB Ranging NDP or an 
EHT TB Ranging NDP that uses UL MU-MIMO, i.e., where the same RU is allocated to multiple ISTAs, to 
any ISTA from which it has not received a TB specific subelement in the Ranging Parameters element with 
the Full Bandwidth UL MU-MIMO field equal to 1.  

If required, an ISTA shall transmit any FTMR frames outside of Availability Windows allocated to itself.  
Inside Availability Windows allocated to itself, an ISTA shall not transmit any frame except when assigned 
UL resources by a TF Ranging Trigger frame transmitted by the RSTA.  

An RSTA, in which dot11MultiBSSIDImplemented is true, and that transmits a Ranging Trigger frame or a 
Ranging NDP Announcement frame to a set of ISTAs, in which at least two ISTAs have a TB ranging 
measurement exchange with different BSSIDs in the Multiple BSSID set of the RSTA, shall set the TA field 
of these frames to the transmitted BSSID. Any ISTA that negotiates a TB ranging measurement exchange 
session with a nontransmitted BSSID of an RSTA shall support the reception of a Control frame with TA 
equal to the transmitted BSSID.  

An ISTA shall follow the rules defined in 26.5.2 or 35.5.2 when transmitting any HE TB PPDUs or EHT TB 
PPDUs, respectively, for TB ranging with the exceptions defined in 11.21.6.4.3.2, 11.21.6.4.3.3, and 
11.21.6.4.3.4. 

 

Authorized licensed use limited to: song chao. Downloaded on April 23,2026 at 14:44:12 UTC from IEEE Xplore.  Restrictions apply. 



IEEE Std 802.11bk-2025 
IEEE Standard for Information Technology—Telecommunications and Information Exchange between Systems—  

Local and Metropolitan Area Networks—Specific Requirements 
Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications 

Amendment 3: 320 MHz Positioning 
 

 
42 

Copyright © 2025 IEEE. All rights reserved. 

Replace Figure 11-49 with the following figure:  
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Figure 11-49—TB ranging availability window with two instances of 
polling/sounding/reporting triplets within a single TXOP  

Replace Figure 11-50 with the following figure: 
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Figure 11-50—TB ranging availability window with two instances of 
polling/sounding/reporting triplets in separate TXOPs  

Insert the paragraphs and figures at the end of 11.21.6.4.3.1 as follows: 
 
To perform a TB ranging measurement exchange with an associated ISTA in the EMLSR mode, the RSTA 
shall transmit an initial control frame exchange (see 35.3.17) at the beginning of the TB ranging measurement 
exchange prior to the transmission of each triplet, which includes polling, measurement sounding and 
measurement reporting phases; see Figure 11-50a and Figure 11-50b. 

 
Figure 11-50a—TB ranging availability window with two instances of 

polling/sounding/reporting triplets in separate TXOPs where only the first TXOP  
includes an ISTA in ELMSR mode 
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Figure 11-50b—TB ranging availability window with two instances of 

polling/sounding/reporting triplets in separate TXOPs where each TXOP  
includes an ISTA in ELMSR mode 

To perform a TB ranging measurement exchange with any combination of two or more ISTAs, where at least 
one ISTA is in the EMLSR mode, the AP shall transmit an initial control frame exchange (see 35.3.17) at the 
beginning of the TB ranging measurement exchange prior to the transmission of each triplet, and the 
measurement sounding phase shall not include more than a single Sounding Ranging Trigger frame to avoid 
the ISTA(s) in the EMLSR mode switching back to the listening operation before the triplets ends.  

11.21.6.4.3.2 Polling phase of TB ranging  

The Polling phase is the first phase of each polling/sounding/reporting triplet.  

Each Polling phase instance includes at least one Poll Ranging Trigger frame, see 9.3.1.22.10, and no more 
than one in which it receives a response from at least one ISTA; The Ranging variant Trigger frame of poll 
is called the TF Ranging Poll framePoll Ranging Trigger frame. The RSTA shall allocate each RU in the TF 
Ranging polPoll Ranging Trigger frame to only one ISTA. Any ISTA addressed by a User Info field in a TF 
Ranging Poll frame Poll Ranging Trigger frame that intends to participate in the measurement sequence 
within this availability window shall send a CTS-to-self in an S-MPDU within an HE TB PPDU in its 
designated RU allocation as identified in the TF Ranging Poll framePoll Ranging Trigger frame, otherwise 
shall not send a CTS-to-self to avoid resource allocation in this measurement sequence; see Figure 11-50.  

If the available bandwidth does not allow for the polling of all ISTAs assigned to this availability window 
using a single TF Ranging Poll framePoll Ranging Trigger frame, the RSTA shall attempt to schedule one or 
more extra polling/sounding/reporting triplets within the availability window. The RSTA shall indicate the 
extra polling/sounding/reporting triplets by setting the More TF subfield in the Common Info field to 1 and 
the RA field to the broadcast address in the TF Ranging Poll frame Poll Ranging Trigger frame, and in 
TFsRanging Trigger frames in subsequent Ppolling, Mmeasurement Ssounding and Mmeasurement 
Rreporting phases in the same availability window. If the RSTA had set the More TF subfield to 1 in the 
preceding Ranging Trigger frame, and if there are no additional polling/sounding/reporting triplets in the 
same availability window, the RSTA shall set the More TF subfield in the Common Info field to 0 and the 
RA field to the broadcast address in the next Ranging Trigger frame within that availability window. On 
receipt of such a frame, an ISTA that has not been addressed by a User Info field in the TF Ranging Trigger 
frame, may enter doze state, if no other condition requires this STA to remain awake. Any extra 
polling/sounding/reporting triplets can either be transmitted in the same TXOP: see example in Figure 11-
49; or a new TXOP, see example in Figure 11-50 depending on the maximum allowed TXOP duration and 
the predicted length of the extra instances of polling/sounding/reporting triplets.  
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Replace Figure 11-52 with the following figure: 

LEGEND: Figure shows two HE TB Ranging NDPs in the spatial domain (I2R NDP) and one 
HE Ranging NDP with NSSS=4 (R2I NDP) using stacked images. 
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Figure 11-52—TB ranging availability window with two ISTAs 

11.21.6.4.3.3 Measurement Ssounding phase of TB ranging 

Change 11.21.6.4.3.3 as follows (renumbering subsequent NOTEs as necessary): 

The measurement sounding phase commences a SIFS time after the Polling phase and is the second phase of 
each polling/sounding/reporting triplet; see Figure 11-52. The measurement sounding phase consists of one 
or more Sounding Ranging Trigger frames; (see 9.3.1.22.10) allocating uplink resources to one or more 
ISTAs; (see Figure 11-48 and Figure 11-50). The Ranging variant Trigger frame of sounding subvariant is 
called the TF Ranging Sounding frame Sounding Ranging Trigger frame. Each TF Ranging Sounding 
frameSounding Ranging Trigger frame shall allocate uplink resources for one or more ISTAs’ I2R NDP 
multiplexed in the spatial stream domain covering the full bandwidth. The format of the I2R NDP is either 
an HE TB Ranging NDP; (see 27.3.19.2) or an EHT TB Ranging NDP (see 36.3.4.2). A SIFS time after 
receiving the last I2R NDP, the RSTA shall transmit an NDP Announcement frame followed by a R2I NDP; 
the Ranging NDP Announcement frame is described in 9.3.1.19 and the R2I NDP is an HE Ranging NDP, 
as described in 27.3.19.1, or an EHT Ranging NDP as described in 36.3.4.1. Figure 11-52 shows an 
availability window with an RSTA and two ISTAs (ISTA 1 and ISTA 4) responding to the poll. The Ranging 
NDP Announcement frame’s STA Info fields specify all the ISTAs that will use the R2I NDP, which shall 
include the ISTAs that were allocated uplink resources in the measurement sounding phase. The STA Info 
field(s) in the NDP Announcement frame shall be directed to the same ISTA(s) that were allocated uplink 
resources in the measurement sounding phase, which makes use of the R2I NDP. 

NOTE 1—A 320 MHz bandwidth of the Ranging NDP Announcement frame is indicated based on rules in 17.3.5.2 if 
the frame is transmitted in a non-HT duplicate PPDU, or based on rules in Table 36-28 if the frame is transmitted in an 
EHT MU PPDU. 

The RSTA shall select a sounding bandwidth value for the measurement sounding phase that is less than or 
equal to the RSTA Aassigned Max Bandwidth of each of the ISTAs that are being allocated resources during 
this measurement instance. It may be different from the bandwidth used in the Polling phase, but shall adhere 
to the rules of multiple frame transmission in an EDCA TXOP; see 10.23.2.8.  

If the sounding bandwidth is 320 MHz the Sounding Ranging Trigger frame(s) in the measurement sounding 
phase shall solicit an EHT TB Ranging NDP. Otherwise, the Sounding Ranging Trigger frame(s) shall solicit 
HE TB Ranging NDPs. 
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The RSTA shall set the TXVECTOR parameter CH_BANDWIDTH of the Trigger frame Sounding Ranging 
Trigger frame to that same the sounding bandwidth, and shall use the same value for the UL BW subfield of 
the Common Info field of said Trigger frame. If the sounding bandwidth is 320 MHz, the RSTA shall include 
a Special User Info field and set the UL Bandwidth Extension field accordingly. When transmitting the 
Ranging NDP Announcement frame and R2I NDP, the RSTA shall set the TXVECTOR parameter 
CH_BANDWIDTH to that same bandwidth value. 

In the TF Ranging SoundingSounding Ranging Trigger frame, the RSTA shall set the SS Allocation subfield 
and the I2R Rep subfield of the User Info fields corresponding to each of the triggered ISTAs triggered by 
the Trigger framein the following ways: 

— The Number oOf Spatial Streams in each SS Allocation subfield shall not exceed the assigned value 
RSTA Assigned I2R STS ≤ 80 MHz for the corresponding sounding bandwidth ISTA; i.e., if the UL 
BW subfield in the Common Info field indicated a sounding bandwidth is less than or equal to 80 
MHz, the RSTA assigned I2R STS ≤ 80 MHz, if the sounding bandwidth is 160 MHz, and not exceed 
the 160 MHz RSTA Aassigned I2R STS > 80 MHz for the corresponding ISTA otherwise, and if the 
sounding bandwidth is 320 MHz, the 320 MHz RSTA assigned I2R NSS. 

— All the I2R Rep subfields in the User Info fields of the TF Ranging SoundingSounding Ranging 
Trigger frame shall be set to the same value. This value indicates the number of LTF repetitions in 
the I2R NDP preamble and shall not exceed the assigned value of any of the RSTA Assigned I2R 
Rep corresponding to the triggered ISTA triggered by this Trigger frame; i.e., the RSTA assigned 
I2R rep if the sounding bandwidth is less than 320 MHz or the 320 MHz RSTA assigned I2R rep 
otherwise. 

— The product of the number of LTF repetitions, indicated in each of the I2R Rep subfields of the User 
Info fields, and the number of HE-LTF symbols, indicated in the Number Of HE-LTF Symbols And 
Midamble Periodicity subfield or the Number Of HE/EHT-LTF Symbols subfield in the Common 
Info field, shall not exceed the assigned value RSTA Assigned I2R LTF Total for any of the triggered 
ISTA triggered by this Trigger frame; i.e., the RSTA assigned I2R LTF Total if the sounding 
bandwidth is less than 320 MHz or the 320 MHz RSTA assigned I2R LTF Total otherwise. 

The RSTA shall set the UL Spatial Reuse subfield to PSR_AND_NON_SRG_OBSS_PD_PROHIBITED in 
the EHT variant Common Info field of the Sounding Ranging Trigger frame, and the RSTA should set it to 
the same value in the HE variant Common Info field.  

NOTE 2—Setting the UL Spatial Reuse subfield in the HE variant Common Info field to 
PSR_AND_NON_SRG_OBSS_PD_PROHIBITED matches the setting in the preamble of the HE TB Ranging NDP. 

After transmission of the TF Ranging SoundingSounding Ranging Trigger frame, the RSTA’s MAC sublayer 
shall issue a PHY-RXLTFSEQUENCE.request primitive with an LTFVECTOR containing the following 
parameters: 

— The SECURE_LTF_FLAG parameter set to 0.  

— The LTF_NSTS and LTF_REP parameter vectors set to the same values as indicated, respectively, 
by the SS Allocation and I2R Rep subfields of all the User Info fields. 

Similarly, inIn the Ranging NDP Announcement frame, the RSTA shall set the R2I NSTS subfield and R2I 
Rep subfield of the STA Info fields corresponding to each of the ISTAs, addressed by that frame as follows: 
in the following way 

— The R2I NSTS subfield value shall not exceed the assigned value RSTA assigned R2I STS ≤ 80 MHz 
for the corresponding for each ISTA; i.e., the RSTA assigned R2I STS ≤ 80 MHz if theTXVECTOR 
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parameter CH_BANDWIDTH for this Ranging NDP Announcement frame if the sounding 
bandwidth is less than or equal to 80 MH, the and not exceed 160 MHz RSTA assigned R2I STS > 
80 MHz for the corresponding ISTA otherwise if the sounding bandwidth is equal to 160 MHz, and 
the 320 MHz RSTA assigned R2I NSS otherwise. 

— The number of LTF repetitions in the R2I Rep subfield shall be set to a value not to exceed the 
assigned value RSTA Assigned R2I Rep, for the corresponding each ISTA; i.e., the RSTA assigned 
R2I rep if the sounding bandwidth is less than 320 MHz and the 320 MHz RSTA assigned R2I rep 
otherwise.  

— The combination of the values of the R2I NSTS and the R2I Rep shall not lead to a total number of 
LTF that exceeds the assigned value for each corresponding ISTA; i.e., the RSTA Aassigned R2I 
LTF Total if the sounding bandwidth is less than 320 MHz and the 320 MHz RSTA assigned R2I 
LTF Total otherwisefor each corresponding ISTA. 

After reception of the Ranging NDP Announcement frame, the ISTAs’ MAC sublayer shall issue a PHY-
RXLTFSEQUENCE.request primitive with an LTFVECTOR containing the following parameters: 

— The SECURE_LTF_FLAG parameter set to 0.  

— The LTF_NSTS and LTF_REP parameters set to the same values as indicated, respectively, by the 
R2I NSTS and R2I Rep subfields of the STA Info field addressed to it. 

The RSTA shall set a different value than the previous transmission in the Sounding Dialog Token Number 
field in its transmitted Ranging NDP Announcement frame as part of each Measurement Sounding phase. 
Measurement instances are associated with the Sounding Dialog Token Number field value.  
 
The R2I NDP is transmitted a SIFS after the Ranging NDP Announcement frame; if the sounding bandwidth 
is equal to 320 MHz, the R2I NDP shall be formatted as an EHT Ranging NDP, as described in 36.3.4.1; 
otherwise, the R2I NDP shall be formatted as an HE Ranging NDP, as described in 27.3.19.1. 

The RSTA may schedule some ISTAs that replied during the Polling phase to the first measurement sounding 
phase instance and other ISTAs to one of possibly multiple extra measurement sounding phase instances; 
(see Figure 11-49 and Figure 11-50). The RSTA shall only schedule measurement sounding resources to an 
ISTA in a measurement sounding instance if a valid poll response was received from that ISTA in the 
corresponding Polling phase instance. This may require an RSTA to poll an ISTA multiple times. This is 
necessary, for example, if different ISTAs have varying, incompatible RSTA Aassigned Max Bandwidth 
values or if the RSTA wants to limit the time duration of each range measurement sounding instance.  

When a TXOP includes both a TB ranging measurement exchange soliciting EHT frames of 320 MHz 
bandwidth and a TB ranging measurement exchange soliciting HE frames of less than 320 MHz bandwidth, 
then the RSTA shall send all Ranging Trigger frames in non-HT duplicate PPDUs. 

Both RSTA and ISTA perform RTT measurements by capturing the timestamps of the NDP. The ISTA shall 
record the time at which the I2R NDP is transmitted (t1). The RSTA shall then capture the time at which the 
I2R NDP arrives (t2) and shall record the time at which the R2I NDP is transmitted (t3). The ISTA shall 
finally capture the time at which the R2I NDP arrives (t4); see Figure 11-53. The timestamp values t2 and t3 
shall be measured according to the RSTA’s clock (i.e., without applying any frequency offset correction to 
the time basis).  
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Replace Figure 11-53 with the following figure: 

RSTA ISTA

t1 = TOD (I2R NDP)

t2 = TOA (I2R NDP)

t4 = TOA (R2I NDP)

t3 = TOD (R2I NDP)

 
Figure 11-53—Timing diagram of a measurement sounding phase in TB ranging 

 
The Round-Trip Time (RTT_ISTA) observed by ISTA is defined as: 

RTTISTA = [(t4 – t1) – (t3′– t2′)]  

where t3′ and t2′ are the time at which the R2I NDP was transmitted and the time at which the I2R NDP was 
received, respectively, as converted by the ISTA from the RSTA’s time basis to its own time basis. 

The mechanism by which the ISTA derives t3′ and t2′ from the TOD and TOA fields of the relevant R2I 
LMR frame; (see 11.21.6.4.3.4) is implementation dependent.  

When the I2R LMR Feedback is negotiated, the RSTA can compute the RTT as:  

RTTRSTA = [(t4′– t1′) – (t3 – t2)] 

where t1′ and t4′ are the time at which the I2R NDP was transmitted and the time at which the R2I NDP was 
received, respectively, as converted by the RSTA from the ISTA’s time basis to its own time basis. The 
mechanism by which the RSTA derives t4′ and t1′ from the TOD and TOA fields of the relevant I2R LMR 
frame is implementation dependent; see 11.21.6.4.3.4.  

NOTE 31—When using CFO in the conversion from the ISTA’s time basis to the RSTA’s, the RSTA uses the CFO 
reported in the CFO Parameter field of the I2R LMR frame.  

NOTE 42—Refer to 27.3.15.3 for carrier frequency offset (CFO) correction requirement for HE TB PPDU transmission.  
 
In an LMR frame, the TOA field contains a timestamp that represents the time, with respect to a time base, 
at which the start of the preamble of the corresponding NDP arrived at the receive antenna connector. The 
TOD field contains a timestamp that represents the time, with respect to the same time base, at which the 
start of the preamble of the corresponding NDP appeared at the transmit antenna connector. 

If the measurement sounding phase includes more than a single TF Ranging Sounding frame Sounding 
Ranging Trigger frame, see Figure 11-54, each ISTA and RSTA pair shall refer to the t1 and t2 of the I2R 
NDP transmitted by that ISTA, while t3 and t4 shall be based on the single R2I NDP received by all ISTAs; 
see Figure 11-55. 
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Replace Figure 11-54 with the following figure: 
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Figure 11-54—TB ranging availability window with multiple TF Ranging Sounding frames 

Sounding Ranging Trigger frames  

Replace Figure 11-55 with the following figure: 

RSTA ISTA #1 ISTA #2

t1_1 = TOD (I2R NDP)

t2_1 = TOA (I2 R NDP)

t1_2 = TOD (I2R NDP)

t2_2 = TOA (I2 R NDP)

t3 = TOD (R2I NDP) t4_1= TOA (R2I NDP)

t4_2= TOA (R2I NDP)

 
Figure 11-55—Measurement sounding phase with I2R time-division multiplexing  

If due to retransmission an ISTA receives multiple TF Ranging Sounding framesSounding Ranging Trigger 
frames and transmits multiple I2R NDPs, the ISTA and RSTA shall refer to the t1 and t2 of the I2R NDP last 
transmitted.  

The uplink power control, timing, and frequency synchronization requirements of unassociated STAs 
performing TB ranging shall follow the same rules as those of associated HE STAs.  
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To aid in synchronizing the TSF time at the ISTAs, the RSTA maintains a trigger poll counter. Before 
transmitting a TF Ranging PollPoll Ranging Trigger frame, the RSTA shall increase the trigger poll counter 
by one (modulo 8) and set the Token subfield of the Trigger Dependent Common Info subfield to the value 
of the trigger poll counter.  
 
When transmitting a Ranging NDP Announcement frame as part of the TB ranging measurement exchange, 
an RSTA shall include a value in the Partial TSF subfield in the STA Info field with the AID11 subfield 
equal to 2044, that is equal to the RSTA’s TSF[21:6] at the time of transmission of the preceding TF Ranging 
PollPoll Ranging Trigger frame. Specifically, the time that the first data symbol of the PSDU of said frame 
was transmitted to the PHY plus the RSTA’s delays through its local PHY from the MAC-PHY interface to 
its interface with the WM.  
 
Additionally, the RSTA shall set the Token subfield in the STA Info field with the AID11 subfield equal to 
2044 to the same trigger poll counter value as the Token subfield in the TF Ranging Poll frame Poll Ranging 
Trigger frame whose partial TSF time is carried in the Ranging NDP Announcement frame.  
 
NOTE 53—An ISTA that tries to synchronize to the RSTA’s TSF time will needs to keep track of the difference between 
its local TSF[63:22] and the RSTA’s TSF[63:22] when updating the TSF[21:6]. When receiving a partial TSF value in a 
received Ranging NDP Announcement frame from the RSTA, to synchronize its TSF time with the RSTA’s TSF time in 
order to determine the start of a subsequent TB ranging availability window: 
 

— The ISTA should check if its TSF[21:6] at the reception of a TF Ranging Poll Ranging Trigger frame was 
larger than the received Partial TSF and the absolute difference is more than 215, then the ISTA should increase 
the RSTA’s tracked TSF[63:22] value by 1.  
 

— If the ISTA’s TSF[21:6] at the reception of the TF Ranging Poll Ranging Trigger frame is less than the Partial 
TSF and the absolute difference is more than 215, the ISTA should decrease the RSTA’s tracked TSF[63:22] 
value by 1. 

11.21.6.4.3.4 Measurement Rreporting phase of TB ranging measurement 

Change 11.21.6.4.3.4 as follows (renumbering subsequent NOTEs as necessary): 

The last phase of each polling/sounding/reporting triplet is the measurement reporting phase, which is 
transmitted a SIFS time after the measurement sounding phase; see Figure 11-50. The measurement results 
shall be carried in LMR frames; see 9.6.7.49. LMR frames shall carry measurement results from the RSTA 
to the ISTA, and if negotiated also from the ISTA to the RSTA; see Figure 11-56. If the Range Reporting is 
performed in the context of a Ssecure FTM Ssession, see 11.21.6.3 (FTM procedure negotiation), the 
corresponding LMR and FTM; see 11.21.6.5.1 (Availability Window parameter modification); frames shall 
be transmitted using Protected Fine Timing Action frames, and see 9.6.34.  

NOTE 1—For the definition of secure FTM session, see 11.21.6.3.1. 

The feedback type of the I2R and R2I LMR frames may be either immediate (i.e., from the current availability 
window) or delayed (i.e., from the last availability window in which the ISTA responded to the TF Ranging 
Poll framePoll Ranging Trigger frame and the RSTA allocated resources to that ISTA during the 
measurement sounding phase). The LMR feedback (immediate/delayed) is indicated by the RSTA during the 
negotiation (see 11.21.6.3.3).  

The Dialog Token field in the LMR frame shall be identical to the Sounding Dialog Token field in the 
corresponding Ranging NDP Announcement frame in the Measurement Ssounding phase from which the 
reported TOA and TOD values were measured; see 11.21.6.4.3.3.  

NOTE 21—LMR feedback is carried in Action No-Ack frames and is therefore neither acknowledged nor retransmitted; 
see 9.6.7.49.  
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The RSTA shall transmit an R2I LMR frame to all ISTAs that were allocated resources in the preceding 
measurement sounding phase. All the R2I LMR frames shall be carried in one HE MU PPDU, where each 
RU contains only one user. If there is only one R2I LMR it may be carried instead in an HE SU PPDU. If the 
sounding bandwidth selected in the measurement sounding phase is equal to 320 MHz and the Sounding 
Ranging Trigger frame(s) solicit EHT TB Ranging NDP(s), the corresponding R2I LMR frame(s) shall be 
transmitted in an EHT MU PPDU. Otherwise, the R2I LMR frame shall be transmitted in an HE MU PPDU 
or an HE SU PPDU. If there is more than one R2I LMR, all the R2I LMR frames shall be carried in one HE 
MU PPDU or one EHT MU PPDU, where each RU contains a single user. 

NOTE 3—If there is only one R2I LMR, the PPDU carrying the R2I LMR is using one of the following formats: HE SU, 
HE MU, or EHT MU (using EHT SU transmission). 

If the I2R LMR was negotiated, the RSTA shall assign uplink resources to the ISTAs using a Report Ranging 
Trigger frame; see 9.3.1.22.10. The Ranging variant Trigger frame of report subvariant is called the TF 
Ranging LMR.  

If the sounding bandwidth selected in the measurement sounding phase is equal to 320 MHz and the Sounding 
Ranging Trigger frame(s) solicit EHT TB Ranging NDP(s), the corresponding Report Ranging Trigger frame 
shall solicit an EHT TB PPDU. Otherwise, the Report Ranging Trigger frame shall solicit an HE TB PPDU.  

A TB ranging measurement reporting phase, including the optional I2R LMR frame, is illustrated in Figure 
11-56. If the I2R LMR was negotiated by one or more ISTAs, then a SIFS time after transmitting out the R2I 
LMR frame, the RSTA transmits a Report Ranging Trigger frame to solicit the I2R LMR frame(s). This 
TFReport Ranging Trigger frame shall allocate uplink resources to ISTAs that negotiated an I2R LMR and 
were allocated resources in the preceding measurement sounding phase. The RSTA shall allocate each RU 
in the Report Ranging Trigger frame to only one ISTA. In response to the Report Ranging Trigger frame, 
each addressed ISTA shall respond by transmitting an I2R LMR frame.  

If an ISTA negotiated delayed I2R LMR reporting, and if the TOA measurement for the previous availability 
window is not ready, then the ISTA shall not respond to the TF Ranging Poll frame Poll Ranging Trigger 
frame in the Polling phase of any availability window until the I2R LMR is ready.  

For delayed reporting, the first instance of the R2I LMR and the optional I2R LMR do not have valid 
TOA/TOD timestamps to include, in this case, the RSTA and the ISTA shall set the Invalid Measurement 
subfield in the TOA Error field of the respective LMR frame to 1. 

Replace Figure 11-56 with the following figure: 
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…
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Figure 11-56—TB ranging measurement reporting phase with bidirectional LMR feedback 

for n ISTAs 
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In TB ranging, the PHY shall issue the PHY-RXEND.indication primitive with error condition 
IntegrityCheckError, if the PHY detects an integrity check error in the reception of the corresponding HE 
Ranging NDP or HE TB Ranging NDP. If the PHY of an RSTA issues a PHY-RXEND.indication primitive 
with error condition IntegrityCheckError, the RSTA shall set the Invalid Measurement field in the R2I LMR 
frame carrying the TOA measured from the I2R NDP to 1. Correspondingly, if an I2R LMR was negotiated 
between the ISTA and RSTA and the PHY of the ISTA issues a PHY-RXEND.indication primitive with 
error condition IntegrityCheckError, the ISTA shall set the Invalid Measurement field in the I2R LMR frame 
carrying the TOA measured from the R2I NDP to 1.  

NOTE 42—When a STA detects that the transmit center frequency offset (CFO) between the ISTA and the RSTA 
exceeds the allowed tolerance from the values specified in 27.3.19.3 and 27.3.15.3, this can be an indication of a security 
attack.  

If I2R LMR reporting was negotiated, then the ISTA shall include a CFO parameter in the I2R LMR frame; 
see 9.6.7.49. The ISTA shall estimate the CFO parameter based on the PPDU carrying the TF Ranging 
Sounding frame Sounding Ranging Trigger frame that solicits the I2R NDP from the ISTA. The RSTA may 
account for clock rate differences between ISTA and RSTA based on the CFO parameter included in the 
received I2R LMR frame. The mechanism by which t4 and t1 are adjusted by the RSTA is implementation 
specific. The CFO parameter refers to the t1 and t4 indicated in the same I2R LMR frame.  

If the Invalid Measurement field in an R2I LMR or I2R LMR frame is equal to 1, the RSTA or ISTA receiving 
the LMR should discard the TOA carried in the LMR frame. 

In the TB ranging measurement reporting phase, if R2I LMR reporting or I2R LMR reporting carries phase 
shift feedback, then the R2I LMR reporting or the I2R LMR reporting shall be immediate feedback.  

In the TB ranging measurement reporting phase, if R2I AOA feedback was negotiated, the RSTA shall 
include the optional AOA feedback subfield in the R2I LMR frame, and if I2R LMR reporting was negotiated 
in addition to I2R AOA Feedback reporting, then the ISTA shall include the optional AOA feedback subfield 
in the I2R LMR frame. The AOA field contains the Direction Measurement Results element described in 
9.4.2.300.  

11.21.6.4.4 Non-TB ranging measurement exchange 

Change 11.21.6.4.4 as follows: 

11.21.6.4.4.1 General 

In Nnon-TB ranging, the protocol operates in an ISTA centric scheduling FTM mode; whenever the medium 
is available, an ISTA may initiate the measurement. The RSTA can only limit the frequency with which the 
ISTA can initiate measurements, by setting a minimum time interval between subsequent range 
measurements. 

An ISTA shall not transmit a Ranging NDP Announcement frame in a VHT MU PPDU, HE MU PPDU, or 
EHT MU PPDU that is not an EHT SU transmission. 

NOTE—For an EHT MU PPDU addressed to an unassociated STA, the STA_ID parameter in the TXVECTOR of the 
PPDU is set to 2045 (to be used in the preamble). 

For an NDP Announcement frame transmitted in an HE PPDU or an EHT PPDU, the BSS_COLOR 
parameter of the PPDU shall be set to the value indicated in the BSS Color Information field of the Ranging 
Parameters element transmitted by the RSTA. 
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For any R2I LMR frame or I2R LMR frame (if negotiated) transmitted between an RSTA and an unassociated 
ISTA, the BSS_COLOR parameter of the PPDU shall be set to 0 or the value indicated in the BSS Color 
Information field of the Ranging Parameters element transmitted by the RSTA. 
… 

Replace Figure 11-55 with the following figure: 

Ranging NDP
Announcement

frame
I2R NDP

ISTA
SIFS

LMR frameR2I NDP

RSTA

SIFSSIFS

Measurement sounding phase Measurement 
reporting phase

 

Figure 11-58—Non-TB ranging measurement exchange sequence  

11.21.6.4.4.2 Measurement sounding phase of non-TB ranging 

Change 11.21.6.4.4.2 as follows: 
An ISTA shall initiate a non-TB ranging measurement instance by transmitting a Ranging NDP 
Announcement frame addressed to the RSTA, followed by an I2R NDP SIFS after. In response to the 
correctly received Ranging NDP Announcement frame addressed to itself, the RSTA shall transmit an R2I 
NDP; see Figure 11-58. I2R NDP and R2I NDP, refer toare both either HE Ranging NDPs respectivelyor 
EHT Ranging NDPs when dot11NGVOptionImplemented is equal to false and are both NGV Ranging NDPs 
when dot11NGVOptionImplemented is equal to true. and HE ranging NDPs otherwise. The measurement-
reporting phase consists of an LMR frame, which is a Location Measurement Report as defined in 9.6.7.49.  

For immediate feedback, the LMR carries measurement results of the current measurement exchange, while 
for delayed feedback, the LMR carries measurement results of the previous measurement exchange; see 
11.21.6.4.4.3.  

An ISTA shall set the Min Time Between Measurements field and the Max Time Between Measurements 
field in the Non-TB Specific subelement in the Ranging Parameters element in the IFTMR frame, where Max 
Time Between Measurements shall be larger than Min Time Between Measurements and takes into account 
the measurement exchange duration. An RSTA shall assign the value of the Min Time Between 
Measurements and Max Time Between Measurements in the Non-TB Specific subelement in the Ranging 
Parameters element in the initial FTM frame, where Max Time Between Measurements shall be larger than 
Min Time Between Measurements and takes into account of the measurement exchange duration. 

An ISTA shall not initiate a new measurement exchange sequence until the assigned minimum time interval 
between subsequent range measurements has elapsed; see Figure 11-60. An ISTA should complete the 
measurement sequence before the assigned maximum time interval between subsequent range measurements 
has elapsed.  

An ISTA may use any AC to transmit the Ranging NDP Announcement frame. 

The ISTA maintains a sounding dialog token counter modulo 64 for each FTM session. When transmitting a 
Ranging NDP announcement frame to an RSTA, the Sounding Dialog Token Number subfield in the 
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Sounding Dialog field shall be set to the value of the corresponding counter; after which the counter shall be 
incremented by 1.  

After transmitting the Ranging NDP Announcement frame and I2R NDP, the ISTA shall wait for a time 
interval of aSIFSTime + aSlotTime + aRxPHYStartDelay. This interval begins when the MAC receives a 
PHY-TXEND.confirm primitive for I2R NDP. If a PHY-RXSTART.indication primitive does not occur 
during the time interval, the ISTA shall conclude that the transmission of the Ranging NDP Announcement 
frame + I2R NDP has failed and abort the current measurement exchange. If a PHY-RXSTART.indication 
primitive occurred during the time interval, the ISTA tries to receive the R2I NDP and the LMR frame from 
the RSTA addressed by the Ranging NDP Announcement frame. If the LMR is received from the RSTA, the 
frame exchange initiated by the Ranging NDP Announcement frame is complete,; otherwise, the ISTA shall 
conclude that the current measurement exchange has failed.  

The ISTA may invoke the backoff procedure by an EDCAF when the last frame of the measurement exchange 
initiated by the Ranging NDP Announcement frame has completed, and the TXNAV timer has expired.  

In the Non-TB ranging measurement exchange sequence, the ISTA shall transmit the Ranging NDP 
Announcement frame with the same bandwidth as the I2R NDP to reserve the medium. The Ranging NDP 
Announcement frame shall be unicast an individually addressed frame with the RA field set to the address of 
the RSTA, and contain one STA Info field with the AID11 subfield set to 0. If negotiated, the NDPD 
Announcement frame shall contain another STA Info field with AID11 subfield set to 2045, and the I2R Tx 
Power subfield shall be set to indicate the TX power of the following I2R NDP. If the STA Info field with 
AID11 subfield set to 2045 is included, the ISTA shall set the R2I NDP Target RSSI subfield to either its 
preferred receive signal power or a reserved value. If the I2R NDP is transmitted with a 320 MHz bandwidth, 
the format shall be an EHT Ranging NDP; if the bandwidth is less than 320 MHz and 
dot11NGVOptionImplemented is equal to false, it shall be an HE Ranging NDP. If 
dot11NGVOptionImplemented is equal to true, it shall be an NGV Ranging NDP.  

The RSTA shall transmit the R2I NDP with the same bandwidth and format as the Ranging I2R NDP 
Announcement frame, while the LMR frame may be transmitted at a different bandwidth, according to the 
rules of multiple frame transmission in an EDCA TXOP, see 10.23.2.8. The allowed bandwidths for the 
Ranging NDP Announcements frame, I2R NDP, and R2I NDP shall be less than or equal to the RSTA 
Aassigned Mmax Bandwidth.  

 
Accordingly: 

— An ISTA transmitting an I2R NDP shall set the TXVECTOR parameter CH_BANDWIDTH to the 
same value as the TXVECTOR parameter CH_BANDWIDTH in the preceding Ranging NDP 
Announcement frame. 

— An RSTA transmitting a R2I NDP shall set the TXVECTOR parameter CH_BANDWIDTH to the 
bandwidth of the Ranging NDP Announcement frame and/or the I2R NDP; which are obtained from 
the RXVECTOR parameter CH_BANDWIDTH of the Ranging NDP Announcement frame or I2R 
NDP respectively. For the Ranging NDP Announcement frame, when not received in an 
EHT/HE/VHT/HT PPDU: from the RXVECTOR parameter CH_BANDWIDTH_IN_NON_HT 
when the Ranging NDP Announcement frame is received in a non-HT duplicate PPDU and is 20 
MHz when the Ranging NDP Announcement frame is received in a non-HT PPDU: from the 
RXVECTOR parameter CH_BANDWIDTH_IN_NON_HT when the Ranging NDP 
Announcement frame is received in a non-HT duplicate PPDU and is 20 MHz when the Ranging 
NDP Announcement frame is received in a non-HT PPDU. 

If the bandwidth is less than or equal to 80 MHz, the The ISTA shall set the I2R NSTS subfield and the R2I 
NSTS subfield in the STA Info field of the Ranging NDP Announcement frame each to a value not to exceed 
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the the respective assigned values; i.e., the RSTA assigned I2R STS ≤ 80 MHz and RSTA assigned R2I STS ≤ 
80 MHz, if the bandwidth is less than or equal to 80 MHz, if respectively. If the bandwidth is equal to 160 
greater than 80 MHz, the ISTA shall set these same subfields to values not to exceed the 160 MHz RSTA 
assigned I2R STS > 80 MHz and 160 MHz RSTA assigned R2I STS > 80 MHz, and if the bandwidth is 320 
MHz, the 320 MHz RSTA assigned I2R NSS and 320 MHz RSTA assigned R2I NSS respectively. 

The ISTA shall set the I2R Rep subfield and R2I Rep subfield in the STA Info field of the Ranging NDP 
Announcement frame each to a value not to exceed the respective assigned values; i.e., the RSTA assigned 
I2R rep and RSTA assigned R2I rep respectively if the bandwidth is less than 320 MHz, and the 320 MHz 
RSTA assigned I2R rep and 320 MHz RSTA assigned R2I rep otherwise. Furthermore, the total number of 
LTF in the I2R NDP and R2I NDP, based on the number of spatial streams and repetitions, shall not exceed 
the corresponding assigned values; i.e., if the bandwidth is less than 320 MHz, the RSTA assigned I2R LTF 
Total and RSTA assigned R2I LTF Total and the 320 MHz RSTA assigned I2R LTF Total and 320 MHz RSTA 
assigned R2I LTF Total otherwise respectively. 

After transmission of the Ranging NDP Announcement frame, the ISTA’s MAC sublayer shall issue a PHY-
RXLTFSEQUENCE.request primitive with an LTFVECTOR containing the following parameters: 

— The SECURE_LTF_FLAG parameter set to 0.  

— The LTF_NSTS and LTF_REP parameters set to the same values as indicated, respectively, by the 
R2I NSTS and R2I Rep subfields in the STA Info field with the AID11 subfield less than or equal 
to 2007. 

After reception of the Ranging NDP Announcement frame, the RSTA’s MAC sublayer shall issue a PHY-
RXLTFSEQUENCE.request primitive with an LTFVECTOR containing the following parameters: 

— The SECURE_LTF_FLAG parameter set to 0. 

— The LTF_NSTS and LTF_REP parameters set to the same values as indicated, respectively, by the 
I2R NSTS and I2R Rep subfields in the STA Info field with the AID11 subfield less than or equal 
to 2007. 

Both RSTA and ISTA perform RTT measurements by capturing the timestamps of the NDP. The ISTA shall 
record the time at which the I2R NDP is transmitted (t1). The RSTA shall then capture the time at which the 
I2R NDP arrives (t2) and shall record the time at which the R2I NDP is transmitted (t3). The ISTA shall 
finally capture the time at which the R2I NDP arrives (t4); see Figure 11-59. The timestamp values t2 and t3 
shall be measured according to the RSTA’s clock (i.e., without applying any frequency offset correction to 
the time basis).  

Replace Figure 11-59 with the following figure: 
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ISTA RSTA

t1 = TOD(I2R NDP)

t2 = TOA(I2R NDP)

t3 = TOD(R2I NDP)

t4 = TOA(R2I NDP)

 
Figure 11-59—Timing diagram of a measurement sounding phase in non-TB ranging 

 
The Round Trip Time (RTTISTA) based on first path reporting is defined as: 
 

RTTISTA = [(t4 – t1) – (t3′ – t2′)]  
 
where t3′ and t2′ are the time at which the R2I NDP was transmitted and the time at which the I2R NDP was 
received, respectively, as converted by the ISTA from the RSTA’s time basis to its own time basis.  
 
The mechanism by which the ISTA derives t3′ and t2′ from the TOD and TOA fields of the relevant LMR 
frame is implementation dependent.  
 
The Round Trip Time (RTTRSTA) based on first path reporting is defined as:  
 

RTTRSTA = [(t4′– t1′) – (t3 – t2)]  
 

where t1′ and t4′ are the time at which the I2R NDP was transmitted and the time at which the R2I NDP was 
received, respectively, as converted by the RSTA from the ISTA’s time basis to its own time basis.   
 
The mechanism by which the RSTA derives t1′ and t4′ from the TOD and TOA fields of the relevant LMR 
frame is implementation dependent.  

In an LMR frame, the TOA field contains a timestamp that represents the time, with respect to a time base, 
at which the start of the preamble of the corresponding NDP arrived at the receive antenna connector. The 
TOD field contains a timestamp that represents the time, with respect to the same time base, at which the 
start of the preamble of the corresponding NDP appeared at the transmit antenna connector.  
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11.21.6.4.4.3 Measurement reporting phase of Nnon-TB ranging measurement 
reportingphase 

In non-TB ranging, the ranging protocol supports both immediate and delayed reporting.  

An RSTA or ISTA indicates immediate reporting by setting the immediate R2I Or I2R Feedback subfield in 
the Ranging Parameters field of the FTM session frames that enable the measurement exchange to 1. In 
immediate reporting, the TOA feedback corresponding to the current measurement exchange sequence shall 
be reported in the current measurement exchange; see Figure 11-60.  

Replace Figure 11-60, Figure 11-61, and Figure 11-62 with the following figures and change paragraph 
text as shown: 
 

Min time between measurements

Time

Measurement sounding 
1st instance

Measurement sounding 
2nd instance

R2I LMR frame
Invalid Measurement  = 0

R2I LMR frame
Invalid Measurement  = 0

 
Figure 11-60—Non-TB ranging with immediate reporting 

An RSTA or ISTA indicates delayed reporting by setting the Immediate R2I Or I2R Feedback subfield in the 
Ranging Parameters field to 0. In delayed reporting, the TOA and TOD values in the current LMR shall carry 
the measurement results of the previous round. In this case, the first instance of the R2I LMR frame and the 
optional I2R LMR frame do not have valid TOA/TOD timestamps to include, and the RSTA and the ISTA 
shall set the Invalid Measurement subfield in the TOA Error field of the corresponding LMR to 1; see Figure 
11-61.   
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Time

Measurement sounding 
1st instance

Measurement sounding 
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R2I LMR frame
Invalid Measurement  = 1

R2I LMR frame
Invalid Measurement  = 0

 
Figure 11-61—Non-TB ranging with delayed reporting 

 
An RSTA that indicated delayed reporting shall provide TOA feedback to the ISTA when the ISTA initiates 
another measurement sequence after Min Time Between Measurements, but before Max Time Between 
Measurements; see Figure 11-62. This TOA feedback is carried in the LMR frame of this new measurement 
sequence and can be either valid or invalid, as indicated by the invalid Measurement field in the LMR frame. 

The Dialog Token field of the LMR frame shall be copied from the Sounding Dialog Token Number subfield 
in the Ranging NDP Announcement frame that preceded the NDP which is used for the reported measurement. 
 
If negotiated, the RSTA shall set the R2I TX Power field in the R2I LMR frame to report the TX power of 
the preceding R2I NDP; otherwise, the R2I Tx Power field shall be set to a reserved value. The RSTA shall 
set the I2R NDP Target RSSI field to its preferred receive signal power or a reserved value.  
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exchange sequence

Time window for next measurement 
exchange sequence

 
Figure 11-62—Illustration of min time between measurements and max time between 

measurements with delayed reporting 
If I2R LMR feedback is negotiated, the non-TB ranging measurement exchange (11.21.6.4.4) sequence shall 
follow the sequence shown in Figure 11-63. After a SIFS time of receiving the R2I LMR frame, the ISTA 
shall transmit the I2R LMR frame to the RSTA. The feedback type of I2R LMR frame could be either 
immediate or delayed.  

NOTE 1—LMR feedback is carried in an Action No-Ack frame and is therefore neither acknowledged nor retransmitted; 
see 9.6.7.49.  

Replace Figure 11-63 with the following figure: 

I2R NDP

Initiator
SIFS

R2I NDP

Responder

SIFSSIFS SIFS

Measurement sounding phase Measurement reporting phase

Ranging NDP
Announcement

frame

R2I LMR frame

I2R LMR frame

 
Figure 11-63—Non-TB ranging measurement exchange sequence with bidirectional LMR 

feedback  
The data rate or MCS used for transmitting the R2I and I2R LMR frames is solely decided by the transmitter 
of each of the frames. The bandwidth used to transmit the R2I LMR frame shall be no greater than that of 
the soliciting NDP Announcement frame, and the transmit bandwidth of the I2R LMR frame shall be no 
greater than the bandwidth of the preceding R2I LMR frame.  

If the RSTA included a 320 MHz Ranging subelement in the IFTM frame and set the Format and Bandwidth 
field to 8 in the Ranging Parameters element, the R2I LMR and I2R LMR frames shall be carried as follows: 

—  In an HE SU PPDU, if the I2R and R2I NDPs were HE Ranging NDPs. 

—  In an EHT MU PPDU using EHT SU transmission, if the I2R and R2I NDPs were EHT 
Ranging NDPs.  
 

In non-TB ranging, the PHY shall issue the PHY-RXEND.indication primitive with error condition 
IntegrityCheckError, if the PHY detects the integrity check error in the reception of the corresponding HE 
Ranging NDP HE Ranging NDP or EHT Ranging NDP. If the PHY of an RSTA issues a PHY-
RXEND.indication primitive with error condition IntegrityCheckError, the RSTA shall set the Invalid 
Measurement field in the R2I LMR frame carrying the TOA measured from the I2R NDP to 1. Similarly, if 
I2R LMR was negotiated between the ISTA and RSTA and the PHY of an ISTA issues a PHY-RXEND. 
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Indication primitive with error condition IntegrityCheckError, the ISTA shall set the Invalid Measurement 
field in the I2R LMR carrying the TOA measured from the R2I NDP to 1.  

NOTE 2—When a STA detects that the transmit center frequency offset (CFO) between the ISTA and the RSTA exceeds 
the allowed tolerance from the values specified in 27.3.19.3 and 27.3.15.3, this can be an indication of a security attack.  

In the non-TB ranging, both RSTA and ISTA should measure the CFO value based on the reception of I2R 
NDP and R2I NDP, respectively. Therefore, the CFO parameter field in the I2R LMR, if negotiated, and R2I 
LMR are reserved. The RSTA and ISTA may account for clock rate differences between ISTA and RSTA 
respectively, based on their own measured CFO value. The mechanism by which t4 and t1 are adjusted by 
the RSTA, and t2 and t3 are adjusted by the ISTA, is implementation specific.  

If the Invalid Measurement field in R2I LMR or I2R LMR is equal to 1, the RSTA or ISTA receiving the 
LMR frame should discard the TOA carried in the LMR. 

In the non-TB ranging measurement reporting phase, if R2I LMR reporting or I2R LMR reporting carries 
phase shift feedback, then the R2I LMR reporting or the I2R LMR reporting shall be immediate feedback.  

In the non-TB ranging measurement reporting phase, if R2I AOA feedback was negotiated, the RSTA shall 
include the optional AOA feedback subfield in the R2I LMR frame, and if R2I LMR reporting was negotiated 
in addition to I2R AOA Feedback reporting, then the ISTA shall include the optional AOA feedback subfield 
(see 9.4.2.303) in the I2R LMR frame. The AOA field contains the Direction Measurement Results element 
described in 9.4.2.303. 

Change identified text from 11.21.6.4.5 through 11.21.6.4.5.2 as follows:  

11.21.6.4.5 Secure HE-LTF in the TB and non-TB ranging measurement exchange protocol  

11.21.6.4.5.1 General 

Both the TB and the non-TB ranging measurement exchanges allow for the use of secure HE-LTF for PHY 
security if the ISTA and RSTA have established a secure HE-LTF measurement setup as defined in 
11.21.6.3.4. The frame exchange sequences stay nominally the same as described in 11.21.6.4.3 and 
11.21.6.4.4, except that the HE Ranging I2R NDP, and HE TB Ranging R2I NDP shall use secure HE-LTF 
as described in 27.3.19.1, and 27.3.19.2, 36.3.4.1, and 36.3.4.2, respectively. To use the secure HE-LTF, the 
ISTA and RSTA need to share and communicate pseudorandom bit sequences that are used to generate and 
demodulate the secure HE-LTF,; the details and management thereof are described in 11.21.6.4.5.2 to 
11.21.6.4.5.6. 

11.21.6.4.5.2 TB ranging measurement exchange with secure HE-LTF  

An example of the negotiation and two TB Ranging Measurement Exchanges with secure HE-LTF is shown 
in Figure 11-64, where the LTF_VALID_SAC and SEC_LTF_CTR refer to the values of the Validation SAC 
and Secure HE-LTF Counter subfields. The first value of the Validation SAC and its associated Secure HE-
LTF Counter subfields shall be included in a protected IFTM frame, and thereafter any subsequent value of 
the Validation SAC and its corresponding Secure HE-LTF Counter subfield shall be included in a protected 
R2I LMR frame. The value of the Validation SAC subfield shall also be the same value as of the SAC subfield 
in the Trigger Dependent User Info field of the Secure Sounding Ranging Trigger frame. The description of 
how these fields are set in the TB ranging measurement exchange is given next.  

In a TB ranging measurement exchange with secure HE-LTF where there are multiple ISTAs involved in the 
measurement sequence, the RSTA shall transmit a Secure Sounding Ranging Trigger frame that includes a 
single User Info field to trigger a single ISTA at a time.  
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NOTE 1—In the TB ranging measurement exchange with secure LTF, the AP always transmits a single Ranging 
Sounding Trigger frame per ISTA, and hence if the triplet includes an associated ISTA in the EMLSR mode, it cannot 
include any other additional ISTAs in the same triplet. 

Replace Figure 11-64 with the following: 

Initiating STAResponding STA

LTF Sequence of I2R NDP_1 is 
derived from SEC_LTF_CTR1 & 
ista-ltf-key1

LTF Sequence of R2I NDP_1 is 
derived from SEC_LTF_CTR1 & 
rsta-ltf-key1

NOTE 1 - 
When LMR_2 is a delayed feedback type, Range Measurement SAC carried in LMR_2 is set to LTF_VALID_SAC1. 
When LMR_2 is an immediate feedback type, Range Measurement SAC carried in LMR_2 is set to LTF_VALID_SAC2.  

LTF Sequence of R2I NDP_2 is 
derived from SEC_LTF_CTR2 & 
rsta-ltf-key2

LTF Sequence of I2R NDP_2 is 
derived from SEC_LTF_CTR2 & 
ista-ltf-key2

 
Figure 11-64—Overview of the TB ranging measurement exchange with secure HE-LTF 

When an RSTA has established a secure HE-LTF measurement exchange with an ISTA as specified in 
11.21.6.3.4, the RSTA that sends a Secure Sounding Ranging Trigger frame to the STA shall set:  

— The SAC subfield in the Trigger Dependent User Info field corresponding to the ISTA in the Secure 
Sounding Ranging Trigger frame to the same value as in the Validation SAC field in the Secure HE-
LTF Parameters element in the last transmitted protected IFTM frame, or last transmitted protected 
LMR frame, to the ISTA. 

The RSTA shall set the I2R Rep subfield of the User Info field corresponding to the ISTA in the Secure 
Sounding Ranging Trigger frame equal to the assigned value of the RSTA Assigned I2R Rep corresponding 
bandwidthto the ISTA; i.e., where the value of the RSTA assigned I2R rep, if the bandwidth is less than 320 
MHz and the 320 MHz RSTA assigned I2R rep otherwise shall be greater than 0. 
  
After transmission of the Secure Sounding Ranging Trigger frame to the ISTA, the RSTA’s MAC sublayer 
shall issue a PHY-RXLTFSEQUENCE.request primitive with an LTFVECTOR containing the following 
parameters: 
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— The SECURE_LTF_FLAG parameter set to 1. 

— The LTF_NSTS and LTF_REP parameters set to the same values, respectively, as indicated by the 
SS Allocation and I2R Rep subfields of the User Info field. 

— The LTF_KEY and LTF_IV parameters that are set to ista-ltf-key and ltf-iv, respectively, for 
generating the secure HE-LTF based on the value of the Secure LTF Counter subfield in the Secure 
HE-LTF Parameters element in the last transmitted protected IFTM frame or last transmitted 
protected LMR frame to the ISTA; see 11.21.6.4.5.4. 

— The TX_WINDOW_FLAG set to 1 if the RSTA and ISTA have negotiated to use the optional 
frequency domain Tx window for I2R NDP; it is set to 0 otherwise. 

— The LTF_OFFSET set to 0. 

When the RSTA receives the HE TB Ranging NDP or EHT TB Ranging NDP from the ISTA, the RSTA 
shall:  

a) Send a Ranging NDP Announcement frame. 

b) Send an HE Ranging NDP or EHT Ranging NDP with the TXVECTOR parameter LTF_KEY and 
LTF_IV set to the rsta-ltf-key and ltf-iv for generating secure HE-LTF based on the value of the 
Secure HE-LTF Counter subfield in the Secure HE-LTF Parameters element in the last transmitted 
protected IFTM frame or last transmitted protected LMR frame to the ISTA; see 11.21.6.4.5.4. 

c) Send a protected LMR frame that includes the Secure HE-LTF Parameters element to the ISTA. 

Otherwise, the RSTA shall follow the rules in 10.23.2.2 as the frame exchange is not successful. 
 
When an RSTA sends a Ranging NDP Announcement frame, it shall set the LTF Offset subfield in the STA 
Info fields to values that satisfy Equation (11-7) and Equation (11-8).  
  

Offset௜  ≤ ෍ N_LTF௞ × Rep௞௞∈MaxOffset೔   
  

Offset௜ ≥ Offset௝ + N_LTF௝ × Rep௝ ,∀𝑗 ∈ MinOffset௜ If Offset୧ = 0 then N_STS௜ ≥ N_STS௝ , ∀𝑗    
 

where  
Offsetn  represents the LTF Offset subfield value of the nth STA Info field in the Ranging NDP 

Announcement frame.  

N_STSn  represents the R2I NSTS subfield value plus 1 of the nth STA Info field in the Ranging NDP 
Announcement frame. 

N_LTFn  represents the number of HE-LTF symbols based on N_STSn, see Table 21-13, for the nth STA 
Info field in the Ranging NDP Announcement frame. 

Repn  represents the R2I Rep subfield value plus 1 of the nth STA Info field in the Ranging NDP 
Announcement frame. 

MinOffset  represents the set of indexes of the STA Info fields of which the LTF Offset subfield values 
are less than the LTF Offset subfield value of ith STA Info field in the Ranging NDP 
Announcement frame.   

MaxOffset  represents the set of indexes of all STA Info fields excluding ith STA Info field. 

(11-7) 

(11-8) 
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The RSTA shall set the R2I Rep subfield in each of the STA Info field in the Ranging NDP Announcement 
frame equal to the assigned value of the corresponding bandwidth; i.e., the RSTA assigned R2I rep, if the 
bandwidth is less than 320 MHz, and the 320 MHz RSTA assigned R2I rep otherwise, for each of the 
corresponding ISTAs, where all of the RSTA Assigned R2I Rep shall be greater than 0. 

When an ISTA receives a Secure Sounding Ranging Trigger frame from an RSTA in which the value of the 
SAC subfield in the Trigger Dependent User Info field is equal to the value of the Validation SAC subfield 
in the Secure HE-LTF Parameters element in the last protected IFTM frame, or last protected LMR frame, 
received from the RSTA, the ISTA shall send an HE TB Ranging NDP or EHT TB Ranging NDP with the 
TXVECTOR parameters LTF_KEY and LTF_IV that are set to ista-ltf-key and ltf-iv, respectively, for 
generating the secure HE-LTF based on the value of the Secure LTF Counter subfield in the Secure HE-LTF 
Parameters element in the last protected IFTM frame, or last protected LMR frame, received from the RSTA; 
see 11.21.6.4.5.4.   

When an ISTA receives a Secure Sounding Ranging Trigger frame from an RSTA in which the value of the 
SAC subfield in the Trigger Dependent User Info field is not equal to the value of the Validation SAC subfield 
in the Secure HE-LTF Parameters element in the last protected IFTM frame or last protected LMR frame 
received from the RSTA, the ISTA shall send an HE TB Ranging NDP or EHT TB Ranging NDP with the 
TXVECTOR parameters LTF_KEY and LTF_IV that are set to the ista-ltf-key and ltf-iv, respectively, for 
generating any a secure HE-LTF. 

When an ISTA receives a Ranging NDP Announcement frame from an RSTA in which the AID11 subfield 
in the STA Info field contains the 11 least significant bits of the AID or RSID of the ISTA, the ISTA shall 
issue a PHY-RXLTFSEQUENCE.request primitive with the following LTFVECTOR parameters:  
 

— The SECURE_LTF_FLAG parameter set to 1.  
 

— The LTF_NSTS, LTF_REP, and LTF_OFFSET parameters set to the same values, respectively, as 
indicated by the R2I NSTS, R2I Rep, and LTF Offset subfields of the STA Info field addressed to 
it.  
 

— The LTF_KEY and LTF_IV parameters that are set to the rsta-ltf-key and ltf-iv, respectively, for 
generating the secure HE-LTF based on the value of the Secure LTF Counter subfield in the Secure 
LTF Parameters element in the last protected IFTM frame, or last protected LMR frame received 
from the RSTA; see 11.21.6.4.5.4.  
 

— The TX_WINDOW_FLAG set to 1 if the ISTA and RSTA have negotiated to use the optional 
frequency domain Tx window for R2I NDP; it is set to 0 otherwise. 

When an LMR frame contains range measurement results measured from an I2R NDP or an R2I NDP, an 
RSTA that transmits an R2I LMR frame, or when negotiated, an ISTA that transmits an I2R LMR frame, 
shall include the Secure HE-LTF Parameters element in the protected LMR frame:  
 

— The Measurement SAC subfield in the Secure HE-LTF Parameters element in the protected LMR 
frame shall be set to the same value as in the SAC subfield in the Trigger Dependent User Info field 
in the Secure Sounding Ranging Trigger destined to the ISTA receiving or transmitting this 
protected LMR frame. 

 
The Measurement Result LTF Offset subfield in the Secure HE-LTF Parameters element in the 
protected LMR frame shall be set to the same value as in the LTF Offset subfield of the STA Info 
field in the Ranging NDP Announcement frame that preceded the R2I NDP destined to the ISTA 
for this measurement result. 
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When an ISTA or RSTA receives the R2I or I2R protected LMR frame, the ISTA or RSTA shall compare 
the value of the Measurement Result LTF Offset subfield with the value of the LTF Offset subfield in the 
corresponding STA Info field of the Ranging NDP Announcement frame, and if these two values don’t do 
not match, the ISTA or RSTA shall discard the measurement results carried in the protected LMR frame.  
 
When a frame exchange that consists of receiving an I2R NDP and transmitting an R2I NDP results in a 
Null-SAC-LTF, the RSTA shall not use the TOA and TOD value of the I2R NDP and R2I NDP respectively 
and shall set the Invalid Measurement Indication subfield to 1 in the TOA error field in the protected LMR 
frame carrying the TOA value of the I2R NDP.When a frame exchange that consists of receiving an HE TB 
Ranging NDP and transmitting an HE Ranging NDP results in a Null-SAC-HE-LTF, the RSTA shall not use 
the TOA and TOD value of the HE TB Ranging NDP and HE Ranging respectively and shall set the Invalid 
Measurement Indication subfield to 1 in the TOA error field in the protected LMR carrying the TOA value 
of the I2R HE TB Ranging NDP. 
 
When an ISTA receives a Secure Sounding Ranging Trigger frame from an RSTA in which the SAC subfield 
in the Trigger Dependent User Info field is not equal to the Validation SAC subfield in the Secure HE-LTF 
Parameters element in the last protected IFTM frame or last protected LMR frame received from the RSTA, 
the ISTA shall:  
 

— Not use the TOD value of the I2R HE TB Ranging NDP.    
 

— Not use the TOA value of the R2I NDP, and shall set the Invalid Measurement Indication subfield 
to 1 in the TOA Error field in the protected LMR frame carrying the TOA value of the R2I NDP if 
the I2R LMR transmission from the ISTA was negotiated.Shall not use the TOA value of the R2I 
HE Ranging, and shall set the Invalid Measurement Indication subfield to 1 in the TOA Error field 
in the protected LMR carrying the TOA value of the HE Ranging NDP if the I2R LMR transmission 
from the ISTA was negotiated. 

 
The STA shall discard the SAC value used in the frame exchange and shall not use the same SAC value in 
the current measurement exchange. 
 
The STA shall use a new SAC value and its corresponding ista-ltf-key and rsta-ltf-key in every ranging 
measurement exchange, even if the current ranging measurement exchange is unsuccessful. 
 
NOTE—In TB ranging measurement exchange with secure HE-LTF, the RSTA never sends the SAC subfield with value 
0 in the Trigger Dependent User Info field in the Secure Sounding Ranging Trigger frame. 
 
When there is a transmission failure within a secure measurement exchange sequence, the recovery procedure 
of the LTF_VALID_SAC and its associated SEC_LTF_CTR parameters is illustrated in Figure 11-65.  

Change Figure 11-65 by deleting the two occurrences of “HE” and capitalizing “null-” to “Null-” shown 
as follows: 
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Initiating STAResponding STA

LTF Sequence of I2R NDP_1 is 
derived from SEC_LTF_CNTR1 & 
ista-ltf-key1

NOTE 1 - 
Range measurement result carried in LMR_2 is invalid and Range Measurement SAC field carried in LMR_2 is 
reserved, regardless of whether LMR_2 is a delayed feedback type or an immediate feedback type.

Error

LTF Sequence of I2R NDP_2 
uses the Secure LTF with Null-
SAC-LTF sequence

LTF Sequence of R2I NDP_2 
Derived from SEC_LTF_CTR2 & 
rsta-ltf-key2

 

Figure 11-65—Error recovery of TB ranging measurement exchange using secure HE-LTF  
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11.21.6.4.5.3 Non-TB ranging measurement exchange with secure HE-LTF 

An overview of the negotiation and two non-TB ranging measurement exchanges is illustrated in Figure 11-
66. The LTF_VALID_SAC and its associated SEC_LTF_CTR parameter shall be included in a protected 
IFTM frame and a protected R2I LMR frame. The LTF_VALID_SAC shall also be included in the SAC 
subfield in the Ranging NDP Announcement frame. The detailed description of how the fields in these frames 
are set follows. 

Initiating STAResponding STA

LTF Sequence of I2R NDP_1 is 
derived from SEC_LTF_CTR1 &
Ista-ltf-key1LTF Sequence of R2I NDP_1 is 

derived from SEC_LTF_CTR1 &
rsta-ltf-key1

LTF Sequence of I2R NDP_2 Is 
derived from SEC_LTF_CTR2 &
 ista-ltf-key2LTF Sequence of R2I NDP_2 Is 

derived from SEC_LTF_CTR2 &
rsta-ltf-key2

NOTE 1 - 
When LMR is a delayed feedback type, Range Measurement SAC carried in LMR_2 is set to LTF_VALID_SAC1. 
When LMR is an immediate feedback type, range measurement SAC carried in LMR_2 is set to LTF_GEN_SAC2  

Figure 11-66—Overview of the non-TB ranging measurement exchange  
with secure HE-LTF 

When an ISTA has established a secure HE-LTF measurement exchange with an RSTA as specified in 
11.21.6.3.4, this ISTA shall set the following subfields in any Ranging NDP Announcement frame addressed 
to that RSTA as follows: 

— The SAC subfield in the STA Info field with AID11 equal to 2043 in the Ranging NDP 
Announcement frame is set to the same value contained in the Validation SAC subfield in the Secure 
HE-LTF Parameters element in the last protected IFTM frame, or last protected R2I LMR frame, 
received from the RSTA.    
 

— Otherwise, the SAC subfield in the STA Info field with AID11 equal to 2043 in the Ranging NDP 
Announcement frame is set to 0 to indicate that a new SEC_LTF_CTR and the corresponding 
LTF_VALID_SAC parameters are needed.  
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The ISTA shall set the I2R Rep subfield and R2I Rep subfield of the STA Info field in the Ranging NDP 
Announcement frame to the respective assigned values of the corresponding bandwidth; i.e., the of RSTA 
assigned I2R rep and the RSTA assigned R2I rep respectively, if the bandwidth is less than 320 MHz, and 
the 320 MHz RSTA assigned I2R rep and 320 MHz RSTA assigned R2I rep otherwise. corresponding to the 
RSTA. Both values of the RSTA assigned R2I Rep, and RSTA Assigned I2R Rep, shall be greater than 0.  
 
An ISTA that sends an I2R NDP a SIFS after transmission of the Ranging NDP Announcement frame shall 
set the TXVECTOR parameters LTF_KEY and LTF_IV as follows:   
 

— Either to the value of Null-SAC-HE-LTF, if the SAC subfield in the STA Info field with AID11 
equal to 2043 in the Ranging NDP Announcement frame, is equal to 0.  
  

— Or the ista-ltf-key and ltf-iv for generating secure HE-LTF based on the Secure HE-LTF Counter 
subfield in the Secure HE-LTF Parameters element in the last protected IFTM frame or last protected 
LMR frame, received from the RSTA; see 11.21.6.4.5.4.  

 
After transmission of the Ranging NDP Announcement frame to the RSTA, the ISTA’s MAC sublayer shall 
issue a PHY-RXLTFSEQUENCE.request primitive with an LTFVECTOR containing the following 
parameters:  

— The SECURE_LTF_FLAG parameter set to 1. 

— The LTF_NSTS and LTF_REP parameters set to the same values as indicated, respectively, by the 
R2I NSTS and R2I Rep subfields in the STA Info field with the AID11 subfield less than or equal 
to 2007. 

— The LTF_KEY and LTF_IV parameters that are set to either to the value of Null-SAC-HE-LTF, if 
the SAC subfield in the STA Info field with AID11 equal to 2043 in the Ranging NDP 
Announcement frame is equal to 0; Oor the rsta-ltf-key and ltf-iv, respectively, for generating a 
secure HE-LTF based on the values of the Secure HE-LTF Counter subfield in the Secure HE-LTF 
Parameters element in the last protected IFTM frame, or last protected LMR frame received, from 
the RSTA; see 11.21.6.4.5.4.  

— The TX_WINDOW_FLAG set to 1 if the ISTA and RSTA have negotiated to use the optional 
frequency domain Tx window for R2I NDP; it is set to 0 otherwise. 

— The LTF_OFFSET set to 0. 

When an RSTA receives a Ranging NDP Announcement frame from an ISTA in which the SAC subfield in 
the STA Info field with AID11 equal to 2043 is not equal to the Validation SAC subfield in the Secure HE-
LTF Parameters element in the last transmitted protected IFTM frame or last transmitted protected LMR 
frame to the ISTA, the RSTA shall confirm reception of an I2R NDP a SIFS after the Ranging NDP 
Announcement frame, then:    
 

— Send an R2I NDP to the ISTA with the TXVECTOR parameters rsta-ltf-key and ltf-iv for generating 
a secure LTF.Send an HE Ranging NDP to the ISTA with the TXVECTOR parameters rsta-ltf-key 
and ltf-iv for generating any secure HE-LTF to the ISTA, only if the RSTA receives an HE Ranging 
NDP from the ISTA a SIFS after the Ranging NDP Announcement frame.   
 

— Send a protected LMR frame with a Secure HE-LTF Parameters element containing the 
SEC_LTF_CTR and the corresponding LTF_VALID_SAC parameters to the ISTA, only if the 
RSTA receives an HE Ranging NDP from the ISTA a SIFS after the Ranging NDP Announcement 
frame. 
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When an RSTA receives a Ranging NDP Announcement frame from an ISTA in which the SAC subfield in 
the STA Info field with AID11 equal to 2043 is equal to the Validation SAC subfield in the Secure HE-LTF 
Parameters element in the last transmitted protected IFTM frame or last transmitted protected LMR frame to 
the ISTA, the RSTA shall confirm reception of an I2R NDP a SIFS after the Ranging NDP Announcement 
frame, then:   

— Send an HE Ranging R2I NDP with the TXVECTOR parameters rsta-ltf-key and ltf-iv for 
generating a secure HE-LTF based on the values of the Secure HE-LTF Counter in the Secure HE-
LTF Parameters element in the last transmitted protected IFTM frame, or last transmitted protected 
LMR frame to the ISTA, only if the RSTA receives an HE Ranging NDP from the ISTA a SIFS 
after the Ranging NDP Announcement frame; see 11.21.6.4.5.4.   

— Send a protected LMR frame that includes the Secure HE-LTF Parameters element to the ISTA, 
only if the RSTA receives an HE Ranging I2R NDP from the ISTA a SIFS after the Ranging NDP 
Announcement frame.  

When an RSTA receives a Ranging NDP Announcement frame from an ISTA, the RSTA shall also issue a 
PHY-RXLTFSEQUENCE.request primitive with an LTFVECTOR with the following parameters:   

— The SECURE_LTF_FLAG parameter set to 1. 

— The LTF_NSTS and LTF_REP parameters set to the same values as indicated, respectively, by the 
I2R NSTS and I2R Rep subfields in the STA Info field with the AID11 subfield less than or equal 
to 2007.  

— the LTF_KEY and LTF_IV parameters that are set to the ista-ltf-key and ltf-iv, respectively,  for 
receiving a secure HE-LTF based on the values of the Secure LTF Counter and corresponding 
Validation SAC subfields in the Secure LTF Parameters element in the last transmitted protected 
IFTM frame, or last transmitted protected LMR frame to the ISTA; see 11.21.6.4.5.4.  

— The TX_WINDOW_FLAG set to 1 if the ISTA and RSTA have negotiated to use the optional 
frequency domain Tx window for I2R NDP; it is set to 0 otherwise.  

— The LTF_OFFSET set to 0. 

An RSTA transmitting an R2I LMR frame, or an ISTA when negotiated to transmit LMR frame, containing 
range measurement results measured from an I2R NDP and a R2I NDP, shall include the Secure HE-LTF 
Parameters element in the protected LMR frame and set the Measurement SAC subfield in the Secure HE-
LTF Parameters element in the protected LMR frame to the same value as in the SAC subfield in the STA 
Info field with AID11 equal to 2043 in the Ranging NDP Announcement frame that solicited the I2R NDP 
and the R2I NDP.  

When a STA sends a Null-SAC-HE-LTF in an HE Ranging NDP HE Ranging NDP or EHT Ranging NDP, 
the STA shall not use the TOD value of the HE Ranging NDP or EHT Ranging NDP for the secure range 
measurement exchange. 

When a STA receives a Null-SAC-HE-LTF in an HE Ranging NDP HE Ranging NDP or EHT Ranging NDP, 
the STA shall not use the TOA value of the HE Ranging NDP HE Ranging NDP or EHT Ranging NDP, and 
shall set the Invalid Measurement Indication subfield to 1 in the TOA Error field in the protected LMR frame 
carrying the TOA value of the HE Ranging NDP HE Ranging NDP or EHT Ranging NDP. 

When there is a transmission failure within a secure measurement exchange, the recovery procedure of the 
LTF_VALID_SAC is illustrated in Figure 11-67. 

A STA shall discard the LTF_VALID_SAC parameter used in the frame exchange and shall not use the same 
LTF_VALID_SAC parameter in the current measurement exchange. 
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Change Figure 11-67 baseline, deleting the two occurrences of “HE” as follows: 

Initiating STAResponding STA

LTF Sequence of I2R NDP_1 is 
derived from SEC_LTF_CTR1 & 
ista-ltf-key1LTF Sequence of R2I NDP_1 is 

derived from SEC_LTF_CTR1 & 
rsta-ltf-key1

LTF Sequence of I2R NDP_2 uses 
the Secure LTF with Null-SAC-LTF 
sequenceLTF Sequence of R2I NDP_2 uses 

the Secure LTF with Null-SAC-LTF 
sequence

NOTE 1 - 
When LMR is a delayed feedback type, Range Measurement SAC carried in LMR_2 is set to LTF_VALID_SAC1. 
When LMR is an immediate feedback type, range measurement result carried in LMR_2 is invalid and Range 
Measurement SAC field carried in LMR_2 is reserved. 

Error

 

Figure 11-67—Error recovery non-TB ranging measurement exchange using  
secure HE-LTF  

11.21.6.4.5.4 Overview of secure HE-LTF octet stream generation  

This subclause describes mechanisms for generating the SAC, LTF protection keys, counters, and the 
pseudorandom octet stream used to randomize the input to the modulation and per stream phase rotation for 
constructing secure HE-LTFs. The mechanism is illustrated in Figure 11-68 and Figure 11-69. 

For each secure measurement (e.g., NDP exchanges), a SAC and two secret keys ista-ltf-key and rsta-ltf-key 
shall be derived by the ISTA and the RSTA independently as follows: 

SAC-and-LTF-Keys = KDF-Hash-Length(Secure-LTF-Key-Seed, “Secure HE-LTF Expansion”, 
Secure-LTF-Counter) 

where 

KDF and Hash are the key derivation function and hash function determined by the AKM used to derive 
the PTKSA from which the Secure-LTF-Key-Seed was derived 

Length  is equal to 272 (bits) 
SAC    is equal to ExtractBits(SAC-and-LTF-Keys, 0, 16) 
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ista-ltf-key is equal to ExtractBits(SAC-and-LTF-Keys, 16, 128) 
rsta-ltf-key  is equal to ExtractBits(SAC-and-LTF-Keys, 144, 128) 

The ista-ltf-key shall be used to generate the pseudorandom octet stream to protect all of the LTFs in PPDUs 
transmitted by the ISTA. The rsta-ltf-key shall be used to generate the pseudorandom octet stream to protect 
all of the LTFs in PPDUs transmitted by the RSTA. The ISTA and RSTA shall use the same derivation and 
derive identical keys.  

With the SAC constructed as above, an attacker not knowing the Secure-LTF-Key-Seed would not be able 
to predict the SAC that would be used for a given measurement. 

Integer to octet string conversion (MSB first) specified in 12.4.7.2.2 shall be used to encode the Secure LTF 
Counter subfield in the KDF as well as in the transmitted LTF sequence information. The counter shall be 
padded with leading (MSB) 0s to be exactly 6 octets. 

The 16-octet IV input ltf-iv to the secure HE-LTF bit generator shall be constructed as follows: 

— First 6 octets shall be the transmitter MAC address (A2). 

— Next 6 octets shall encode the Secure LTF Counter subfield with the encoding convention described 
above. 

— Final 4 octets shall be used as a 32-bit block counter. The block counter shall be initialized to 0 
before the NDP with secure HE-LTFs is transmitted or received. The counter shall be incremented 
by 1 each time an AES block is output by the generator.  

Each time pseudorandom bits are required to protect the LTFs in an NDP, the secure HE-LTF bit generator 
generates the required number of AES blocks using the AES algorithm (see FIPS 197) with the corresponding 
128-bit key and 128-bit IV inputs. The output of the AES-128 counter encryption is a 128-bit integer. It shall 
be converted using the conventions specified in 12.4.7.2.2 to obtain the octet stream used for secure HE-LTF 
generation. 

NOTE 1—A 6-octet parameter representing the value the Secure LTF Counter subfield is sufficient because a protected 
indivually addressed Management an individually addressed protected Management frame that uses a 6-octet PN is used 
to convey the LTF sequence information that carries the counter. 

NOTE 2—The pseudorandom bit generator is based on AES-128 Counter mode approved by NIST (see NIST SP 800-
90A R1 [B66]).  

The number of pseudorandom bits that can be generated without violating security guarantees of the scheme 
is 239 without updating the key or reseeding the generator with additional entropy. 

Secure HE-LTF measurement requires a variable number of octets from the pseudorandom octet stream 
depending on the TXVECTOR or RXVECTOR parameters for the LTFs as described in 27.3.20.2. The initial 
block counter value used to construct the ltf-iv for setting the TXVECTOR and RXVECTOR parameters 
shall be 0.  

11.21.6.4.5.5 Secure HE-LTF octet stream generation on an ISTA 

Figure 11-68 illustrates the scheme for generating the SAC, LTF protection keys, and counter values used to 
generate a pseudorandom octet stream on an ISTA. 
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PTK Derivation
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Figure 11-68—ISTA secure HE-LTF octet stream generation 

For each secure measurement on an ISTA, the following parameters shall be used for generating the 
pseudorandom octet stream used to construct the LTFs for NDPs:  

— The ista-ltf-key and rsta-ltf-key for transmitted NDP (TXVECTOR parameter LTF_KEY) and 
received NDP (RXVECTOR parameter LTF_KEY), respectively. 

— The ltf_iv for transmitted NDP (TXVECTOR parameter LTF-IV) and received NDP (RXVECTOR 
parameter LTF-IV) with corresponding ISTA MAC address and RSTA MAC address, respectively, 
together with the Secure LTF Counter subfield and the block counter.  

11.21.6.4.5.6 Secure HE-LTF input octet stream generation on an RSTA 

Figure 11-69 illustrates the scheme for generating the SAC, LTF protection keys, and counter values used to 
generate a pseudorandom octet stream on an RSTA. 
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PTK Derivation
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LTF Keyseed Generation
Secure-LTF-Key-Seed = 

HMAC-HASH(KDK, “Secure LTF 
key seed”)

LTF Key Generation
SAC[2] II ista-ltf-key [16] II rsta-ltf-key[16] =

KDF-HASH-272 (Secure-LTF-Key-Seed, “Secure LTF 
Expansion”, Secure-LTF-Counter )

SAC [2] Secure LTF 
Counter [6]

RxVector.ltf_key TxVector.ltf_key

Secure LTF AES Block Generator
AES-128(ltf-key, ltf-iv)

AES Block to Octet 
Conversion

Transmitter MAC 
Address (A2) [6] Secure LTF Counter [6] Block-counter [4]

+1

Authenticator

FTM

Initialize 0000
(Per KDK) KDK [32]

Ltf-keyseed [32]

SAC [2] Ista-ltf-key [16] rsta-ltf-key [16]

Rx Tx

ltf_key
(Rx or TX)

Tx/RxVector.
ltf-iv

generate
 block

Secure LTF Counter

initialize 0000 
(per NDP)

AES Block Xi 

+1

Octet 15 0 Octet 15 0

Octet 15 0

…
M

0,2 M
0,1 M

0,0  

Figure 11-69—RSTA secure HE-LTF octet stream generation 

For each secure measurement on an RSTA, the following parameters are provided for generating the 
pseudorandom octet stream to construct the LTFs for NDPs: 

— The ista-ltf-key and rsta-ltf-key for received NDP (RXVECTOR parameter LTF_KEY) and 
transmitted NDP (TXVECTOR parameter LTF_KEY), respectively. 

— The ltf_iv for received NDP (RXVECTOR parameter LTF-IV) and for transmitted NDP 
(TXVECTOR parameter LTF-IV) with corresponding ISTA MAC address and RSTA MAC address, 
respectively, together with the values of the Secure LTF Counter subfield and the block counter. 

NOTE—In an R2I NDP used for range measurement, LTFs assigned to each of the recipient STAs would use their 
corresponding pseudorandom octet stream derived from the key material from the corresponding PTKSA for the recipient.  

The values of the Secure LTF Counter subfield shall be maintained for the lifetime of a PTKSA used for 
secure HE-LTF measurements. It shall not be reset between measurements and shall not be reset for multiple 
FTM negotiations using the same PTKSA.  

The values of the Secure LTF Counter subfield used for each measurement protected bits is derived from a 
given Secure-LTF-Key-Seed (and its KDK and the PTKSA) and shall be unique. When the derived SAC is 
equal to 0, the RSTA shall increment the secure LTF counter parameter by 1 and derive the SAC until a 
nonzero SAC value is obtained. An RSTA shall also increment the secure LTF counter parameter by 1 each 
time an ista-ltf-key and rsta-ltf-key are derived. 
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Change the first three paragraphs of 11.21.6.4.6 as follows: 

11.21.6.4.6 Transmission of a Rranging NDP 

An RSTA transmitting an HE Ranging NDP or EHT Ranging NDP to one or more peer ISTAs shall set the 
TXVECTOR parameter as follows:  

— The FORMAT parameter is set as follows: 

— If the CH_BANDWIDTH is equal to 320 MHz is set to EHT_MU. 

— Otherwise, is set to HE_SU. 

— The RANGING_FLAG is present.  

— The UPLINK_FLAG parameter is set to 0. 

— The APEP_LENGTH parameter is set to 0. 

—  The SECURE_LTF_FLAG is set toas follows: 

— Is set to 0, iIn the TB ranging measurement exchange (11.21.6.4.3) and non-TB ranging 
measurement exchange (11.21.6.4.4), is set to 0. 

— Is set to 1, iIn the TB ranging measurement exchange with secure HE-LTF (11.21.6.4.5.2) and 
the non-TB ranging measurement exchange with secure HE-LTF (11.21.6.4.5.3), is set to 1. 

— The TX_WINDOW_FLAG is set to 1 if the SECURE_LTF_FLAG is set to 1 and the RSTA and 
ISTA have negotiated to use the optional frequency domain Tx window for R2I NDPs; it is set to 0 
otherwise. 

— In the TB ranging measurement exchange with secure HE-LTF (11.21.6.4.5.2), the NUM_USERS 
parameter is set to the number of ISTAs to which the HE Ranging NDP or EHT Ranging NDP is 
transmitted.  

— In the Non-TB ranging measurement exchange (11.21.6.4.4), the TXPWR_LEVEL_INDEX 
parameter is set to a value that matches the Tx Power value indicated in the R2I NDP Tx Power 
field in the following LMR frame, except if the value in the R2I NDP Tx Power field was set to a 
reserved value.   
 

— If the FORMAT parameter is equal to HE_SU, Tthe DOPPLER parameter is set to 0.  

— The NUM_STS parameter is set as follows:  

— In the TB ranging measurement exchange (11.21.6.4.3), set to the same value as the R2I NSTS 
subfield in the STA Info field in the preceding Ranging NDP Announcement frame plus 1.  

— In the TB ranging measurement exchange with secure HE-LTF (11.21.6.4.5.2):  

— When the HE Ranging NDP or EHT Ranging NDP is transmitted to more than one ISTA, 
the NUM_STS[p] parameter is set to the same value as the R2I NSTS subfield in the STA 
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Info field addressed to the corresponding STA p in the preceding Ranging NDP 
Announcement frame plus 1. 

— When the HE Ranging NDP or EHT Ranging NDP is transmitted to one ISTA, the 
NUM_STS parameter is set to the same value as the R2I NSTS subfield in the STA Info 
field with AID11 subfield equal or less than 2007 in the preceding Ranging NDP 
Announcement frame plus 1.  

— In the Non-TB ranging measurement exchange (11.21.6.4.4) and the non-TB ranging 
measurement exchange with secure HE-LTF (11.21.6.4.5.3), set to the same value as the R2I 
NSTS subfield in the STA Info field with AID11 subfield equal to or less than 2007 in the 
preceding Ranging NDP Announcement frame plus 1.  

— The LTF_REP parameter is set as follows:  

— In the TB ranging measurement exchange (11.21.6.4.3), set to the same value as the R2I Rep 
subfield in the STA Info field in the preceding Ranging NDP Announcement frame plus 1.  

— In the TB ranging measurement exchange with secure HE-LTF (11.21.6.4.5.2):  

— When the HE Ranging NDP or EHT Ranging NDP is transmitted to more than one ISTA, 
the LTF_REP[p] parameter is set to the same value as the R2I Rep subfield in the STA 
Info field addressed to the corresponding STA p in the preceding Ranging NDP 
Announcement frame plus 1.  

—  When the HE Ranging NDP or EHT Ranging NDP is transmitted to one ISTA, the 
LTF_REP parameter is set to the same value as the R2I Rep subfield in the STA Info field 
with AID11 subfield equal or less than 2007 in the preceding Ranging NDP Announcement 
frame plus 1.  

— In the non-TB ranging measurement exchange (11.21.6.4.4) and the non-TB ranging 
measurement exchange with secure HE-LTF (11.21.6.4.5.3), set to the same value as the R2I 
Rep subfield in the STA Info field with AID11 subfield less than or equal to 2007 in the 
preceding Ranging NDP Announcement frame plus 1.  

— The CH_BANDWIDTH parameter is set as follows:  

— In the TB ranging measurement exchange (11.21.6.4.3), and TB ranging measurement 
exchange with secure HE-LTF (11.21.6.4.5.2), set to the sounding bandwidth.same value as the 
TXVECTOR parameter CH_BANDWIDTH in the preceding Ranging Sounding Trigger frame 

— In the non-TB ranging measurement exchange (11.21.6.4.4) and non-TB ranging measurement 
exchange with secure HE-LTF (11.21.6.4.5.3), set to the same value as the 
RXVECTORTXVECTOR parameter CH_BANDWIDTH in the preceding RangingR2I NDP 
Announcement frame. 

— If the FORMAT parameter is equal to EHT_MU, the INACTIVE_SUBCHANNELS parameter is 
set to the Puncturing Pattern field in the 320 MHz Ranging subelement of the IFTM frame. 

— In 11.21.6.4.5, In the TB and non-TB ranging measurement exchange with secure HE-LTF 
(11.21.6.4.5), the LTF_KEY parameter is set as defined in 11.21.6.4.5.2 and 11.21.6.4.5.3. 
Otherwise, the LTF_KEY parameter is not present. 
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— In the TB ranging measurement exchange with secure HE-LTF, the LTF_OFFSET parameter is set 
as defined in 11.21.6.4.5.2. Otherwise, the LTF_OFFSET parameter is not present. 

— If the FORMAT parameter is equal to HE_SU, Tthe HE_LTF_TYPE parameter is set to 2xHE-LTF. 

— If the FORMAT parameter is equal to EHT_MU, the EHT_LTF_TYPE parameter is set to 2xEHT-
LTF. 

— The GI_TYPE parameter is set to 1u6s_GI. 

— The SPATIAL_REUSE parameter is set to PRS_AND_NON-SRG_OBSS-PD_PROHIBITED. 

— The BSS_COLOR parameter is set to the value indicated in the BSS Color subfield of the HE 
Operation element transmitted by the RSTA. 

— The TXOP_DURATION parameter is set to either 127 or a value defined in Equation (26-3), 
replacing DHE_NDPA by DRanging_NDPA, which is the value of the Duration/ID field in the MAC header 
of the preceding Ranging NDP Announcement frame.The TXOP_DURATION parameter is set as 
follows:  

— If the FORMAT parameter is equal to HE_SU, the TXOP_DURATION parameter is set to 
either 127 or the value defined in Equation (26-3), replacing DHE_NDPA by the following value: 

— In the TB ranging measurement exchange (11.21.6.4.3), and TB ranging measurement 
exchange with secure LTF (11.21.6.4.5.2), DRanging_NDP_Announcement, which is the 
Duration/ID field in the MAC header of the preceding Ranging NDP Announcement frame. 

— In the non-TB ranging measurement exchange (11.21.6.4.4) and non-TB ranging 
measurement exchange with secure LTF (11.21.6.4.5.3), DRanging_NDP, which is the TXOP 
field within the HE-SIG-A2 of the preceding I2R NDP. 

— If the FORMAT parameter is equal to EHT_MU, the TXOP_DURATION parameter is set to 
either 127 or the value defined in Equation (35-3), replacing DEHT_NDPA, by the following value: 

— In the TB ranging measurement exchange (11.21.6.4.3), and TB ranging measurement 
exchange with secure LTF (11.21.6.4.5.2), DRanging_NDP_Announcement, which is the 
Duration/ID field in the MAC header of the preceding Ranging NDP Announcement frame. 

— In the non-TB ranging measurement exchange (11.21.6.4.4) and non-TB ranging 
measurement exchange with secure LTF (11.21.6.4.5.3), DRanging_NDP, which is the TXOP 
field within the U-SIG of the preceding I2R NDP. 

An ISTA transmitting an HE Ranging NDP or EHT Ranging NDP shall set the TXVECTOR parameter as 
follows:  

— The FORMAT parameter is set as follows: 

— If the CH_BANDWIDTH is equal to 320 MHz, is set to EHT_MU. 

— Otherwise, is set to HE_SU. 

— The RANGING_FLAG is present. 
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— The UPLINK_FLAG parameter is set to 1. 

— The APEP_LENGTH parameter is set to 0. 

— The SECURE_LTF_FLAG is set as follows: 

— Is set to 0, iIn the non-TB ranging measurement exchange (11.21.6.4.4), is set to 0. 

— Is set to 1, iIn the non-TB ranging measurement exchange with secure HE-LTF (11.21.6.4.5.3), 
is set to 1. 

— The TX_WINDOW_FLAG is set to 1 if the SECURE_LTF_FLAG is set to 1 and the RSTA and 
ISTA have negotiated to use the optional frequency domain Tx window for I2R NDPs; it is set to 0 
otherwise.  

— If the FORMAT parameter is equal to HE_SU, Tthe DOPPLER parameter is set to 0. 

— The NUM_STS parameter is set to the same value as the I2R NSTS subfield in the STA Info field 
with AID11 subfield equal or less than 2007 in the preceding Ranging NDP Announcement frame 
plus 1.  

— The LTF_REP parameter is set to the same value as the I2R Rep subfield with AID11 subfield equal 
or less than 2007 in the STA Info field in the preceding Ranging NDP Announcement frame plus 1.  

— The TXPWR_LEVEL_INDEX parameter is set to a value that matches the Tx Power value 
indicated in the I2R NDP Tx Power subfield in the STA Info field with the AID11 subfield set to 
2045 in the preceding Ranging NDP Announcement frame, except if the value in the I2R NDP Tx 
Power subfield was set to a reserved value.   
 

— The CH_BANDWIDTH is set to the same value as the TXVECTOR parameter CH_BANDWIDTH 
or CH_BANDWIDTH_IN_NON_HT in the preceding Ranging NDP Announcement frame. 

— If the FORMAT parameter is equal to EHT_MU, the INACTIVE_SUBCHANNELS parameter is 
set to the Puncturing Pattern field in the 320 MHz Ranging subelement of the IFTM frame. 

— In the non-TB ranging measurement exchange with secure HE-LTF, the LTF_KEY parameter is set 
as defined in 11.21.6.4.5.2. Otherwise, the LTF_KEY parameter is not present. 

— If the FORMAT parameter is equal to HE_SU, Tthe HE_LTF_TYPE parameter is set to 2xHE-LTF. 

— If the FORMAT parameter is equal to EHT_MU, the EHT_LTF_TYPE parameter is set to 2xEHT-
LTF. 

— The GI_TYPE parameter is set to 1u6s_GI. 

— The SPATIAL_REUSE parameter is set to PRS_AND_NON-SRG_OBSS-PD_PROHIBITED. 

— The BSS_COLOR parameter is set to the value indicated in the BSS Color subfield of the HE 
Operation element received from the RSTA. 

— The TXOP_DURATION parameter is set as follows:  
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— If the FORMAT parameter is equal to HE_SU, the TXOP_DURATION parameter is set to 
either 127 or athe value defined in Equation (26-3), replacing DHE_NDPA by DRanging NDP Announcement, 
which is the Duration/ID field in the MAC header of the preceding Ranging NDP 
Announcement frame.  

— If the FORMAT parameter is equal to EHT_MU, the TXOP_DURATION parameter is set to 
either 127 or the value defined in Equation (35-2), replacing DEHT_NDPA by 
DRanging_NDP_Announcement, which is the Duration/ID field in the MAC header of the preceding 
Ranging NDP Announcement frame.  
 

 
An ISTA transmitting an HE TB Ranging NDP or an EHT TB Ranging NDP to an RSTA shall set the 
TXVECTOR parameter as follows:  

— The FORMAT parameter is set as follows: 

— If the CH_BANDWIDTH is equal to 320 MHz, is set to EHT_TB. 

— Otherwise, is set to HE_TB,. 

— The RANGING_FLAG is present. 

— The APEP_LENGTH parameter is set to 0. 

— The SECURE_LTF_FLAG is set as follows: 

— Is set to 0, iIn the TB ranging measurement exchange (11.21.6.4.3), is set to 0. 

— Is set to 1, iIn the TB ranging measurement exchange with secure HE-LTF (11.21.6.4.5.2), is 
set to 1.  

— The TX_WINDOW_FLAG is set to 1 if the SECURE_LTF_FLAG is set to 1 and the RSTA and 
ISTA have negotiated to use the optional frequency domain Tx window for I2R NDPDs; it is set to 
0 otherwise.  

— If the FORMAT parameter is equal to HE_TB, Tthe DOPPLER parameter is set to 0. 

— The NUM_STS parameter is set to the same value as the Number Of Spatial Streams subfield in the 
SS Allocation field in the User Info field in the preceding Ranging Sounding Trigger frame. 

— The LTF_REP parameter is set to the same value as the I2R Rep subfield in the User Info field in 
the preceding Ranging Sounding Trigger frame plus 1.  

— The CH_BANDWIDTH parameter is set to the same value as the TXVECTOR RXVECTOR 
parameter CH_BANDWIDTH or CH_BANDWIDTH_IN_NON_HT in the preceding Ranging 
Sounding Trigger frame. 

— If the FORMAT parameter is equal to EHT_TB the INACTIVE_SUBCHANNELS parameter is set 
to the Puncturing Pattern field in the 320 MHz Ranging subelement of the IFTM frame. 

— In the TB ranging measurement exchange with secure HE-LTF, the LTF_KEY parameter is set as 
defined in 11.21.6.4.5.2. Otherwise, the LTF_KEY parameter is not present. 
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— If the FORMAT parameter is equal to HE_TB, Tthe HE_LTF_TYPE parameter is set to 2xHE-LTF. 

— If the FORMAT parameter is equal to EHT_TB, the EHT_LTF_TYPE parameter is set to 2xEHT-
LTF. 

— The GI_TYPE parameter is set to 1u6s_GI. 

— The SPATIAL_REUSE parameter is set to SRP_AND_NON-SRG_OBSS_PD_PROHIBITED. 

— The BSS_COLOR parameter is set to the value indicated in the BSS Color subfield of the HE 
Operation element received from the RSTA. 

— The TXOP_DURATION parameter is set as follows: 

— If the FORMAT parameter is equal to HE_TB, Tthe TXOP_DURATION parameter is set as 
defined in 26.11.5.  

— If the FORMAT parameter is equal to EHT_TB, the TXOP_DURATION parameter is set as 
defined in 35.11.1.5. 

The TXOP_DURATION parameter is set as defined in 26.11.5 (TXOP_DURATION). 

11.21.6.4.8 Measurement exchange in passive TB ranging mode  

11.21.6.4.8.1 General 

Change 11.21.6.4.8.1 as follows: 

As stated in 11.21.6.1.3, the passive TB ranging mode is a variant of the TB ranging mode. In all aspects, 
except where explicitly stated differently, the passive TB ranging mode, its protocols, procedures, 
components, and definitions follow the rules for TB ranging mode.  

In particular, the measurement exchanges for passive TB ranging follow the rules and procedures described 
in 11.21.6.4.3, with subclauses, unless explicitly stated otherwise. 

In passive TB ranging, the RSTA shall transmit the Passive Sounding Ranging Trigger frame instead of the 
Sounding Ranging Trigger frame. Upon receiving of the Passive Sounding Ranging Trigger frame, the ISTA 
shall respond with an HE Ranging NDP instead of an HE TB Ranging NDP (or respectively an EHT Ranging 
NDP instead of an EHT TB Ranging NDP); see 11.21.6.4.8.3 for further details.  

Furthermore, the RSTA shall broadcast two frames, the Primary and Secondary RSTA Broadcast Passive TB 
Ranging Measurement Report frames containing measurement data and related information; see 
11.21.6.4.8.4 for further details.  

The passive TB ranging exchanges shall only occur in an availability window assigned for Passive TB 
ranging. Within the RSTA assigned availability window for passive ranging, the RSTA and ISTA shall only 
perform passive TB ranging activities. 

For passive TB ranging, the timestamps reported within each availability window shall be derived from a 
clock that runs continuously during the availability window.  
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If there is a discontinuity in the clock for the FTM timestamping between two reported TOD timestamps, 
then the TOD Not Continuous subfield in the Timestamp Error subfield of the Timestamp Measurement 
Report subfield in the ISTA Passive TB Ranging Measurement Report element shall be set to 1. Otherwise, 
it shall be set to 0.  

The Ranging Trigger frame, the NDP Announcement frame, the Primary RSTA Broadcast Passive TB 
Ranging Measurement report frame, and the Secondary RSTA Broadcast Passive TB Ranging Measurement 
report frame shall be transmitted in a non-HT duplicate PPDU. 

11.21.6.4.8.2 Polling phase of passive TB ranging  

The Polling phase of passive TB ranging follows the same rules and procedures for the Polling phase of TB 
ranging described in 11.21.6.4.3.2. 

11.21.6.4.8.3 Measurement sound phase of Ppassive TB ranging measurement sounding 
phase 

Change 11.21.6.4.8.3 as follows: 

The passive TB ranging measurement sounding follows the same rules and procedures for the measurement 
sounding for TB ranging described in 11.21.6.4.3.3, unless explicitly stated otherwise.  

The second phase of the passive TB ranging measurement sequence, after the passive TB ranging Polling 
phase, is called the passive TB ranging measurement sounding phase. The passive TB ranging measurement 
sounding phase may include one or more Passive Sounding Ranging Trigger frames and HE RangingI2R 
NDP exchanges, a Ranging NDP Announcement frame, and an HE Ranging R2I NDP transmission; see 
Figure 11-72.  

Replace Figure 11-72 with the following: 
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Figure 11-72—Passive TB ranging polling, measurement sounding, and measurement 
reporting phases  

 
In passive TB ranging, for each ISTA, the RSTA shall transmit a Passive Sounding Ranging Trigger frame, 
which includes a single User Info field that is not a Special User Info field. 
 
An RSTA shall transmit one or more Passive Sounding Ranging Trigger frames, each of which is addressed 
to a single ISTA, the first one coming a SIFS time after the TB Polling phase.  
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An ISTA addressed by the AID/RSID in the Passive Sounding Ranging Trigger frame shall transmit an HE 
RangingI2R NDP a SIFS time after the reception of the Passive TB Ranging Ranging Trigger frame.  

An RSTA transmitting a Passive Sounding Ranging Trigger frame shall not use a sounding bandwidth wider 
than that indicated in the IFTM frame sent to the ISTA, and the RSTA shall set the associated TXVECTOR 
parameter CH_BANDWIDTH or CH_BANDWIDTH_IN_NON_HT to be the sounding bandwidth. same 
value as the UL BW subfield of the Common Info field in the Passive Sounding Ranging Trigger frame. 

NOTE—Generally, a PSTA benefits from consistent ranging measurement performance when an RSTA initiates a 
passive TB ranging sequence with the nominal advertised bandwidth in every TXOP. 

An RSTA transmitting a Ranging NDP Announcement frame and an HE Ranging R2I NDP after receiving 
an HE Ranging I2R NDP as a response to a Passive Sounding Ranging Trigger frame shall set the 
TXVECTOR parameter CH_BANDWIDTH or CH_BANDWIDTH_IN_NON_HT to the sounding 
bandwidth be the same value as the BW subfield of the Common Info field in the Passive Sounding Ranging 
Trigger frame.  

An ISTA transmitting an HE RangingI2R NDP as a response to a Passive Sounding Ranging Trigger frame 
shall set the TXVECTOR parameter CH_BANDWIDTH to be in the same wayvalue as when sending an HE 
TB Ranging NDP or EHT TB Ranging NDP in response to the Trigger frame, respectively, i.e., based on the 
Common Info field and User Info field in the Passive Sounding Ranging Trigger frame. 

As in TB ranging, an ISTA participating in a passive TB ranging exchange shall measure the TOD of its own 
HE RangingI2R NDP and either the TOAs, or both the TOAs and the phase shift feedback TOAs (PSTOAs), 
when it receives the RSTA’s HE RangingR2I NDP. In addition, optionally the ISTA may also measure and 
report either the TOAs, or both the TOAs and the PSTOAs, when it receives the HE RangingI2R NDPs 
transmitted by the other ISTAs participating in the passive TB ranging exchange. By reporting the timestamps 
for when it received the other ISTA’s NDP transmissions, the quality of the location estimate for a PSTA 
listening in to the passive TB ranging exchanges can be improved. 

The value of NSTS/NSS used in the passive TB ranging exchanges shall be less than or equal to 4.  

When phase shift feedback is negotiated between an ISTA and an RSTA in passive TB ranging, the protocol 
for the Measurement Sounding phase differs from passive TB ranging with TOA feedback on the following 
points:  

— The RSTA shall measure phase shift feedback TOA (PSTOA), in addition to measuring the TOA, 
on the I2R NDP it receives from the ISTA. 

— The ISTA shall measure:  

— The phase shift TOA (PSTOA), in addition to measuring the TOA, for the R2I NDP it receives 
from the RSTA,  

— And may also measure phase shift TOA(s) (PSTOAs), in addition to measuring the TOA(s), for 
the I2R NDP(s) it receives from other ISTA(s). 

See Figure 11-73 for an example of timestamps measured by the RSTA, ISTA, and a PSTA in a passive TB 
ranging measurement exchange. The timestamp values t1, t2, t3, and t4 are analogous to the corresponding 
labeled timestamps in 11.21.6.4.3.3. The timestamps t5 and t6 are the times at which the I2R NDP and R2I 
NDPs arrive at the PSTA, respectively. 
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Replace Figure 11-73 with the following figure: 
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t2 = TOA (I2R NDP)

RSTA ISTA

t1 = TOD (I2R NDP)

t4 = TOA (R2I NDP)

t3 = TOD (R2I NDP)

PSTA

t5 = TOA (I2R NDP)

t6 = TOA (R2I NDP)

 
Figure 11-73—Example timing diagram of a Mmeasurement Ssounding phase in passive 

TB ranging  

 
The PSTA may use the ISTA’s and RSTA’s timestamps, together with its own measured TOAs of the 
Ranging NDPs, t5 and t6, to calculate its differential time of flight to the RSTA and the ISTA.  

The differential time-of-flight (DToF) from PSTA to RSTA and ISTA (DToF_PRI) is defined by Equation 
(11-11). 

DToF_PRI = ToF_PR – ToF_PI                        (11-11)  

where 

ToF_PR  is the time of flight between the PSTA and the RSTA 
ToF_PI  is the time of flight between the PSTA and the ISTA  

The differential time of flight DToF_PRI can be computed as per defined in Equation (11-12). 

DToF_PRI = t6 – t5 – 0.5 × t3′ + 0.5 × t2′ – 0.5 × t4′ + 0.5 × t1′                (11-12) 

where 

t1′ and t4′  are the times at which the I2R NDP was transmitted from the ISTA and the time at which the 
R2I NDP was received by the ISTA, respectively, converted by the PSTA from the ISTA’s 
time basis to the PSTA’s time basis. 

t2′ and t3′  are the times at which the I2R NDP was received by the RSTA and the time at which the R2I 
NDP was transmitted by the RSTA, respectively, converted by the PSTA from the RSTA’s 
time basis to the PSTA’s time basis. 
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At the PSTA, the mechanism by which t1′ and t4′ is derived from t1, t4, the ISTA’s reported CFO, and the 
PSTA’s CFO measured with respect to the RSTA, is implementation dependent.  

At the PSTA, the mechanism by which t2′ and t3′ is derived from t2, t3, and the PSTA’s CFO measured with 
respect to the RSTA, is implementation dependent.  

By multiplying the differential time of flight, DToF_PRI, with the speed of light, the differential distance 
from PSTA to RSTA and ISTA can be computed.  

See 11.21.6.4.9 for how the PSTA’s differential distance to the RSTA and the ISTA can be computed using 
PSTOAs measured by the RSTA and the ISTA. 

11.21.6.4.8.4 Measurement reporting phase of Ppassive TB ranging measurement 
reporting phase 

The passive TB ranging measurement reporting follows the same rules and procedures for the measurement 
reporting for TB ranging described in 11.21.6.4.3.4, unless explicitly stated otherwise. 

The last phase of the passive TB ranging measurement sequence is the passive TB ranging measurement 
reporting phase and occurs a SIFS time after the passive TB ranging measurement sounding phase; see Figure 
11-74 for a depiction of the passive TB ranging measurement reporting phase. 

Replace Figure 11-74 with the following figure: 
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Figure 11-74—Passive TB ranging Mmeasurement Rreporting phase  

In the passive TB ranging measurement reporting phase, an RSTA shall send a Passive TB Ranging 
Measurement Report R2I LMR frames and the Report Ranging Trigger frame to one or more ISTAs that sent 
an HE RangingI2R NDP in the preceding passive TB ranging measurement sounding phase. An ISTA 
addressed by the Report Ranging Trigger frame shall transmit an ISTA Passive TB Ranging Measurement 
Report frame a SIFS time after the Report Ranging Trigger frame transmission to report its I2R 
LMRmeasurement results.  

In order to facilitate broadcasting of the ISTA’s timestamps by the RSTA, the ISTA Passive TB Ranging 
Measurement Report frame shall be transmitted as a public Action frame.  

The ISTA Passive TB Ranging Measurement Report element, see 9.4.2.306, in ISTA Passive TB Ranging 
Measurement Report frames shall contain:  
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— A Sounding Dialog Token Number identifying the measurement sounding phase in which the 
reported ISTA’s timestamps were measured.  
 

— The CFO of the ISTA with respect to the RSTA.  
 

— The TOD timestamp for the I2R NDP that the ISTA transmitted—labeled with the AID12/RSID12 
of the ISTA. 

— The TOA timestamp for the R2I NDP that the ISTA received from the RSTA. 

— Optionally, the TOA timestamps for the I2R NDPs received from other ISTAs participating in the 
passive TB ranging (i.e., polling, sounding, and reporting triplet) identified by the Sounding Dialog 
Token Number—labeled with their respective AID12/RSID12s.  

If phase shift TOA reporting has been negotiated, the ISTA Passive TB Ranging Measurement Report 
element shall also include:  
 

— The PS-TOA timestamp of the R2I NDP that the ISTA received from the RSTA.  
 

— Optionally, the PS-TOAs timestamps for the I2R NDPs received from other ISTAs participating in 
the passive TB ranging (i.e., polling, sounding, and reporting triplet) identified by the Sounding 
Dialog Token Number—labeled with their respective AID12/RSID12s.  

The ISTA Passive TB Ranging Measurement Report frame shall include an entry for the ISTA’s I2R NDP 
TOD. 

The ISTA shall set the More subfield in the More & N Timestamp Measurements Report field in the ISTA 
Passive TB Ranging Measurement Report element contained in the ISTA Passive TB Ranging Measurement 
Report frame to 1 if it has more timestamps ready to report but does not have space in its allocated resources 
by the RSTA for the ISTA Passive TB Ranging Measurement Report frame. Else the ISTA shall set the More 
subfield to 0.  

The RSTA shall send the Primary and Secondary RSTA Broadcast Passive TB Ranging Measurement Report 
frames, the Primary a SIFS time after receiving the ISTA Passive TB Ranging Measurement Report frames 
from the ISTA and the Secondary a SIFS following the Primary; see Figure 11-74.  

The Primary RSTA Broadcast Passive TB Ranging Measurement Report frame shall contain the following:  

— Passive TB Ranging LCI Table Counter 

— Passive TB Ranging LCI Table Countdown Info 

— RSTA Passive TB Ranging Measurement Report  

— Passive TB Ranging LCI Table (optionally present) 

Each time an RSTA transmits a Primary RSTA Broadcast Passive TB Ranging Measurement Report frame, 
it shall set the Passive TB Ranging LCI Table Counter value such as to refer to the latest version of the 
Passive TB Ranging LCI Table element transmitted by the RSTA.  

If a Passive TB Ranging LCI Table element is included in the Primary RSTA Broadcast Passive TB Ranging 
Measurement Report frame, and this element has different content as compared to the last transmitted Passive 
TB Ranging LCI Table element, then Passive TB Ranging LCI Table Counter shall be incremented by 1 
(modulo 256) from the value associated with the previous Passive TB Ranging LCI Table element content. 

Authorized licensed use limited to: song chao. Downloaded on April 23,2026 at 14:44:12 UTC from IEEE Xplore.  Restrictions apply. 



IEEE Std 802.11bk-2025 
IEEE Standard for Information Technology—Telecommunications and Information Exchange between Systems—  

Local and Metropolitan Area Networks—Specific Requirements 
Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications 

Amendment 3: 320 MHz Positioning 
 

 
82 

Copyright © 2025 IEEE. All rights reserved. 

(The first time the RSTA transmits a Passive TB Ranging LCI Table element, the value shall be set to 0). 
This new value of the Passive TB Ranging LCI Table Counter is now associated with this new version of the 
Passive TB Ranging LCI Table element.  

If a Passive TB Ranging LCI Table element is included in the Primary RSTA Broadcast Passive TB Ranging 
Measurement Report frame, and this element has the same content as the last transmitted Passive TB Ranging 
LCI Table element, then the Passive TB Ranging LCI Table Counter value shall be the value associated with 
this last version of the Passive TB Ranging LCI Table element transmitted by the RSTA.  

If a Passive TB Ranging LCI Table element is not included in the Primary RSTA Broadcast Passive TB 
Ranging Measurement Report frame, then the Passive TB Ranging LCI Table Counter value shall be the 
value associated with the last version of the Passive TB Ranging LCI Table element transmitted by the RSTA.  

When the Passive TB Ranging LCI Table is present in the Primary Broadcast Passive TB Ranging 
Measurement Report frame, the RSTA LCI Report field of the Passive TB Ranging LCI Table Report element 
shall contain the Antenna Placement And Calibration subelement if the RSTA has 
dot11PassiveTBRangingAODImplemented equal to true, and shall not contain the Antenna Placement And 
Calibration subelement if the RSTA has dot11PassiveTBRangingAODImplemented equal to false.  

When the Passive TB Ranging LCI Table is present in the Primary Broadcast Passive TB Ranging 
Measurement Report frame, the corresponding entry of the ISTA LCI Reports Entries field of the Passive 
TB Ranging LCI Table Report element shall contain the Antenna Placement And Calibration subelement if 
the ISTA has dot11PassiveTBRangingAoDImplemented equal to true, and shall not contain the Antenna 
Placement And Calibration subelement if the ISTA has dot11PassiveTBRangingAODImplemented equal to 
false.  

The Secondary RSTA Broadcast Passive TB Ranging Measurement Report frame shall contain at least one 
the following: ISTA Passive TB Ranging Measurement Reports: see 9.6.7.52. 

When phase shift feedback is negotiated between an ISTA and an RSTA in Passive TB ranging, the protocol 
for the measurement reporting phase differs from Passive TB ranging with TOA feedback on the following 
points:  

— The RSTA shall report its measured PSTOA in the R2I LMR frame. 

— The ISTA shall report its measured PSTOA(s), in addition to its measured TOA(s), in the ISTA 
Passive TB Ranging Measurement Report frame.  

— The PSTOAs are indicated as phase shift TOA timestamps by setting the Measurement Report 
field of the ISTA Passive TB Ranging Measurement Report element, see 9.4.2.306, to the value 
10 (PSTOA). 

— In the Primary RSTA Broadcast Passive TB Ranging Measurement Report frame, the RSTA shall 
send a broadcast frame containing its measured PSTOA, in addition to its measured TOA, for the 
I2R NDPs it has received from the ISTA. 

— In the Secondary RSTA Broadcast Passive TB Ranging Measurement Report frame, the RSTA shall 
rebroadcast the timestamps the ISTA has reported to the RSTA. As the ISTA has negotiated phase 
shift feedback, these would contain PSTOAs in addition to TOAs.  

When phase shift feedback is negotiated in Passive TB ranging, the reporting by both the RSTA and the 
ISTA of phase shift TOAs, the TOD, and CFO shall be immediate feedback. The reported TOAs may be 
immediate or delayed feedback. When the TOA feedback is delayed, the dialog token shall refer to the 
previous measurement instance for the RSTA-ISTA pair.  
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The TODs and PSTOAs measured by the RSTA shall be broadcast in the Primary RSTA Broadcast Passive 
TB Ranging Measurement Report frame in the reporting phase following the measurement exchange in which 
they were measured.  

The CFO, TOD, and PSTOAs reported by the ISTA shall be rebroadcasted in the Secondary RSTA Broadcast 
Passive TB Ranging Measurement Report frame in the reporting phase following the measurement exchange 
in which they were measured.  

35. Extremely high throughput (EHT) MAC specification 

35.14 PPDU format, bandwidth, MCS, NSS, and DCM selection rules 

35.14.2 PPDU format selection 

Insert the following paragraph list item for NDPA at the end of the subclause: 
 

— A Ranging NDP Announcement frame with 320 MHz bandwidth shall be transmitted in a non-
HT duplicate PPDU or EHT MU PPDU that is an EHT SU transmission. 

36. Extremely high throughput (EHT) PHY specification 

36.2 EHT PHY service interface 

36.2.2 TXVECTOR and RXVECTOR parameters 

Change the existing rows in Table 36-1 for parameters “APEP_LENGTH” and “PSDU_LENGTH”. 
Insert new rows at the end of Table 36-1 (but before the notes) as follows: 
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Table 36-1—TXVECTOR and RXVECTOR parameters 
Pa

ra
m

et
er

 

Condition Value 

TX
V

EC
TO

R
 

R
X

V
EC

TO
R

 

A
PE

P_
LE

N
G

TH
 FORMAT is EHT_MU or 

EHT_TB 

Integer. 
 
If 0 and FORMAT is EHT_MU, indicates an EHT sounding 
NDP or EHT Ranging NDP.  
 
If 0 and FORMAT is EHT_TB, indicates an EHT TB Ranging 
NDP. 
 
Otherwise, indicates the number of octets in the range 1 to 
aPSDUMaxLength in the A-MPDU pre-EOF padding (see 
Table 36-70) that is carried in the PSDU. 

MU N 

FORMAT is 
PHY_VER_UNKNOWN Not present. 

Otherwise See corresponding entry in Table 21-1 or Table 27-1. 

PS
D

U
_L

EN
G

TH
 

FORMAT is EHT_MU or 
EHT_TB 
  
 

Indicates the number of octets in the PSDU in the range 0 to 
aPSDUMaxLength octets (see Table 36-70). A value of 0 
indicates an EHT sounding NDP, an EHT Ranging NDP or an 
EHT TB Ranging NDP. 

N Y 

FORMAT is 
PHY_VER_UNKNOWN Not present. 

Otherwise See corresponding entry in Table 21-1 or Table 27-1. 

 (…existing fields…) 

N
U

M
_U

SE
RS

 

FORMAT is EHT_MU and 
RANGING_FLAG is 
present 

If SECURE_LTF_FLAG is 0, set to 1.  
 
If SECURE_LTF_FLAG is 1, set to the number of users of an 
EHT Ranging NDP with secure EHT-LTF. 
 
If NUM_USERS is larger than 1, NUM_STS, LTF_REP and 
LTF_KEY are arrays with number of entries equal to 
NUM_USERS  

Y N 

FORMAT is EHT_MU or 
HE_TB, 
and RANGING_FLAG is 
not present 

Not present. 
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Pa
ra

m
et

er
 

Condition Value 

TX
V

EC
TO

R
 

R
X

V
EC

TO
R

 

Otherwise See corresponding entry in Table 21-1 or Table 27-1. 

(…existing fields…) 

TI
M

E_
O

F_
D

EP
A

RT
U

RE
_R

EQ
U

ES
TE

D
 

FORMAT is EHT_MU or 
EHT_TB, and 
RANGING_FLAG is 
present 
 

The value true indicates that the MAC entity requests that the 
PHY entity measure and report time of departure parameters 
corresponding to the time when the first frame energy is sent by 
the transmitting port.  
 
The value false indicates that the MAC entity requests that the 
PHY entity neither measures nor reports time of departure 
parameters. 

O N 

FORMAT is EHT_MU or 
EHT_TB, and 
RANGING_FLAG is not 
present  

Not present. 

Otherwise See corresponding entry in Table 21-1 or Table 27-1. 

LT
F_

K
EY

 

FORMAT is EHT_MU or 
EHT_TB, and 
RANGING_FLAG is 
present, and 
SECURE_LTF_FLAG is 1  

Contains the rsta-ltf-key or ista-ltf-key (see 11.21.6.4.5.4) when 
the secure EHT-LTFs are used (see 11.21.6.4.5).  
 
  

Y N 

Otherwise Not present.  

LT
F_

IV
 

FORMAT is EHT_MU or 
EHT_TB, and 
RANGING_FLAG is 
present and 
SECURE_LTF_FLAG is 1 

Contains the ltf-iv (see 11.21.6.4.5.4) used to generate the 
secure EHT-LTFs. 

Y N 

Otherwise Not present.  
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36.2.3 TRIGVECTOR parameters 

Insert the following subclause at the end of the 36.2.3: 

Pa
ra

m
et

er
 

Condition Value 

TX
V

EC
TO

R
 

R
X

V
EC

TO
R

 

LT
F_

RE
P 

FORMAT is EHT_MU or 
EHT_TB, and 
RANGING_FLAG is 
present  

 
Indicates the number of EHT-LTF repetitions.  
 
 

Y N 

Otherwise Not present.  

RA
N

G
IN

G
_F

LA
G

  
 

FORMAT is EHT_MU 
If present, indicates the PPDU is an EHT Ranging NDP.  

Not present otherwise. 

O N 

FORMAT is EHT_TB 
If present, indicates the PPDU is an EHT TB Ranging NDP. 

Not present otherwise. 

O N 

Otherwise Not present. N N 

SE
CU

RE
_L

TF
_F

LA
G

 FORMAT is EHT_MU or 
EHT_TB, and the 
RANGING_FLAG is 
present. 

Set to 1 when the EHT Ranging NDP or EHT TB Ranging 
NDP uses secure EHT-LTF. 
Set to 0 otherwise. 
 

Y N 

Otherwise Not present.  

TX
_W

IN
D

O
W

_F
LA

G
 

FORMAT is EHT_MU or 
EHT_TB, and 
RANGING_FLAG is 
present and 
SECURE_LTF_FLAG is 1 
 

Set to 1 when the secure EHT-LTF of an EHT Ranging NDP or 
EHT TB Ranging NDP uses the optional frequency domain Tx 
window. 
Set to 0 otherwise. 

Y N 

Otherwise Not present.  
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36.2.3a LTFVECTOR parameters 

The LTFVECTOR is carried in a PHY-RXLTFSEQUENCE.request that configures the PHY to be able to 
demodulate an EHT Ranging NDP or an EHT TB Ranging NDP. The parameters in Table 36-2a are defined 
as part of the LTFVECTOR parameter list in the PHY-RXLTFSEQUENCE.request primitive. 

Table 36-2a—LTFVECTOR parameters 

Parameter Value 

LTF_NSTS Indicates the number of space-time streams in the following EHT 
Ranging NDP or the following EHT TB Ranging NDP.  

LTF_REP Indicates the number of EHT-LTF repetitions in the following EHT 
Ranging NDP or the following EHT TB Ranging NDP.  

SECURE_LTF_FLAG 

Set to 1 when the EHT Ranging NDP or EHT TB Ranging NDP uses 
secure EHT-LTF. 
 
Set to 0 otherwise. 

LTF_KEY 

Included when SECURE_LTF_FLAG is set to 1. 
 
Contains the rsta-ltf-key or ista-ltf-key (see 11.21.6.4.5.4) when receiving 
the secure EHT-LTFs.  

LTF_IV 

Included when SECURE_LTF_FLAG is set to 1. 
 
Contains the ltf-iv (see 11.21.6.4.5.4) for secure EHT-LTFs or null 
otherwise.  

LTF_OFFSET 

Included when SECURE_LTF_FLAG is set to 1. 
 
Indicates the number of EHT-LTFs to skip before beginning to process 
the EHT-LTF symbols.  

TX_WINDOW_FLAG 

Included when SECURE_LTF_FLAG is set to 1. 
 
Set to 1 when the secure EHT-LTF of an EHT Ranging NDP or EHT TB 
Ranging NDP uses the optional frequency domain Tx window.  
 
Set to 0 otherwise. 

 

36.3 Extremely high throughput (EHT) PHY specification 

Change the caption of Table 36-37 to be “Common field for the EHT sounding NDP and for the EHT 
Ranging NDP”. 
 

Insert the following subclause 36.3.19a and its subclauses at the end of 36.3.19: 
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36.3.19a EHT Ranging NDP and EHT TB Ranging NDP 

36.3.19a.1 EHT Ranging NDP 

The format of the EHT Ranging NDP is shown in Figure 36-58a. 

L-STF L-LTF L-SIG RL-
SIG U-SIG EHT-

SIG
EHT-
STF PE

8 µs 8 µs 4 µs 4 µs 8 µs 4 µs 4 µs 8 µs8 µs per EHT-LTF

EHT-LTF 1 ... EHT-LTF n
 

Figure 36-58a—EHT Ranging NDP format 

The EHT Ranging NDP has the following properties: 

— It is an EHT MU PPDU with a single EHT-SIG symbol encoded using EHT-MCS 0 and no Data 
field. The EHT-SIG field contains a Common field as defined in Table 36-37 and no User Specific 
field. 

— An EHT Ranging NDP is indicated by setting the PPDU Type And Compression Mode field of the 
U-SIG to 1. In the EHT Ranging NDP, the only supported Bandwidth field values of the EHT U-
SIG are 320 MHz-1 and 320 MHz-2. 

— In the EHT Ranging NDP, the 242-tone RUs overlapping the 20 MHz channels that are signaled as 
punctured through the Punctured Channel Indication field of the U-SIG field are punctured.  

— The L-STF and L-LTF fields in an EHT Ranging NDP are the same as the L-STF and L-LTF fields 
in an EHT MU PPDU. The fields in L-SIG, RL-SIG, U-SIG, and EHT-SIG have the same bit 
assignments and definitions as the fields in an EHT MU PPDU unless specified otherwise. 

— The EHT-STF field in an EHT Ranging NDP is the same as the EHT-STF field in an EHT MU 
PPDU. 

— It uses EHT-LTFs or secure EHT-LTFs when the TXVECTOR parameter SECURE_LTF_FLAG 
is set to 0 or 1, respectively. 

— Secure EHT-LTFs use randomized EHT-LTF sequences, pseudorandom and deterministic per 
stream phase rotation, and, when the TXVECTOR parameter TX_WINDOW_FLAG is set to 1, use 
a frequency domain flat top window instead of the frequency domain rectangular window; see 
36.3.19b. 

— It uses EHT-LTF repetitions, if indicated in the TXVECTOR parameter LTF_REP by values larger 
than one. 

— The number of EHT-LTF User Block fields in the EHT-LTF field is equal to the number of Users, 
TXVECTOR parameter NUM_USERS. 

— The EHT-LTF field consists of one or more EHT-LTF User Block fields; each EHT-LTF User Block 
field contains one or more EHT-LTF Repetition Blocks, where the number of EHT-LTF Repetition 
Blocks is equal to LTF_REP. An EHT-LTF Repetition Block in an EHT-LTF User Block field 
comprises one or more EHT-LTF symbols, 𝑁ாு்ି௅்ி, calculated using the number of space-time 
streams NUM_STS for this user, as defined in Table 21-13. 
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— When the TXVECTOR parameter SECURE_LTF_FLAG is equal to 0, one EHT-LTF User Block 
field is present. When the TXVECTOR parameter SECURE_LTF_FLAG is equal to 1, each EHT-
LTF User Block field contains EHT-LTF symbols for one user. 

— No beamforming steering matrix is applied to the waveform. The Beamformed field in the EHT-
SIG of an EHT Ranging NDP is always set to 0. 

— For transmission of EHT-STFs and EHT-LTFs, if NSS equals NTX, the Q matrix shall be an identity 
matrix, and if NSS is less than NTX, the Q matrix shall be based on an antenna selection matrix with 
no antenna swapping. The Q matrix becomes an identity matrix when all 0 rows are removed. 

— The only supported mode is 2x EHT-LTF with 1.6 µs GI. The other combinations of EHT-LTF 
modes and GI duration shall not be used. No energy is transmitted during the GI of the EHT-LTF 
symbols when secure EHT-LTF are used, which is referred to as a zero power GI. 

— Has a Packet Extension (PE) field that is 8 µs in duration. No energy is transmitted during the first 
1.6 µs of the PE field, if the EHT-LTF field is using the secure EHT-LTF, similar to no energy being 
transmitted during the GI of EHT-LTF symbols. 

— For decoding the EHT-LTF fields, a PHY-RXLTFSEQUENCE.request primitive issued from the 
MAC provides the LTF_REP, LTF_NSTS, and LTF_OFFSET parameters, which are not encoded 
in the EHT-SIG, but are included in the preceding Ranging NDP Announcement frame. The 
LTF_OFFSET parameter indicates the number of secure EHT-LTF symbols to skip for receiving 
the corresponding user’s EHT-LTF User Block field. 

— When the TXVECTOR parameter NUM_USERS is equal to 1, the TXVECTOR parameter 
NUM_STS is used to set the NSS field and the Number of EHT-LTF Symbols field within the 
Common field of the EHT-SIG, as defined in Table 36-37. The Number of EHT-LTF Symbols field 
is set according to Table 21-13. Otherwise, when the TXVECTOR parameter NUM_USERS is 
greater than 1 and the TXVECTOR parameter NUM_STS is an array, NUM_STS[1], i.e., the first 
element in the array, is used instead. 

— The number of EHT-LTF symbols in the EHT-LTF field in an EHT Ranging NDP depends on the 
number of space-time streams NUM_STS, the number of EHT-LTF repetitions LTF-REP, and when 
secure EHT-LTFs are used, the number of users NUM_USERS. 

NOTE 1—See examples in Figure 36-58b and Figure 36-58c.  

EHT-LTF A1 EHT-LTF A2 EHT-LTF A1 EHT-LTF A2

8 µs per EHT-LTF symbol using 2x EHT-LTF

EHT-LTF Repetition Block EHT-LTF Repetition Block

PE

 8 µs 

EHT-
STF

 4 µs 

...

EHT-LTF User Block

EHT-LTF  
Figure 36-58b—An example of an EHT-LTF field in an EHT Ranging NDP with  

NUM_USERS = 1, NUM_STS = 2, and LTF_REP = 2 
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Secure
EHT-LTF U1-A1

Secure
EHT-LTF U1-A2

Secure
EHT-LTF U1-B1

Secure
EHT-LTF U1-B2

8 µs per Secure EHT-LTF with zero-power 
GI

 EHT-LTF Repetition Block  

 8 µs

EHT-
STF

 4 µs

...

 EHT-LTF User Block  

 EHT-LTF 

Secure
EHT-LTF U2-A1

Secure
EHT-LTF U2-A2

 EHT-LTF Repetition Block   EHT-LTF
Repetition Block  

 EHT-LTF
Repetition Block  

 EHT-LTF
User Block  

PE

 
Figure 36-58c—An example of a secure EHT-LTF field with NUM_USERS=2,  

NUM_STS = [2,1], and LTF_REP = [2,2] 

When the TXVECTOR parameter SECURE_LTF_FLAG is equal to 0, EHT-LTFs as defined in 36.3.19a 
are used in the EHT Ranging NDP. There is a single EHT-LTF User Block field in an EHT-LTF field, and 
the total number of EHT-LTF symbols in the EHT-LTF field is the product of the number of symbols in an 
EHT-LTF Repetition Block, 𝑁ாு்ି௅்ி , and the number of EHT-LTF repetitions, given in LTF_REP. 

The construction of the EHT-LTFs in an EHT Ranging NDP is done by repeating the steps in 36.3.19a 
LTF_REP times, i.e., the value of LTF_REP is the number of EHT-LTF Repetition Blocks in the EHT-LTF 
User Block field. If the TXVECTOR parameter SECURE_LTF_FLAG is equal to 0, all the EHT-LTF 
symbols belong to a single EHT-LTF User Block field. 

When the TXVECTOR parameter SECURE_LTF_FLAG is equal to 1, secure EHT-LTFs as defined in 
36.3.19b are used, and the Packet Extension field is partially replaced by a zero power GI in its first 1.6 µs, 
see Figure 36-58d. For the secure EHT-LTF symbol or Packet Extension field with zero power GI, the time 
domain signal has zero power during the period of the GI. The repetitions of the EHT-LTF symbols are 
repetitions of the EHT-LTF Repetition Block. The randomized EHT-LTF sequences are different in each of 
the EHT-LTF Repetition Blocks. The total number of EHT-LTF symbols in an EHT-LTF User Block field 
is the product of the number of symbols in an EHT-LTF Repetition Block, 𝑁ாு்ି௅்ி, and the number of 
EHT-LTF repetitions given in LTF_REP. 

For secure EHT-LTF transmissions, the number of EHT-LTF repetitions given in LTF_REP shall be greater 
than 1. 

L-STF L-LTF L-SIG RL-
SIG U-SIG EHT-

SIG
EHT-
STF PE

8 µs 8 µs 4 µs 4 µs 8 µs 4 µs 4 µs 8 µs8 µs per EHT-LTF

Secure
EHT-LTF 1 ... Secure

EHT-LTF n

1.6 µs zero-power GI  
Figure 36-58d—EHT Ranging NDP format with secure EHT-LTFs 

NOTE 2—The intended receiver of the Secure EHT-LTFs can use implementation-specific methods to detect the 
occurrence of an attack. It can explore the EHT-LTF repetitions to check the consistency of the channel estimation or the 
signal-to-interference ratio (SIR) drop from the impact of an attack. See Annex AE for more details on the SIR drop due 
to an attack. 

The secure EHT-LTFs of each User Block field are concatenated and form the EHT-LTF field of an EHT 
Ranging NDP; the total number of EHT-LTF symbols in an EHT-LTF field shall not exceed a maximum of 
64 secure EHT-LTF symbols over all users, all space time streams, and the number of EHT-LTF repetitions. 
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In each EHT-LTF User Block field within the EHT-LTF field, the number of transmit antennas shall be equal 
to the number indicated in NUM_STS for the corresponding EHT-LTF User Block field and may vary from 
one EHT-LTF User Block field to another. Within the EHT-STF field, the number of transmit antennas 
should match the number of transmit antennas in the first EHT-LTF User Block field. In the pre-EHT 
modulated fields, the number of transmit antennas shall be no less than the minimum number of transmit 
antennas in any of the EHT modulated fields. The sum of the transmit power across all transmit antennas 
shall remain constant throughout the entire EHT Ranging NDP. 

36.3.19a.2 EHT TB Ranging NDP 

The format of an EHT TB Ranging NDP is shown in Figure 36-58e. 

L-STF L-LTF L-SIG U-SIGRL-SIG EHT-LTF 1 EHT-LTF n... PE

8 µs 8 µs 8 µs4 µs 4 µs 8 µs 8 µs
8 µs per EHT-LTF symbol using 2x EHT-LTF

EHT-STF

 

Figure 36-58e—EHT TB Ranging NDP format  
 

The EHT TB Ranging NDP has the following properties: 

— Uses the EHT TB PPDU format but without the Data field. 

— The U-SIG field is encoded in the same way as in the EHT TB PPDU, i.e, the UL/DL field is set to 
1 and the PPDU Type And Compression Mode field is set to 0. 

— The EHT-STF field in EHT TB Ranging NDP is the same as the EHT-STF field in an EHT TB 
PPDU.  

— Uses EHT-LTFs or secure EHT-LTFs when the TXVECTOR parameter SECURE_LTF_FLAG is 
set to 0 or 1, respectively.  

— Secure EHT-LTFs use randomized EHT-LTF sequences, pseudorandom and deterministic per 
stream phase rotation and, when the TXVECTOR parameter TX_WINDOW_FLAG is set to 1, a 
frequency domain flat top window is used instead of the frequency domain rectangular window; see 
36.3.19b. 

— It uses EHT-LTF repetitions, if indicated in the TXVECTOR parameter LTF_REP by values larger 
than one.   

— The EHT-LTF field of an EHT TB Ranging NDP consists of a single EHT-LTF User Block field.  
The EHT-LTF User Block field contains one or more EHT-LTF Repetition Blocks, and the number 
of EHT-LTF Repetition Blocks is equal to LTF_REP. Each EHT-LTF Repetition Block in the EHT-
LTF User Block field comprises of one or more EHT-LTF symbols, NEHT-LTF specified in the 
Common Info field within the Sounding Ranging Trigger frame. 

— The only supported mode is the 2x EHT-LTF with 1.6 µs GI. The other combinations of EHT-LTF 
modes and GI duration are disallowed. No energy is transmitted during the GI of the EHT-LTF 
symbols when secure EHT-LTF are used, which is referred to as a zero power GI. 

— Has a Packet Extension (PE) field that is 8 µs in duration. No energy is transmitted during the first 
1.6 µs of the PE field if the EHT-LTF field is using the secure EHT-LTF, similar to no energy being 
transmitted during the GI of EHT-LTF symbols.   

— No beamforming steering matrix is applied to the waveform.   
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— For transmission of EHT-LTFs, if NSS equals NTX, the Q matrix shall be an identity matrix, and if 
NSS is less than NTX, the Q matrix shall be an antenna selection matrix with no antenna swapping. 
The Q matrix becomes an identity matrix when all 0 rows are removed.   

The number of EHT-LTF symbols in an EHT TB Ranging NDP is the product of the number of EHT-LTF 
symbols in an EHT-LTF Repetition Block, NEHT-LTF, and the number of EHT-LTF repetitions, given in 
LTF_REP. A value of LTF_REP equal to 1 indicates no repetition, i.e., a single EHT-LTF Repetition Block 
is included in the EHT-LTF User Block field, and a value of LTF_REP greater than 1 indicates the use of 
repetitions, i.e., multiple ETH-LTF Repetition Blocks are included in the EHT-LTF User Block field. The 
sum of transmit power shall remain constant throughout the entire EHT TB Ranging NDP. 

When the TXVECTOR parameter SECURE_LTF_FLAG is set to 0, EHT-LTFs as defined in 36.3.19a are 
used in each EHT-LTF Repetition Block.  

When the TXVECTOR parameter SECURE_LTF_FLAG is set to 1, secure EHT-LTFs as defined in 
36.3.19b are used in the EHT-LTF Repetition Blocks, and the Packet Extension field shall be partially 
replaced by a zero power GI in its first 1.6 µs; see Figure 36-58f. The repetitions of the EHT-LTF symbols 
form the EHT-LTF Repetition Blocks. The randomized EHT-LTF sequences are different in each EHT-LTF 
Repetition Block. 

1.6 µs zero power GI

L-STF L-LTF L-SIG U-SIGRL-SIG ...

8 µs 8 µs 8 µs4 µs 4 µs 8 µs 8 µs
8 µs per Secure EHT-LTF with zero power GI

Secure 
EHT-LTF 1

Secure
EHT-LTF n PEEHT-STF

 
Figure 36-58f—EHT TB Ranging NDP with secure EHT-LTFs 

36.3.19b EHT-LTF field using secure EHT-LTF 

36.3.19b.1 Introduction 

The EHT-LTF field using secure EHT-LTF is similar to the EHT-LTF field, see 36.3.19a, with the following 
differences: 

⎯ The EHT-LTF sequence is replaced by the randomized LTF sequence described in 36.3.19b.2. 

⎯ The conventional GI is replaced by a zero power GI. 

⎯ There are no single stream pilot subcarriers in the secure EHT-LTFs, all subcarriers are mapped using 
the 𝑃ாு்ି௅்ி matrix. 

⎯ No CSD is applied to the space-time streams. 

⎯ Each spatial stream has a per stream pseudorandom and deterministic phase rotation applied to all 
the subcarriers. 

⎯ A frequency domain flat top window is applied to the secure EHT-LTF when configured.  

36.3.19b.2 Generation of a randomized secure EHT-LTF sequence for the 320 MHz secure 
NDP 

The secure EHT-LTF sequence is constructed using pseudorandom 64-QAM modulation. Pseudorandom 
octets defined in 11.21.6.4.5.4 are used in the construction of the pseudorandom 64-QAM values. 
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The first seven pseudorandom octets (𝑂𝑐𝑡𝑒𝑡଴-𝑂𝑐𝑡𝑒𝑡଺) in the secure NDP are used for per stream phase 
rotations, see 27.3.20.3. Starting with 𝑂𝑐𝑡𝑒𝑡଻, these pseudorandom octets are used for the construction of 
pseudorandom 64-QAM values in the secure EHT-LTF sequences.  
 
The following text describes the mapping of pseudorandom octets to the nonzero entries of the 320 MHz 
secure 2x EHT-LTF sequence, and then the construction of the 64-QAM values for each nonzero entry of the 
secure EHT-LTF sequence. 

The construction of the 320 MHz secure LTF sequence uses a segment parser to divide the pseudorandom 
octets between the four sequences, one for each of the four 80 MHz subblocks. The subblocks are enumerated 
first to last, starting from the lowest frequencies to the highest. Figure 36-58g illustrates the segment parser 
distribution of pseudorandom octets between the sequences for each of the 80 MHz subblocks. 
 

8 Segment 
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Octet 
Stream

Fourth 80 MHz Sequence

...

Index = -500
Index = -498

Index = 498
Index = 500

64QAM
Modulator

8

64QAM
Modulator

8

First 80 MHz Sequence

...

Index = -500
Index = -498

Index = 498
Index = 500

Second 80 MHz Sequence

...

Index = -500
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Index = 498
Index = 500

Third 80 MHz Sequence
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Index = -500
Index = -498

Index = 498
Index = 500

64QAM
Modulator

8

64QAM
Modulator

8

 
Figure 36-58g—Segment parser distributing pseudorandom octets to the sequences for 

each of the four 80 MHz subblocks in the 320 MHz secure EHT-LTF 

 
The indices of the nonzero entries of each 80 MHz subblock’s secure 2x EHT-LTF sequence are given by 
the nonzero entries of the 2x EHT-LTF sequence in Equation (36-39).  
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Figure 36-58h—Segment parser example with one 40 MHz subband punctured  

 
Puncturing is applied directly on the subcarriers of the punctured 20 MHz subchannels indicated in the 
TXVECTOR parameter INACTIVE_SUBCHANNELS and does not affect the 64-QAM values mapped to 
other 20 MHz subchannels. See Figure 36-58h for an illustration of the mapping of values to subcarriers 
when the first two 20 MHz subbands are punctured. 

There are up to 64 secure EHT-LTF sequences in an NDP. For notational convenience, the EHT-LTF 
sequence number is indicated with the integer 𝑛, which is an integer between one and 64. Since each secure 
EHT-LTF sequence is used to generate each of the EHT-LTF symbols, 𝑛 also indicates the EHT-LTF symbol 
number. Table 36-62a provides the pseudorandom octet index for each nonzero subcarrier index for the 𝑛-th 
quadruplet of 80 MHz subblocks. 
 

Table 36-62a—Pseudorandom octet index for each nonzero subcarrier index in the n-th 
quadruplet of 80 MHz segments 

80 MHz subblocks Secure EHT-LTF tone 
index Pseudorandom octet index 

First –500 7 +  ሺ𝑛 − 1ሻ × 1992 
Second –500 8 +  ሺ𝑛 − 1ሻ × 1992 
Third –500 9 +  ሺ𝑛 − 1ሻ × 1992 
Fourth –500 10 +  ሺ𝑛 − 1ሻ × 1992 
First –498 11 +  ሺ𝑛 − 1ሻ × 1992 
Second –498 12 +  ሺ𝑛 − 1ሻ × 1992 ⋮ ⋮ ⋮ 
First –4 999 +  ሺ𝑛 − 1ሻ × 1992 
Second –4 1000 + ሺ𝑛 − 1ሻ × 1992 
Third –4 1001 + ሺ𝑛 − 1ሻ × 1992 
Fourth –4 1002 + ሺ𝑛 − 1ሻ × 1992 
First 4 1003 + ሺ𝑛 − 1ሻ × 1992 
Second 4 1004 + ሺ𝑛 − 1ሻ × 1992 
Third 4 1005 + ሺ𝑛 − 1ሻ × 1992 
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80 MHz subblocks Secure EHT-LTF tone 
index Pseudorandom octet index 

Fourth 4 1006 + ሺ𝑛 − 1ሻ × 1992 ⋮ ⋮ ⋮ 
Third 498 1993 + ሺ𝑛 − 1ሻ × 1992 
Fourth 498 1994 + ሺ𝑛 − 1ሻ × 1992 
First 500 1995 + ሺ𝑛 − 1ሻ × 1992 
Second 500 1996 + ሺ𝑛 − 1ሻ × 1992 
Third 500 1997 +  ሺ𝑛 − 1ሻ × 1992 
Fourth 500 1998 + ሺ𝑛 − 1ሻ × 1992 

 
All entries in the 320 MHz secure EHT-LTF sequence corresponding to indices of values set to 0 in Equation 
(36-39) shall be set to 0.  
 
The six least significant bits 𝐵଴,𝐵ଵ,𝐵ଶ,𝐵ଷ,𝐵ସ,𝐵ହ of an octet are used in the construction of the 64-QAM 
value, as specified in Table 17-18. 

36.3.19b.3 Frequency domain windowing in EHT-LTF field using secure EHT-LTF 

The frequency domain windowing function 𝑤ி஽(𝑘) is applied to the subcarriers modulated with the secure 
EHT-LTF sequence 𝑋௞,௡௠ . It follows the definition in 27.3.20.4, with the addition of 𝑁ி஽ = 8192 

for the bandwidth of 320 MHz. 

36.3.19b.4 Construction of secure EHT-LTF symbols 

The construction of the n-th secure EHT-LTF symbol is achieved as follows: 

a) Sequence generation: Construct the n-th randomized EHT-LTF sequence 𝑋௞,௥,௡௨  in the frequency 
domain over the bandwidth indicated by CH_BANDWIDTH as described in 36.3.19b.2. 

b) Apply the frequency domain window function 𝑤ி஽(𝑘) to all the tones of the secure EHT-LTF 
sequence. The frequency domain window can be the rectangular window or flat top window, when 
the TXVECTOR parameter TX_WINDOW_FLAG is set to 0 or 1, respectively. 

c) Apply the 𝑃ாு்ି௅்ி matrix to all tones of the secure EHT-LTF sequence.  

d) Apply per spatial stream phase rotation: Generate the pseudorandom phase rotation for each spatial 
stream. Apply the pseudorandom phase rotation along with the deterministic phase rotation to the 
spatial streams as described in 27.3.20.3. 

e) Apply a zero CSD on each space-time stream, which is equivalent to no CSD per space-time 
stream. 

f) There is no spatial mapping; the Q matrix is a block identity matrix. 

g) IDFT: Compute the inverse discrete Fourier transform. 

h) Insert zero power GI: Prepend values of zero of length indicated by the TXVECTOR parameter 
GI_TYPE.  
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i) Analog and RF: Upconvert the resulting complex baseband waveform associated with each transmit 
chain to an RF signal according to the center frequency of the desired channel and transmit. 

36.3.20 Transmit specification 

 
Insert the following new subclause after 36.3.20.4.4. 

36.3.20.5 Time of departure accuracy 

The Time of Departure accuracy test evaluates TIME_OF_DEPARTURE against aTxPHYTxStartRMS and 
aTxPHYTxStartRMS against TIME_OF_DEPARTURE_ACCURACY_TEST_THRESH as defined in 
Annex P with the following test parameters: 

—  MULTICHANNEL_SAMPLING_RATE is: 320 ×  10଺ ቀ1 + ቒ ௙ಹି௙ಽଷଶ଴ MHzቓቁ sample/s, for a CH_BANDWIDTH parameter equal to CBW320 
where 

fH is the nominal center frequency in Hz of the highest channel in the channel set 
fL is the nominal center frequency in Hz of the lowest channel in the channel set, the channel set 

is the set of channels upon which frames providing measurements are transmitted, and the 
channel set comprises channels uniformly spaced across. 

—  FIRST_TRANSITION_FIELD is L-STF. 

—  SECOND_TRANSITION_FIELD is L-LTF. 

—  TRAINING_FIELD is L-LTF windowed in a manner that should approximate the windowing 
described in 17.3.2.5with TTR = 100 ns. 

—  TIME_OF_DEPARTURE_ACCURACY_TEST_THRESH is 80 ns. 

NOTE—The indicated windowing applies to the time of departure accuracy test equipment, and not the transmitter or 
receiver. 
 
Change 36.3.22 as follows: 

36.3.22 EHT transmit procedure 

The PHY indicates the state of the primary channel and other channels (if any) via the PHY-CCA.indication 
primitive (see 36.3.21.6 and 8.3.5.12). Transmission of the PPDU shall be initiated by the PHY after receiving 
the PHY-TXSTART.request primitive (containing TXVECTOR). The TXVECTOR elements for the PHY-
TXSTART.request primitive are specified in Table 36-1. 

Transmission of the PHY preamble may start if TIME_OF_DEPARTURE_REQUESTED is false and shall 
start immediately if TIME_OF_DEPARTURE_REQUESTED is true, based on the parameters passed in the 
PHY-TXSTART.request primitive. 

If all of the following conditions are met: 

⎯ if dot11TODImplemented and dot11TODActivated are true or dot11TimingMsmtActivated is 
true, 

⎯  the TXVECTOR parameter TIME_OF_DEPARTURE_REQUESTED is true,  
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then the PHY shall issue a PHY-TXSTART.confirm primitive (containing TXSTATUS) to the MAC, setting 
the TIME_OF_DEPARTURE parameter to the value of the time when the first frame energy is sent by the 
transmitting port and providing the corresponding clock rate in the TIME_OF_DEPARTURE_ClockRate 
parameter within the TXSTATUS vector. If dot11TimingMsmtActivated is true, then the PHY shall also set 
the value of TX_START_OF_FRAME_OFFSET parameter in the TXSTATUS vector as described in 15.2.4. 

36.3.23 EHT receive procedure 

Change the second paragraph as follows:  

This receive procedure and state machine do not describe the operation of optional features, such as EHT 
Ranging NDP and EHT TB Ranging NDP. If the detected format indicates a non-HT PPDU, refer to the 
receive procedure and state machine in Clause 15, Clause 16, Clause 17, and Clause 18. If the detected format 
indicates an HT PPDU format, refer to the receive procedure and state machine in Clause 19. If the detected 
format indicates a VHT PPDU format, refer to the receive procedure and state machine in Clause 21. If the 
detected format indicates an HE PPDU format, refer to the receive procedure and state machine in Clause 27. 
Through station management (via the PLME), the PHY is set to the appropriate frequency as specified in 
36.4. The PHY has also been configured with BSS identification information and STA identification 
information (i.e., BSS color value and STA-ID) so that it can receive data intended for the STA in the specific 
BSS. Other receive parameters, such as RSSI and indicated DATARATE, can be accessed via the PHY SAP. 
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Annex B 

(normative) 

Protocol Implementation Conformance Statement (PICS) 

B.2.2 General abbreviations for Item and Support columns 

Insert the definition for EPP in the abbreviation list. 

EPP enhanced positioning physical layer (PHY) 

 
Change the text below in B.4.3 IUT configuration: 
 

B.4.3 IUT configuration 

Item IUT configuration References Status Support 

*CFTB Support for FTM TB sounding 11.21.6.4.3  (CFHE OR 
CFEHT):O  
 

Yes  No  

*CFNTB Support for FTM Non TB sounding 11.21.6.4.4  (CFHE OR 
CFEHT OR 
CFNGV):  
:O 

Yes  No  

*CFPTB Support for Passive Sounding  11.21.6.4.8  (CFHE OR 
CFEHT): O 

Yes  No  

*CFPASN Support for PASN 12.12  PC34:O Yes  No  

*CFPSEC Support for PHY security, ability to 
transmit and receive secure LTF 
waveforms for TB and non-TB 
operation. 

11.2.6.4.6 
 

PC34 AND 
(CFHE OR 
CFEHT):O 

Yes  No  
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B.4.37 Enhanced positioning (Ranging) features 

Change the text identified below in B.4.37.2 EP PHY features: 

B.4.37.2 EP PHY features  

Item Protocol capability References Status Support 

 Are the following PHY 
protocol features supported? 

   

EPP1 EP TB and non-TB 
measurement exchange 
waveforms 

27.3 
36.3  

  

EPP1.1  HE ranging NDP 27.3.19.1 (CFTB OR 
CFNTB OR 
CFPTB):M 

Yes  No  
N/A 

EPP1.2  
HE ranging NDP with secure 
LTFs 

27.3.19.1 
 

(CFTB OR 
CFNTB):M 
CFPASN:M 
CFPSEC:M 

Yes  No  
N/A  

EPP1.3 HE TB ranging NDP  27.3.19.2 
 

CFTB:M Yes  No  
N/A  

EPP1.4 HE TB ranging NDP with 
secure LTFs 

27.3.19.2 
 

CFPASN:M 
CFPSEC:M 
CFTB:M 
 

Yes  No  
N/A  

EPP1.5  EHT ranging NDP 36.3.4.1 (CFTB OR 
CFNTB OR 
CFPTB):O 

Yes  No  
N/A  

EPP1.6  
EHT ranging NDP with secure 
LTFs 

36.3.4.1 (CFTB OR 
CFNTB):O 
CFPASN:O 
CFPSEC:O 

Yes  No  
N/A  

EPP1.7 EHT TB ranging NDP  36.3.4.2 CFTB:O Yes  No  
N/A  

EPP1.8 EHT TB ranging NDP with 
secure LTFs 

36.3.4.2 CFPASN:O 
CFPSEC:O 
CFTB:O 
 

Yes  No  
N/A  

Authorized licensed use limited to: song chao. Downloaded on April 23,2026 at 14:44:12 UTC from IEEE Xplore.  Restrictions apply. 



IEEE Std 802.11bk-2025 
IEEE Standard for Information Technology—Telecommunications and Information Exchange between Systems—  

Local and Metropolitan Area Networks—Specific Requirements 
Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications 

Amendment 3: 320 MHz Positioning 
 

 
100 

Copyright © 2025 IEEE. All rights reserved. 

Annex C 
 
(normative) 
 

ASN.1 encoding of the MAC and PHY MIB 

C.3 MIB detail 

 
Change the text identified below in C.3: 
 
dot11SecureLTFImplemented OBJECT-TYPE 
SYNTAX TruthValue 
MAX-ACCESS read-only 
STATUS current  
DESCRIPTION 
"This is a capability variable. 
Its value is determined by device capabilities. 
This attribute, when true, indicates that a secure HE-LTF measurement 
exchange protocol (see 11.21.6.4.5 (Secure HE-LTF in the TB and non-TB 
ranging measurement exchange protocol(11az)))is implemented. The 
capability is disabled otherwise.” 
REFERENCE "IEEE Std 802.11-2020 Subclause 11.21.6.4.5” 
::= { dot11WirelessMgmtOptionsEntry 54 }  
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Annex AE 

(informative) 

SIR-based attack detection  

Change Annex AE as follows: 
 
The presence of attack will cause the receiver SINR drop. Given the measured noise floor, the SINR can map 
to a signal to interference ratio (SIR). In this annex, an analysis is shown to illustrate the impact of attack on 
SIR drop.  
 
Assume that an attacker observes the Secure HE-LTF symbol for a duration of Tob, referred to as the 
observation period; see Figure AE-1. The attacker can use these observations to generate an attack signal 
over the duration Tc, referred to as the computation period. Finally, the attacker will transmit the attack signal 
during the attack period, Ta, to create a false first path of arrival that has an earlier arrival time than the true 
first path of arrival. 
 
 
Replace Figure AE-1 with the following figure: 
 
 
 
 
 
 
 

Figure AE-1—Attacking secure HE-LTF symbols  
 
A side effect of creating the false first path of arrival is that the attacker will also generate interference at the 
intended receiver. If we assume that the attack signal has a correlation of 𝜌 with the true Secure HE-LTF 
signal and creates a false first path of arrival with a relative power level of FFP (dB), then the signal-to-
interference ratio (SIR) that is seen by the intended receiver will be: 
 

SIR(dB) = −𝐹𝐹𝑃(dB) + 10 log10(𝜌ଶ𝑇௔) − 10log10(1 − 𝜌ଶ𝑇௔) 
 
When an attacker is present, the interference introduced by the attacker will lead to an SIR drop and the value 
will depend on the relative power level of FFP, correlation, and attack period.  
 
For example, if FFP = –10 dB, then the expected SIR levels for different values of 𝜌 and Ta are shown in the 
Figure AE-2. 
 

 

Secure LTF OFDM symbol 

Observation period Computation period Attack period 
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Figure AE-2—Received SIR after attack 

 
From this figure, we see it can be seen that as the correlation of the attack signal decreases or the attack 
duration decreases, the SIR will drop even further.  
 
Therefore, the presence of an attacker can be detected by looking for drops in the SIR over a single, or 
multiple, HE-LTF repetitions. The exact details of the algorithm are left to the implementer.  
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