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Abstract: This amendment specifies modifications to the IEEE Std 802.11 medium access control
(MAC) sublayer mechanisms to preserve the existing services that might otherwise be restricted in
environments where STAs in extended service set (ESS) use randomized or changing MAC
addresses, without affecting the privacy of the users corresponding to the STAs. User privacy
includes exposure of trackable information to third parties or exposure of an individual’s presence
of behavior.

This amendment introduces mechanisms to enable session continuity in the absence of unique
MAC address-to-STA mapping. For STAs in an ESS that use randomized or changing MAC
addresses, this amendment preserves the ability to provide customer support, conduct network
diagnostics and troubleshooting, and detect device arrival in a trusted environment.
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Important Notices and Disclaimers Concerning IEEE Standards
Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.
These notices and disclaimers, or a reference to this page (https://standards.ieee.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers Concerning
IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within IEEE Societies and subcommittees of IEEE Standards
Association (IEEE SA) Board of Governors. IEEE develops its standards through an accredited consensus
development process, which brings together volunteers representing varied viewpoints and interests to
achieve the final product. IEEE standards are documents developed by volunteers with scientific, academic,
and industry-based expertise in technical working groups. Volunteers are not necessarily members of IEEE
or IEEE SA and participate without compensation from IEEE. While IEEE administers the process and
establishes rules to promote fairness in the consensus development process, IEEE does not independently
evaluate, test, or verify the accuracy of any of the information or the soundness of any judgments contained
in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all
warranties, express or implied, concerning this standard, including but not limited to the warranties of
merchantability, fitness for a particular purpose and non-infringement. IEEE Standards documents do not
guarantee safety, security, health, or environmental protection, or guarantee against interference with or
from other devices or networks. In addition, IEEE does not warrant or represent that the use of the material
contained in its standards is free from patent infringement. IEEE Standards documents are supplied “AS IS”
and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there
are no other ways to produce, test, measure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person or entity to another. Any person utilizing any IEEE Standards document, should rely upon their
own independent judgment in the exercise of reasonable care in any given circumstances or, as appropriate,
seek the advice of a competent professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus balloting process involves the review of documents in English only. In the event that an
IEEE standard is translated, only the English version published by IEEE is the approved IEEE standard.

Use by artificial intelligence systems

In no event shall material in any IEEE Standards documents be used for the purpose of creating, training,
enhancing, developing, maintaining, or contributing to any artificial intelligence systems without the
express, written consent of IEEE SA in advance. “Artificial intelligence” refers to any software, application,
or other system that uses artificial intelligence, machine learning, or similar technologies, to analyze, train,
process, or generate content. Requests for consent can be submitted using the Contact Us form.

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board
Operations Manual shall not be considered or inferred to be the official position of IEEE or any of its
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter’s views should be considered the personal views of that individual rather
than the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group. Statements
made by volunteers may not represent the formal position of their employer(s) or affiliation(s).

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations,
consulting information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of its Societies and subcommittees of the IEEE SA Board of
Governors are not able to provide an instant response to comments, or questions except in those cases where
the matter has previously been addressed. For the same reason, IEEE does not respond to interpretation
requests. Any person who would like to participate in evaluating comments or in revisions to an IEEE standard
is welcome to join the relevant IEEE working group. You can indicate interest in a working group using the
Interests tab in the Manage Profile & Interests area of the [IEEE SA myProject system.1 An IEEE Account is
needed to access the application.

Comments on standards should be submitted using the Contact Us form.”

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory
requirements. Implementers of the standard are responsible for observing or referring to the applicable

I Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
2 Available at: https:/standards.ieee.org/content/ieee-standards/en/about/contact/index.html.
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regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownership in the context of assessing and using the standards in compliance with applicable laws and
regulations.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, neither IEEE nor its licensors waive any rights in copyright
to the documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license
to photocopy portions of any individual standard for company or organizational internal use or individual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400;
https://www.copyright.com/. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time
by the issuance of new editions or may be amended from time to time through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point in time consists of the current edition of the
document together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended
through the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE.? For more
information about the IEEE SA or IEEE’s standards development process, visit the IEEE SA Website.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard number
and year of approval to access the web page of the published standard. Errata links are located under the

3 Available at: https://ieeexplore.ieee.org/browse/standards/collection/ieee.
4 Available at: https://standards.ieee.org/standard/index.html.
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Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to
periodically check for errata.

Patents

IEEE standards are developed in compliance with the IEEE SA Patent Policy.’

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the
existence or validity of any patent rights in connection therewith. If a patent holder or patent applicant has
filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

Technologies, application of technologies, and recommended procedures in various industries evolve over
time. The IEEE standards development process allows participants to review developments in industries,
technologies, and practices, and to determine what, if any, updates should be made to the IEEE standard.
During this evolution, the technologies and recommendations in IEEE standards may be implemented in
ways not foreseen during the standard’s development. IEEE standards development activities consider
research and information presented to the standards development group in developing any safety
recommendations. Other information about safety practices, changes in technology or technology
implementation, or impact by peripheral systems also may be pertinent to safety considerations during
implementation of the standard. Implementers and users of IEEE Standards documents are responsible for
determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.

5 Available at: https://standards.ieee.org/about/sasb/patcom/materials.html.
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Introduction

This introduction is not part of IEEE Std 802.11bh-2024, IEEE Standard for Information Technology—
Telecommunications and Information Exchange between Systems—Local and Metropolitan Area Networks—
Specific Requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications—Amendment 1: Operation with Randomized and Changing MAC Addresses.

This amendment specifies modifications to the IEEE Std 802.11 medium access control (MAC) sublayer
mechanisms to preserve the existing services that might otherwise be restricted in environments where STAs
in an extended service set (ESS) use randomized or changing MAC addresses, without affecting the privacy
of the users corresponding to the STAs. User privacy includes exposure of trackable information to third
parties or exposure of an individual’s presence of behavior.

This amendment introduces mechanisms to enable session continuity in the absence of unique MAC
address-to-STA mapping. For STAs in an ESS that use randomized or changing MAC addresses, this
amendment preserves the ability to provide customer support, conduct network diagnostics and
troubleshooting, and detect device arrival in a trusted environment.
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IEEE Standard for Information technology—

Telecommunications and information exchange between systems
Local and metropolitan area networks—

Specific requirements

Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) Specifications

Amendment 1: Operation with Randomized and
Changing MAC Addresses

NOTE—The editing instructions contained in this amendment define how to merge the material contained therein into
the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in bold italic. Four editing instructions are used: change, delete, insert, and replace.
Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the change
and describes what is being changed by using strikethreugh (to remove old material) and underscore (to add new
material). Delete removes existing material. Insert adds new material without disturbing the existing material. Insertions
may require renumbering. If so, renumbering instructions are given in the editing instruction. Replace is used to make
changes in figures or equations by removing the existing figure or equation and replacing it with a new one. Editing
instructions, change markings, and this NOTE will not be carried over into future editions because the changes will be
incorporated into the base standard.
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IEEE Std 802.11-2024
IEEE Standard for Information Technology—Local and Metropolitan Area Networks—Specific Requirements
Part 11: Wireless LAN MAC and PHY Specifications—
Amendment 1: Operation with Randomized and Changing MAC Addresses

1. Overview

1.3 Supplementary information on purpose

Insert the following at the end of the list:

—  Defines a mechanism to enable private (from third parties) device identification of IEEE 802.11
STAs that use randomized or changing MAC addresses.

3. Definitions, acronyms, and abbreviations

3.2 Definitions specific to IEEE Std 802.11

Insert the following definitions maintaining alphabetical order:
device identifier (ID): [device ID] An ID provided by an access point (AP) in an extended service set (ESS)
to a non-access point (non-AP) station (STA) to allow the non-AP STA to identify itself to that same ESS

during association at a future time.

identifiable random medium access control (MAC) address: [IRM] A random local MAC address
provided by a non-access point (non-AP) station (STA) to identify itself to an extended service set (ESS).

measurement identifier (ID): [measurement ID] A transient device ID that an extended service set (ESS)
can provide to a non-access point (non-AP) station (STA) to allow the non-AP STA to identify itself to
another access point (AP) in the same ESS during a beacon report measurement procedure.

preassociation security negotiation identifier (ID): [PASN ID] A device ID that an extended service set

(ESS) can provide to a non-access point (non-AP) station (STA) to allow the non-AP STA to identify itself
to a known ESS during PASN authentication at a future time.

3.4 Abbreviations and acronyms
Insert the following acronym definition maintaining alphabetical order:

IRM identifiable random MAC address

4. General description

4.5 Overview of the services

4.5.4 Access control and data confidentiality services
4.5.4.10 MAC privacy enhancements

Change the last paragraph as follows.

To mitigate thissert-ef traffic analysis and tracking, a non-AP STA can support the ability to periodically
and randomly change its MAC addresses and reset counters and seeds prior to association. Such a non-AP

STA using the device ID mechanism, upon reconnecting to a network, can provide either a device ID or a
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IEEE Std 802.11-2024
IEEE Standard for Information Technology—Local and Metropolitan Area Networks—Specific Requirements
Part 11: Wireless LAN MAC and PHY Specifications—
Amendment 1: Operation with Randomized and Changing MAC Addresses

PASN ID previously provided by the network. Such a non-AP STA using the identifiable random MAC
address (IRM) mechanism, upon reconnecting to the network can provide the IRM the STA previously
provided to the network. Such a non-AP STA can use both device ID and IRM mechanisms concurrently.
Such a STA can also use a measurement ID, previously provided by the network, to assist while performing
beacon report measurement procedures. These mechanisms allow the network to recognize the STA while

providing protection against third party tracking or traffic analysis. When the network can recognize the
STA., it can map an already established shared identity state (see 12.2.12) to this STA, which can allow the

network to provide network acquisition steering and selection, or allow the network to connect transactional
information obtained preassociation or in a prior association to the device that is associating. While
discovering networks, a non-AP STA can refrain from gratuitously transmitting Probe Request frames
containing SSIDs of favored BSS networks.

6. Layer management

6.4 Table of MLME SAP interfaces

Insert the following row in Table 6-1 (header row shown for convenience).

Table 6-1—MLME SA interface

Service MLME-XXX Type References Comments
Name
IRM IRMDUPLICATE 1 9.6.36 (IRM Action See 12.2.13.2
Duplicate frame details) (Identifiable random
MAC address (IRM))

6.5 MLME SAP primitives
6.5.7 Associate
6.5.7.2 MLME-ASSOCIATE.request
6.5.7.2.2 Semantics of the service primitive
Change the primitive parameters list as follows (not all parameters are shown):
The primitive parameters are as follows:

MLME-ASSOCIATE.request(

Bevice ID

IRM,
VendorSpecificlnfo

)

Insert the following rows to the parameter description table before the VendorSpecificInfo row (header
row shown for convenience):
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Part 11: Wireless LAN MAC and PHY Specifications—
Amendment 1: Operation with Randomized and Changing MAC Addresses

Name Type Valid Range Description
Device ID | Device ID As defined in Specifies the device ID for the request-
element 9.4.2.316 ing STA. Optionally present if dot11-

FILSActivated is true and
dotl 1DevicelDActivated is true, other-
wise not present.

IRM IRM element | As defined in Specifies the IRM for the requesting
9.4.2.317 STA. Optionally present if dotl1 1FILS-
Activated is true and dotl IIRMActi-
vated is true, otherwise not present.

6.5.7.3 MLME-ASSOCIATE.confirm
6.5.7.3.2 Semantics of the service primitive
Change the primitive parameters list as follows (not all parameters are shown):
The primitive parameters are as follows:
MLME-ASSOCIATE.confirm(
Bevice ID
IRM,

PASN ID
VendorSpecificInfo

)

Insert the following rows to the parameter description table before the VendorSpecificInfo row (header
row shown for convenience):

Name Type Valid Range Description
Device ID | Device ID As defined in Specifies the device ID for the request-
element 9.4.2.316 ing STA. Optionally present if dot11-

FILSActivated is true and
dotl 1DevicelDActivated is true, other-
wise not present.

IRM IRM element | As defined in Specifies the IRM for the requesting
9.4.2.317 STA. Optionally present if dot1 1FILS-
Activated is true and dotl IIRMActi-
vated is true, otherwise not present.

PASNID | PASNID As defined in Specifies the PASN ID for the request-
element 9.4.2.320 ing STA. PASN ID is present if Device
ID is present; otherwise not present.
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Part 11: Wireless LAN MAC and PHY Specifications—
Amendment 1: Operation with Randomized and Changing MAC Addresses

6.5.7.4 MLME-ASSOCIATE.indication
6.5.7.4.2 Semantics of the service primitive
Change the primitive parameters list as follows (not all parameters are shown):
The primitive parameters are as follows:
MLME-ASSOCIATE.indication(
Bevice ID

IRM,
VendorSpecificlnfo

)

Insert the following rows to the parameter description table before the VendorSpecificInfo row (header
row shown for convenience):

Name Type Valid Range Description
Device ID | Device ID As defined in Specifies the device ID for the request-
element 9.4.2.316 (Device ID | ing STA. Optionally present if dotl1-
element) FILSActivated is true and

dotl1DevicelDActivated is true, other-
wise not present.

IRM IRM element | As defined in Specifies the IRM for the requesting
9.4.2.317 (IRM ele- STA. Optionally present if dotl1 1 FILS-
ment) Activated is true and dot1 1IRMActi-

vated is true, otherwise not present.

6.5.7.5 MLME-ASSOCIATE.response
6.5.7.5.2 Semantics of the service primitive
Change the primitive parameters list as follows (not all parameters are shown):
The primitive parameters are as follows:
MLME-ASSOCIATE.response(
Bevice ID
IRM,

PASN ID
VendorSpecificInfo

)
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Insert the following rows to the parameter description table before the VendorSpecificInfo row (header

IEEE Std 802.11-2024

Part 11: Wireless LAN MAC and PHY Specifications—

row shown for convenience):

Amendment 1: Operation with Randomized and Changing MAC Addresses

Name Type Valid Range Description
Device ID | Device ID As defined in Specifies the device ID for the request-
element 9.42.316 ing STA. Optionally present if dot11-
FILSActivated is true and
dotl1DevicelDActivated is true, other-
wise not present.
IRM IRM element | As defined in Specifies the IRM for the requesting
942317 STA. Optionally present if dotl1 1FILS-
Activated is true and dotl IIRMActi-
vated is true, otherwise not present.
PASNID | PASNID As defined in Specifies the PASN ID for the request-
element 9.4.2.320 ing STA. PASN ID is present if
Device ID is present; otherwise not
present.
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9. Frame formats

9.3 Format of individual frame types
9.3.3 (PV0) Management frames

9.3.3.5 Association Request frame format

Insert the following new rows before the Vendor Specific field of Table 9-64 (header row shown for
convenience.)

Table 9-64—Association Request frame body

Order Information Notes

61 Device ID If dot11DevicelDActivated is true and dot1 1FILSActivated is
true, the Device ID element is optionally present when using FILS
authentication; otherwise, it is not present.

62 IRM If dot1 1IRMActivated is true and dot11FILSActivated is true, the
IRM element is optionally present when using FILS authentica-
tion; otherwise, it is not present.

9.3.3.6 Association Response frame format

Insert the following new rows before the Vendor Specific field of Table 9-65 (header row shown for
convenience.)

Table 9-65—Association Response frame body

Order Information Notes

78 Device ID If dotl 1DevicelDActivated is true and dotl IFILSActivated is true,
the Device ID element is optionally present when using FILS
authentication; otherwise, it is not present.

79 IRM If dotl 1IRMActivated is true and dotl 1FILSActivated is true, the
IRM element is optionally present when using FILS authentication;
otherwise, it is not present.

80 PASN ID The PASN ID element is present if the Device ID element is present
and dotl IPASNActivated is true; otherwise, it is not present.

9.3.3.9 Probe Request frame format

Insert the following item into the appropriate place in Table 9-68 (header row shown for convenience.)

23
Authorized licensed use limited to: song cRERP YR A R%MN LﬁﬁiEZﬁ,ﬂdiB"ﬁﬁl@MO@gTC from IEEE Xplore. Restrictions apply.



IEEE Std 802.11-2024

IEEE Standard for Information Technology—Local and Metropolitan Area Networks—Specific Requirements
Part 11: Wireless LAN MAC and PHY Specifications

Amendment 1: Operations with Randomized and Changing MAC Addresses

Table 9-68—Probe Request frame body

Order

Information

Notes

43

Measurement ID

The Measurement ID element is optionally present if
dot11DeviceIDActivated is true

9.3.3.11 Authentication frame format

Change the following rows in Table 9-71 as shown (header row shown for convenience)

Table 9-71—Presence of fields and elements in Authentication frames

Authentication
algorithm

Authentication
transaction
sequence
number

Status Code

Presence of fields and elements from order 4
onward

PASN
Authentication

1

Reserved

RSNE is present.

RSNXE is present if any subfield of the Extended
RSN Capabilities field in this element, except the
Field Length subfield, is nonzero.

PASN Parameters element is present.

Timeout Interval element is optionally present.
Wrapped Data element is present if wrapped data
format in PASN Parameters element is nonzero and
not reserved.

Fragment element is optionally present if any of the
elements are fragmented.

Tunneled PASN element may be present.

PASN ID element is optionally present.

PASN
Authentication

Status

RSNE is present and PASN Parameters element is
present if Status Code field is 0.

RSNXE is present if any subfield of the Extended
RSN Capeabilities field in this element, except the
Field Length subfield, is nonzero.

Timeout Interval element is optionally present.
Wrapped Data element is present if wrapped data
format in PASN Parameters element is nonzero and
not reserved and Status Code field is 0.

PASN Encrypted Data element is optionally
present.

MIC element is present.

Fragment element may be present if any of the
elements are fragmented and Status Code field is
0. Tunneled PASN element is optionally present.

PASN
Authentication

Status

PASN Parameters element is present if Status Code
field is 0.

Wrapped Data element is present if wrapped data
format in PASN Parameters element is nonzero and
not reserved; and Status Code field is 0.

PASN Encrypted Data element is optionally
present.

MIC element is present.

Fragment element may be present if any of the
elements are fragmented and Status Code field is 0.
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9.4 Management and Extension frame body components
9.4.1.11 Action field

Insert the following new row into Table 9-81 as shown (header row shown for convenience).

Table 9-81—Category values

Code Meaning See subclause Robust Group
addressed
privacy
39 IRM 9.6.36 Yes No

9.4.2 Elements

9.4.2.1 General

Insert the following new rows in Table 9-130 (header row shown for convenience) as appropriate.

Table 9-130—Element IDs

Element Element ID Element ID Extensible Fragmentable
Extension

Device ID (see 255 138 Yes No
9.4.2.316)
IRM (see 255 139 Yes No
9.4.2.317)
PASN Encrypted 255 140 Subelements Yes
Data (see
9.4.2.319)
PASN ID (see 255 144 Yes No
9.4.2.320)
Measurement ID 255 145 No No
(see 9.4.2.318)

9.4.2.19.7 Beacon request

Insert the following two rows into Table 9-142 after the row of subelement ID 164 (header row shown for
convenience) and update the following row as shown.
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Table 9-142—Optional subelement IDs for Beacon request

Subelement ID Name Extensible
166 IRM Recommendation No
167 Measurement ID No
1+65168-220 Reserved

Insert the following paragraphs after the paragraph beginning “The Last Beacon Report Indication
Request” as shown.

The IRM Recommendation subelement has the format defined in Figure 9-1074b, with the Length field set
to 0. When the IRM Recommendation subelement is included in a Beacon request, it requests the responding
STA use an IRM in the Address 2 field in the Probe Request frames the STA transmits. The Measurement
ID element has the format defined in Figure 9-1074c. When the Measurement ID element is included in a
Beacon request, it requests the responding STA include the provided Measurement ID element in the Probe
Request frames the STA transmits.

A Beacon request does not include both an IRM Recommendation subelement and a Measurement 1D

subelement.

9.4.2.23.3 AKM Suites

Insert the following new row in Table 9-190 (header rows shown for convenience).

Table 9-190—AKM suite selectors

(010) 1 Suite Meaning Authentication | Cipher suite
type . algorithm selector
Authentication Key Key .
L. numbers (see restriction
type Management derivation 9.4.1.1)
type type o
00-0F-AC 26 PASN with N/A N/A N/A N/A
defined key wrap
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9.4.2.240 RSNXE

Insert the following new rows in Table 9-373 (header row shown for convenience).

Table 9-373—Extended RSN Capabilities field

Bit

Information

Notes

16

Device ID Support

A STA sets the Device ID Support field to 1 when dotl 1DeviceIDActivated
is true to indicate that the device ID mechanism is supported. Otherwise, the
STA sets the Device ID Support field to 0.

17

IRM Support

A STA sets the IRM Support field to 1 when
dot1 1IRMActivated is true to indicate that the IRM mechanism is supported.
Otherwise, the STA sets the IRM Support field to 0.

18

KEK In PASN

The field is set to 1 when dot] IKEKPASNACctivated is true to indicate sup-
port for deriving a KEK when using PASN. Otherwise, the field is set to 0.

Insert the following subclauses after the last subclause in 9.4.2:

9.4.2.316 Device ID element

The format of the Device ID element is shown in Figure 9-1074a.

Octets:

Element ID Device ID Device ID :
Element ID Length Extension Length Status Device ID
1 1 1 1 Oor1 variable

Figure 9-1074a—Device ID element format

The Element ID, Length, and Element ID Extension fields are defined in 9.4.2.1.

The Device ID Length field is set to the number of octets in the Device ID field.

When the element is sent from an AP, the Device ID Status field contains one of the values shown in

Table 9-417a.

Table 9-417a—Device ID Status field values

Device ID Name Meaning
Status
0 Recognized Indicates that the device ID has been recognized.
1 Not Recognized Indicates that the device ID has not been recognized.
2 Not Applicable Indicates that a device ID was not included in the request
3-255 Reserved
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When the Device ID element is sent to an AP, the Device ID Status field is not present.

The Device ID field contains a device ID.

NOTE—The device ID might be constructed as an opaque identifier as described in 12.2.13.1 (Device ID).

9.4.2.317 IRM element

The format of the IRM element is shown in Figure 9-1074b.

Element ID Length Element 1D IRM Status IRM
Octets: 1 1 1 Oor1 Oor6

Figure 9-1074b—IRM element format
The Element ID, Length, and Element ID Extension fields are defined in 9.4.2.1(General).
When the element is sent to an AP, the IRM Status field is not present.

When the element is sent from an AP, the IRM Status field is defined in Table 9-417b.

Table 9-417b—IRM Status field values

IRM Status Name Meaning
0 Recognized Indicates that the IRM has been recognized.
1 Not Recognized Indicates that the IRM has not been recognized.
2-255 Reserved

The IRM field contains a MAC address when sent from a non-AP STA to an AP.
The IRM field is not present when sent from an AP to a non-AP STA.
9.4.2.318 Measurement ID element

The Measurement ID element contains a measurement ID. The format of the Measurement ID element is
shown in Figure 9-1074c.

Element ID Length %igﬁgltolr? Measurement ID
Octets: 1 1 1 variable

Figure 9-1074c—Measurement ID element format

The Element ID, Length, and Element ID Extension fields are defined in 9.4.2.1.

The Measurement ID field contains a measurement ID.
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9.4.2.319 PASN Encrypted Data element

The PASN Encrypted Data element contains encrypted data included in PASN authentication. The format of
the PASN Encrypted Data element in Figure 9-1074d.

Element ID Length EElitmeﬁrs]}ch? Encrypted Data
Octets: 1 1 1 variable

Figure 9-1074d—PASN Encrypted Data element format

The Element ID, Length, and Element ID Extension fields are defined in 9.4.2.1.

The Encrypted Data field contains one or more elements encrypted using the KEK (see 12.13.11). The
element format is defined in 9.4.2.1. The Element ID field values for the defined elements of the PASN

Encrypted Data element are shown in Table 9-417c.

Table 9-417c—Element IDs for Encrypted Data field of the PASN Encrypted Data element

Element ID Name Extensible
0 Robust Device ID No
1 Robust IRM No
2 Robust PASN ID No
3-220 Reserved
221 Vendor Specific Vendor Defined
222-255 Reserved

The format of the Robust Device ID element is shown in Figure 9-1074e.

Octets:

Element ID

Length

Device ID Status

Device ID

1

1

Oor1

variable

Figure 9-1074e—Robust Device ID element format

The Element ID field is defined in Table 9-417c.
The Length field is defined in 9.4.2.1.
The Device ID Status field and the Device ID field are defined in 9.4.2.316.

The format of the Robust IRM element is shown in Figure 9-1074f.
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Element ID IRM Status IRM

Length

Octets: 1 1 Oor1 variable

Figure 9-1074f—Robust IRM element format
The Element ID field is defined in Table 9-417c.
The Length field is defined in 9.4.2.1.
The IRM Status field and the IRM field are defined in 9.4.2.317.

The format of the Robust PASN ID element is shown in Figure 9-1074g.

Element ID Length PASN ID Status PASN ID

Octets: 1 1 Oor1 variable

Figure 9-1074g—Robust PASN ID element format

The Element ID field is defined in Table 9-417c.
The Length field is defined in 9.4.2.1.

The PASN ID Status field and the PASN ID field are defined in 9.4.2.320

9.4.2.320 PASN ID element

The PASN ID element contains a PASN ID. The format of the PASN ID element is shown in Figure 9-
1074h.

Element ID Length Element ID PASN ID Length PASN ID PASN ID
Octets: 1 1 1 1 Oor1 variable

Figure 9-1074h—PASN ID element format

The Element ID, Length, and Element ID Extension fields are defined in 9.4.2.1.
The PASN ID Length field contains the length of the PASN ID field.
When the element is sent from an AP, the PASN ID Status field is defined in Table 9-417d.

When the element is sent from a non-AP STA, the PASN ID Status field is not present.
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Table 9-417d—PASN ID Status field values

PASN ID Status Name Meaning

0 Recognized Indicates that the PASN ID
has been recognized

1 Not Recognized Indicates that the PASN ID
has not been recognized

5 Not Applicable Indicates that a PASN ID was
not included in the request

3-255 Reserved

The PASN ID field contains a PASN ID.
NOTE—The PASN ID might be constructed as an opaque identifier as described in 12.2.13.1 (Device ID).

Insert the following subclauses after the last subclause in 9.6:
9.6.36 IRM Action frame details
9.6.36.1 General

Two Action frames are defined for IRM purposes. An IRM Action field, immediately after the Category
field, differentiates the meanings. The values of the IRM Action field are defined in Table 9-658a.

Table 9-658a—IRM Action field

Action field Meaning
value
0 Duplicate IRM
1 New IRM
2-255 Reserved

9.6.36.2 Duplicate IRM

The format of the Duplicate IRM frame Action field is shown in Figure 9-1322a.

Category IRM Action

Octets: 1 1

Figure 9-1322a—Duplicate IRM frame Action field format

The Category field is defined in 9.4.1.11.

The IRM Action field is defined in Table 9-658a in 9.6.36.1.
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9.6.36.3 New IRM

The format of the New IRM frame Action field is shown in Figure 9-1322b.

Category IRM Action IRM

Octets: 1 1 6

Figure 9-1322b—New IRM frame Action field format

The Category field is defined in 9.4.1.11 (Action field).
The IRM Action field is defined in Table 9-658a in 9.6.36.1.

The IRM field contains a MAC address.
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11. MLME
11.3.3 Frame filtering based on STA state
Insert the item as shown to the following list in 11.3.3:

b) Class la frames
In an infrastructure BSS when PTKSA from PASN authentication exists
1) Protected Fine Timing frames (9.6.34)
2)  SA Query Request and SA Query Response frames sent to an individual address (11.13)
3) IRM Action frame (9.6.36)

11.10 Radio measurement procedures
11.10.9.1.1 General
Change the list after the 7th paragraph as shown:

If dotl IRMBeaconActiveMeasurementActivated is true and the measurement mode in the measurement
request is Active, the measuring STA shall perform the following procedure (or an equivalent procedure) on
the requested channel, if permitted (e.g. the channel is not subject to DFS):

— If the channel is not the operating channel, wait for dotl IRMMeasurementNavSync, or until a
PHY-RXSTART.indication primitive has been received.

— Using the basic access protocol in 10.3.4.2, send a Probe Request frame to the broadcast address.
The BSSID field in the Probe Request frame shall be set to the BSSID field in the measurement
request. The SSID element in the Probe Request frame shall be set to the SSID element in the mea-
surement request. If dotl IIRMActivated is true and the IRM Recommendation subelement is present

in the measurement request, then the Address 2 field in the Probe Request frame shall be set to the
IRM. If dotl 1DevicelDActivated is true and the Measurement ID element is present in the measure-

ment request, then the Measurement ID element shall be included in the Probe Request frame.

Change the following existing paragraph and insert the following paragraph as shown:

If the BSSID field in the Measurement Request contains a wildcard BSSID, all observed BSSs with the
requested SSID shall be reported in a separate Beacon report for each BSSID. If the SSID subelement is not
included in the Beacon request, all observed BSSs shall be reported in a separate Beacon report for each
BSSID. In active mode, Probe Response frames shall be evaluated regardless of whether the Probe Response
frame was triggered by the measuring STA’s Probe Request frame.

If dotl 1RMBeaconActiveMeasurementActivated is true, dotllDevicelDActivated is true, and the
measurement mode in the measurement request is Active, then the Beacon request may include a

Measurement ID subelement containing a measurement ID. The measurement ID is copied into the
Measurement ID field in the Measurement ID element (see 9.4.2.318) in the measuring STA’s Probe

Request frame. The AP shall assign a new measurement ID for each measurement exchange.
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12. Security

Insert the following new subclauses after 12.2.12 (i.e. immediately before 12.3).
12.2.13 Identifying a non-AP STA with changing MAC address

To mitigate tracking and traffic analysis by third parties, a non-AP STA can randomly change its MAC
address while not associated (see 4.5.4.10).

This presents a problem for the network in that it is unable to identify a non-AP STA that previously
associated and is not able to apply cached information (shared identity state) from the previous association
to the current association (see 12.2.10). Similarly, this presents a problem for the non-AP STA in that it
cannot assume the network can recognize the STA as correlated to any cached information from previous
association(s). Two mechanisms are defined to alleviate these problems.

The first mechanism, referred to as the device ID mechanism, has the AP provide an identifier to the non-AP
STA during association or PASN authentication that the non-AP STA then reports back to the AP during a
future association or PASN authentication. The second mechanism, referred to as the IRM mechanism, has
the non-AP STA provide a random MAC address (different from the address it is currently using as the TA
for its transmissions) to the AP during association or PASN authentication and then use that MAC address as
the TA for its own transmissions for identification of the STA during its next pre-association exchanges,
next PASN authentication, and/or next association and next associated exchanges with that AP.

The device ID mechanism and the IRM mechanism require that the non-AP-STA supports the MAC privacy
enhancements in 12.2.11. A non-AP-STA shall set dotl 1PrivacyActivated equal to true to use either of these
mechanisms. The two mechanisms allow the network to recognize the STA while mitigating the abilities of
third parties to do traffic analysis and tracking of the non-AP STA. When the STA receives an indication
that it is successfully recognized by the network, it can proceed knowing that its prior shared identity state is
established and reused by its applications, higher-layer control plane (such as the network allowing access to
the LAN and WAN, etc.), and also for layer 2 control plane (pre-/non-association identity for access and
steering, etc.). Alternatively, when the STA fails to be successfully recognized, it knows that where such
shared identity state is needed/desired, it will have to be re-established through additional protocol
exchanges. Both mechanisms also provide for the non-AP STA to opt-in (typically under user control) to
participating in the recognition mechanism, so that sensitive user information can be kept confidential unless
the network is trusted.

The two mechanisms may be used concurrently.

Annex AG provides illustrative examples of the usage of device ID and IRM.

NOTE 1—The IRM mechanism and the device ID mechanism are independent. The IRM mechanism allows an AP to
recognize a non-AP STA prior to association and while it is associated. The Device ID mechanism allows an AP to
identify a non-AP STA while it is associated. A device ID is allocated by an AP, and an IRM is selected by a non-AP
STA. If both an AP and a non-AP STA have both IRM and device ID activated, the non-AP STA might provide both an
IRM and a device ID during association or PASN authentication.

NOTE 2—The device ID and IRM mechanisms are not specified for use in PBSSs.

12.2.13.1 Device ID

An AP that has dotl1DevicelDActivated equal to true advertises support for the device ID mechanism by
setting the Device ID Support field to 1 in the Extended RSN Capabilities field in the RSNXE (see
9.4.2.240) in Beacon and Probe Response frames.

A non-AP STA that has dotl IMACPrivacyActivated and dotl 1DeviceIDActivated equal to true sets the
Device ID Support field to 1 in the Extended RSN Capabilities field in the RSNXE to indicate that the
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device ID mechanism is supported. The RSNXE with the Device ID Support field equal to 1 is present in
either (Re)Association Request frames or the first PASN frame that is sent to an AP that advertises support
for the device ID mechanism.

An AP that includes the PASN AKMP as part of the RSNE included in Beacon and Probe Response frames,
i.e., when dotl1PASNActivated is true, and has dotl1DeviceIDActivated equal to true shall set
dot1 IKEKPASNACctivated to true.

A non-AP STA that has dotl IMACPrivacyActivated and dotl 1DeviceIDActivated equal to true and uses
PASN, i.e., when dotl IPASNActivated is true, shall set dot] IKEKPASNActivated to true.

An AP that has dotl 1DeviceIDActivated equal to true and that receives a (Re)Association Request frame or
the first PASN frame that includes an Extended RSN Capabilities field with the Device ID Support field
equal to 1 shall do one of the following:

— include an Extended RSN Capabilities element in the (Re)Association Response frame with the
Device ID Support field set to 1.

— include an Extended RSN Capabilities element in the second PASN frame with the Device ID
Support field set to 1.

For correct operation of the device ID mechanism, all APs in an ESS need to have dotl 1DeviceIDActivated
set to true.

NOTE 1—The criteria and mechanism to distribute device IDs to the APs in the ESS is out of scope of this standard.

A STA should not send a frame containing a Device ID element or a PASN ID element to any STA unless
the receiving STA has set the Device ID Support field to 1 in the Extended RSN Capabilities field.

When an AP provides a device ID and, if dotl IPASNActivated is true, a PASN ID as follows:

1) When using FILS authentication, the AP shall provide a device ID in a Device ID element and, if
dotl1 IPASNActivated is true, a PASN ID in a PASN ID element in the Association Response
frame.

2) When using PASN authentication, the AP shall provide a device ID in a Robust Device ID element
and a PASN ID in a Robust PASN ID element in the second PASN frame.

3) When not using PASN or FILS authentication, the AP shall provide a device ID in a Device ID
KDE and, if dotl IPASNActivated is true, a PASN ID in a PASN ID KDE in message 3 of the
4-way handshake.

If an AP with dotl1DevicelDActivated equal to true receives an Association Request frame that includes an
Extended RSN Capabilities field with the Device ID Support field equal to 1 from a non-AP STA, the AP
may provide both a device ID and, if dotl1PASNActivated is true, a PASN ID using the procedure
described below:

3)  When using FILS authentication and the non-AP STA did not provide a device ID in the Device ID
element in the Association Request frame, the AP may provide a device ID in the Device ID element
setting the Device ID Status field to 2 to indicate Not Applicable and, if dotl1PASNActivated is
true, a PASN ID in the PASN ID element setting the PASN ID Status field to 2 to indicate Not
Applicable in the Association Response frame.

4)  When not using PASN or FILS authentication and the non-AP STA did not provide a device ID in
the Device ID KDE in message 2 of the 4-way handshake, the AP may provide a device ID in the
Device ID KDE setting the Device ID Status field to 2 to indicate Not Applicable and, if
dotl IPASNActivated is true, a PASN ID in the PASN ID KDE setting the PASN ID Status field to 2
to indicate Not Applicable in message 3 of the 4-way handshake.
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NOTE 2—An AP is expected to provide a device ID and a PASN ID in the general case, but the AP might not be able to
do that in some cases, e.g. due to not having sufficient resources or access to an external server to generate an identifier
that is shared with all the APs in the ESS.

If an AP with dotl1DevicelDActivated equal to true receives from a non-AP STA a first PASN frame that
includes an Extended RSN Capabilities field with the Device ID Support field equal to 1 but no PASN ID
element, the AP shall provide a device ID in the Robust Device ID element and a PASN ID in the Robust
PASN ID element in the second PASN frame.

If a non-AP STA has been provided a device ID by an AP in an ESS, then it may provide that device ID
when returning to that ESS. It provides the device ID as follows:

1) When using FILS authentication, in a Device ID element in the Association Request frame.

2) When not using PASN or FILS authentication, in a Device ID KDE in message 2 of the 4-way
handshake.

If a non-AP STA has been provided with a device ID and a PASN ID, then it may provide the PASN ID in
the PASN ID element in the first PASN frame, when using PASN authentication. An AP shall provide a
PASN ID in the Robust PASN ID element in the second PASN frame, when using PASN authentication.

The PASN ID shall be random and not shorter than 6 octets.

A STA may delete either or both of a stored device ID and a stored PASN ID at any point in time for
implementation specific reasons.

When a non-AP STA sends a device ID or a PASN ID to an AP, it shall use the device ID or the PASN ID
most recently received from any AP belonging to the same ESS.

When an AP with dot11DeviceIDActivated equal to true receives an Association Request frame or message 2
of the 4-way handshake, containing a device ID from a non-AP STA and the AP recognizes the received
device ID, the AP shall perform one of the following actions:

1) Set the Device ID Status field of the Device ID KDE or Device ID element to 0 to indicate that the
AP recognizes the non-AP STA and set the Device ID field to zero length (indicating the current
device ID is maintained) in an Association Response frame or message 3 of the 4-way handshake.

2) Assign a new device ID value in the Device ID field and set the Device ID Status field of the
Device ID KDE or Device ID element to 0 and, if dot]l IPASNActivated is true, assign a new PASN
ID value in the PASN ID field and set the PASN ID Status field of the PASN ID KDE or PASN ID
element to 2, in an Association Response frame or message 3 of the 4-way handshake.

When an AP with dotl1DeviceIDActivated equal to true receives a first PASN frame containing a PASN ID
that it recognizes, the AP shall assign a new PASN ID value to the non-AP STA and include this new PASN
ID in a Robust PASN ID element in the second PASN frame, setting the PASN ID Status field of the Robust
PASN ID element to 0 to indicate Recognized.

When a non-AP STA receives a frame that contains a Device ID Status field in the Device ID KDE or
Device ID element equal to 0, or a PASN ID Status field in the Robust PASN ID element equal to O,
indicating Recognized, it proceeds with the assumption that the shared identity state with the AP or ESS (as
per the concepts of 12.2.13) is now bound to the MAC address in the Address 2 field in the Association
Request frame or the first PASN frame most recently transmitted by the non-AP STA.

If an AP provides a Robust Device ID element or Device ID KDE with the Device ID Status field set to 1,
indicating Not Recognized, then the AP may also provide in that same Robust Device ID element or Device
ID KDE a new device ID and, in a Robust PASN ID element or PASN ID KDE, a new PASN ID, thus
establishing a new shared identity state. An AP shall set a Device ID Status field to 1 indicating
Not Recognized if the AP cannot unequivocally identify the non-AP STA shared identity state.
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NOTE 3—An AP is expected to provide a device ID and a PASN ID when the AP does not recognize the provided
device ID or PASN ID, but the AP might not be able to do that in some cases, e.g. due to not having sufficient resources
or access to an external server to generate an identifier that is shared with all APs in the ESS.

If an AP provides a Robust PASN ID element with the PASN ID Status field set to 1, indicating Not
Recognized, then the AP may also provide in that same Robust PASN ID element a new PASN ID and in a
Robust Device ID element a new Device ID, thus establishing a new shared identity state. An AP may set a
PASN ID Status field to 1 indicating Not Recognized if the AP cannot unequivocally identify the non-AP
STA shared identity state.

When a non-AP STA receives a frame that contains a Device ID Status field in a Device ID KDE or Robust
Device ID element equal to 1, or a PASN ID Status field in a PASN Status field in a Robust PASN ID
element equal to 1, indicating Not Recognized, it shall assume that no shared identity state exists with the
AP or ESS (as per the concepts of 12.2.13).

NOTE 4—When using PASN authentication, the Robust Device ID element is included in the Encrypted Data field of
the PASN Encrypted Data element (see 12.13.11).

An AP may use the procedure in Annex AF, or any other procedure (including nothing if the device ID or
PASN ID is encrypted by the AP itself), to keep the device ID or PASN ID content private (opaque) from
third parties when sent over the air.

12.2.13.2 Identifiable random MAC address (IRM)

An AP that has dotl IIRMActivated equal to true advertises support for the IRM mechanism by setting the
IRM Support field to 1 in the Extended RSN Capabilities field in the RSNXE (see 9.4.2.240) in Beacon and
Probe Response frames.

A non-AP STA that has dotl IMACPrivacyActivated and dotl IIRMActivated equal to true indicates that
the IRM mechanism is supported by setting the IRM Support field to 1 in the Extended RSN Capabilities
field in the RSNXE in either the (Re)Association Request frames or the first PASN frame that it sends to an
AP that advertises support for the IRM mechanism.

An AP that has dotl IIRMActivated equal to true and that receives a (Re)Association Request frame or the
first PASN frame that includes an Extended RSN Capabilities field with the IRM Support field equal to 1
shall do one of the following:
— Include an Extended RSN Capabilities element in the (Re)Association Response frame with the
IRM Support field set to 1.
— Include an Extended RSN Capabilities element in the second PASN frame with the IRM Support
field set to 1.

An AP that includes the PASN AKMP as part of the RSNE included in Beacon and Probe Response frames,
i.e., when dotl1PASNActivated is true, and has dotl 1IRMActivated equal to true shall set
dotl IKEKPASNACctivated to true.

A non-AP STA that has dotl IMACPrivacyActivated and dotl IIRMActivated equal to true and intends to
use PASN, i.e., when dotl IPASNActivated is true, shall set dot]l IKEKPASNActivated to true.

Correct operation of the IRM mechanism depends on all APs in the ESS being configured with
dot1 1IRMActivated set to true. Activation of the IRM mechanism needs to be advertised by all APs in an
ESS in Beacons and Probe Response frames.

NOTE 1—The criteria and mechanism to distribute IRMs to the APs in the ESS is out of scope of this standard.
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An IRM is a random MAC address that is constructed from the locally administered address space. A non-
AP STA shall construct randomized IRMs according to IEEE Std 802®-2014 and IEEE Std 802¢™-2017.

When associating for the first time or authenticating using PASN for the first time to an AP in an ESS, the
non-AP STA may use any local MAC address or its universal MAC address. Each time the non-AP STA
associates with an AP in an ESS, it may provide a new IRM to the AP during association. That IRM may be
shared with all the APs in the ESS. The non-AP STA may then use that IRM as its TA the next time it
associates with any AP in that same ESS. The non-AP STA shall also use that IRM as its TA for any
Probe Request frames, directed or broadcast, public Action frames, Authentication frames, and
(Re)Association frames that it transmits when it intends to be identified.

When associating to an AP that advertises activation of the IRM mechanism, the non-AP STA may provide
a new IRM to the AP by including an IRM KDE in message 4 of the 4-way handshake or, when using FILS
authentication, including the IRM element in the Association Request frame. When using PASN, the
non-AP STA may provide a new IRM to the AP by including the IRM element in the third PASN frame.

If a newly provided IRM is already in use by any STA in the ESS, or is identical to an IRM stored by the AP
for another STA, then, after association or authentication using PASN, the AP should send a Duplicate IRM
frame (see 9.6.36.2) to the non-AP STA that provided the new IRM indicating that the provided IRM is a
duplicate. The non-AP STA may then respond with a New IRM frame (see 9.6.36.3), to provide a new IRM
to the AP.

The non-AP STA should store the newly allocated IRM as an identifier for use with the APs in that ESS and
the APs in that ESS should store the IRM as an identifier for that non-AP STA. The non-AP STA then
should use that allocated IRM as its TA when it next associates or uses PASN to preassociate with that same
AP or another AP in the same ESS.

A non-AP STA indicates the IRM mechanism is activated in a (Re)Association Request frame or in the first
PASN frame and the AP indicates the IRM mechanism is activated in the corresponding (Re)Association
Response frame or in the second PASN frame. A non-AP STA may indicate the IRM mechanism is
activated in an Association Request frame as part of an initial mobility domain association. If a non-AP STA
indicates the IRM mechanism is activated in an Association Request frame or first PASN frame and the AP
indicates the IRM mechanism is activated in the corresponding Association Response frame or second
PASN frame, then the AP shall support the following options:

— The AP shall include an IRM KDE in message 3 of the 4-way handshake if executing a 4-way
handshake.

— The AP shall include an Robust IRM element in the Association Response frame if using FILS
authentication.

— The AP shall include an Robust IRM element in the second PASN frame if using PASN
authentication.

If the AP recognizes the IRM used as the TA in the received frame(s) from the non-AP STA, the AP shall set
the IRM Status field of the IRM KDE or IRM element to Recognized. If the AP does not recognize the IRM,
the AP shall set the IRM Status field of the IRM KDE or IRM element to Not Recognized and the IRM field
is not present. An AP shall set the IRM Status field to 1 indicating Not Recognized if the AP cannot
unequivocally identify the non-AP STA shared identity state.

The non-AP STA, on receipt of an IRM Status field equal to 1, indicating that the AP has not recognized the
IRM, shall either continue to associate or authenticate using PASN to the AP and optionally provide a new
IRM in an IRM KDE in message 4 of the 4-way handshake or, when using FILS authentication optionally
provide an IRM element in the Association Request frame, or when using PASN authentication optionally
provide an IRM element in the third PASN frame, else disassociate/deauthenticate.
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When a non-AP STA is associating for the first time or authenticating using PASN for the first time to any
AP in an ESS, the AP shall set the IRM Status field to 1 in the response frame indicating Not Recognized. In
this case, the non-AP STA shall ignore that the IRM Status field is equal to 1 and continue to associate or
authenticate using PASN.

NOTE 2—A STA might delete a stored IRM at any point in time for implementation specific reasons.

If a non-AP STA has previously provided an IRM to an AP in an ESS, the APs in the ESS have retained the
information, and the non-AP STA sends an Authentication frame using that IRM as the TA to any AP in the
ESS, then the AP receiving the Authentication frame can identify the non-AP STA before association is
started or completed. A non-AP STA may use that address when actively scanning for any AP in that ESS,
such that the AP may identify the non-AP STA. A non-AP STA that has provided an IRM to any AP in an
ESS may use that address in a Public Action frame (e.g., a GAS frame) such that APs in that ESS may
identify the non-AP STA.

A non-AP STA should change the IRM for each association or PASN authentication.

NOTE 3—When using PASN authentication, the IRM element is included in the Encrypted Data field of the PASN
Encrypted Data element (see 12.13.11).

12.7.2 EAPOL-Key frames

Insert new rows in Table 12-10 and change the final row of the table as shown as shown below (header
row shown for convenience.)

Table 12-10—KDE selectors

OUI Data Type Meaning
00-0F-AC 20 Device ID KDE
00-0F-AC 21 IRM KDE
00-0F-AC 22 PASN ID KDE
00-0F-AC 23 +6—255 Reserved

Insert the following descriptions of the new KDEs at the end of 12.7.2.

The format of the Device ID KDE is shown in Figure 12-50a.

Device ID Device
Status ID
Octets Oor1 variable

Figure 12-50a—Device ID KDE format

The Device ID Status field is defined in 9.4.2.316.
The Device ID field contains a device ID.

The format of the IRM KDE is shown in Figure 12-50b.
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IRM Status IRM

Octets Oor1 Oor6

Figure 12-50b—IRM KDE format

The IRM Status and IRM fields are as defined in 9.4.2.317.

The format of the PASN ID KDE is shown in Figure 12-50c.

PASN ID Status PASN ID

Octets Oor1 variable

Figure 12-50c—PASN ID KDE format
The PASN ID Status field is defined in 9.4.2.320.

The PASN ID field contains a PASN ID.

12.7.3 EAPOL-Key PDU construction and processing

Change or insert the following rows in Table 12-11 as shown below (header row shown for convenience).

Table 12-11—Integrity and key wrap algorithms

AKM Integrity KCK_bits Size of Key wrap KEK_bits KCK2_bits KEK2_bits
algorithm MIC algorithm
(octets)
00-0F-AC:21 See N/A N/A NA NAA N/A N/A
NOTE Asdefined | Asdefined

by Base by Base

AKMP in AKMP in

Table 12- Table 12-
11if Base 11if Base
AKMP is AKMP is
not 00-0F- | not 00-OF-

AC:21 AC:21

NISTEAS 128 if

Key Wrap Base
if Base AKMP is

AKMP is 00-0F-
00-0F- AC:21.
AC:21.

00-0F-AC: See N/A N/A AES-SIV- 256 N/A N/A
26 NOTE 256
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12.7.4 EAPOL-Key PDU notation

Insert the following text after OCI (shown for reference).

OCI is the OCI KDE

Device ID is the Device ID KDE, described in 9.4.2.316
IRM is the IRM KDE, described in 9.4.2.317
PASN ID is the PASN ID KDE, described in 9.4.2.320

12.7.6 4-way handshake

12.7.6.1 General

Change the following text as shown.

RSNA defines a protocol using EAPOL-Key PDUs called the 4-way handshake. The handshake completes the
IEEE 802.1X authentication process. The information flow of the 4-way handshake is as follows:

Message 1: Authenticator — Supplicant: OCI(0 or 1, 0, 1, 0, P, 0, 0, ANonce, 0, {PMKID})

Message 2: Supplicant — Authenticator: EAPOL-Key(0 or 1, 1, 0, 0, P, 0, 0, SNonce, MIC,
{RSNE [, RSNXE] [, OCI] [, Device ID]})

Message 3: Authenticator—Supplicant:
EAPOL-Key(1, 1,1, 1, P, 0, RSC, ANonce, MIC, {RSNE [, RSNXE] [, OCI], GTK(N)
[, IGTK(M, IPN)] [, BIGTK(Q, BIPN)] [, WIGTK(R, WIPN)] [, SSID] [.Device ID]
[IRM] [.PASN ID]})

Message 4: Supplicant — Authenticator: EAPOL-Key(1, 1, 0, 0, P, 0, 0, 0, MIC, {[IRM]}).

12.7.6.3 4-way handshake message 2

Change the following text as shown to the list beginning “Key Information:”.
Key Information:

Encrypted Key Data = 1 when using an AEAD cipher or if the Device ID KDE is included, or 0
otherwise

Reserved = 0 — unused by this protocol version

Insert the following text as shown to the list beginning “Key Data ="

Key Data =

— Additionally, contains an OCI KDE when dotl IRSNAOperatingChannel ValidationActivated
is true on the Supplicant.

— Additionally, may include a Device ID KDE subject to the conditions in 12.2.13.1.

—  The RSNXE that the Supplicant sent in its (Re)Association Request frame, if this element
is present in the (Re)Association Request frame that the Supplicant sent.
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12.7.6.4 4-way handshake message 3

—»
.

Insert the following text as shown to the list beginning “Key Data

Key Data =

— Additionally, contains an OCI KDE when
dotl IRSNAOperatingChannel ValidationActivated is true on the Authenticator.

Additionally, may include a Device ID KDE, subject to the conditions in 12.2.13.1.
— Additionally, may include a PASN ID KDE.
— Addtionally, may include an IRM KDE subject to the conditions in 12.2.13.2.

— The RSNXE that the Authenticator sent in its Beacon or Probe Response frame, if this
element is present in the Beacon or Probe Response frame that the Authenticator sent.

12.7.6.5 4-way handshake message 4

Change the following text as shown.

Key Data Length = length of Key Data field in octets

Key Data = includes an IRM KDE when dotl 1IRMActivated is true, otherwise, none required;
RSNESs and Multi-band elements shall not be included

12.13.2 Discovery of a PASN capable AP
Change the following text as shown.

An AP indicates it is capable of performing PASN authentication by including the PASN AKMP as part of
the RSNE included in Beacon and Probe Response frames. When PASN AKMP is advertised, the AP shall
also include at least one additional AKMP in the RSNE unless it allows PTKSA derivation without
authentication using the ephemeral keys exchanged during PASN authentication. When the PASN AKMP is

advertised, an AP with dotl IKEKPASNActivated equal to true shall also include 00-0F-AC:26 if AES-SIV
is supported as the key wrap algorithm for KEK.

12.13.3 Key establishment with PASN authentication
12.13.3.2 PASN frame construction and processing
Change the following text as shown.

If non-AP STA chooses to initiate PASN authentication, it first selects the following authentication
parameters:

— Base AKMP from among AKMPs advertised by the AP or provisioned by a higher layer
(applicable for STAs co-located with NGV STAs (see 31.4 (NGV ranging)) if RSNA
authentication is desired.

Otherwise, if dotl INoAuthPASNActivated is true, Base AKMP chosen is the PASN AKMP or PASN with
defined key wrap AKMP, indicating that PTKSA is to be established without mutual authentication, that is,
without a corresponding PMKSA.
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Insert the following text as shown at the end of the list that begins: “The first PASN authentication frame
(see 9.3.3.11) of the exchange is constructed as follows:”

— If dotl 1DevicelDActivated is true, including a PASN ID element as defined in 9.4.2.320, if required
per the procedure in 12.2.13.1.

Change the following text as shown in the list below “Upon receiving the first PASN frame, the AP:”

— Verifies the public key as specified in 5.6.2.3 of NIST SP 800-56A R2. If verification fails, the pro-
cessing status is set to INVALID PUBLIC KEY. Verifies that a PMKSA named via a PMKID in
the RSNE exists for the specified Base AKMP, or the Base AKMP is set to PASN AKMP or PASN
with defined key wrap AKMP or Base AKMP data exists in the frame to allow a PMK to be estab-
lished. If Base AKMP is equal to PASN AKMP or PASN with defined key wrap AKMP, verifies
that dot1 INoAuthPASNActivated is set to true. Otherwise processing status is set to REFUSED.

NOTE 1—If dotl 1DevicelDActivated is true, it processes the device ID in a Device ID element following the
rule defined in 12.2.13.1.

Insert the following text as shown in the list that begins: “— Derives the PTKSA; see 12.13.8.” just before
the list element beginning “A MIC element”

— If dotl1DevicelDActivated is true, including a PASN ID element and optionally a Device ID ele-
ment as defined in 9.4.2.320 and 9.4.2.316 in the PASN Encrypted Data element, if required per the
procedure in 12.2.13.1. The PASN Encrypted Data element shall be encrypted as defined in 12.13.11

— if dotl 1IRMActivated is true, including an IRM element as defined in 9.4.2.317 in the PASN
Encrypted Data element, if required per the procedure in 12.2.13.2. The PASN Encrypted Data
element shall be encrypted as defined in 12.13.11.

Change the following text as shown in the list below “Upon receiving the second PASN frame, the
non-AP STA:”

— Verifies that a PMKSA named via a PMKID in the RSNE exists for the specified Base AKMP, or the
Base AKMP is set to PASN AKMP or PASN with defined key wrap AKMP or Base AKMP data
exists in the frame to allow a PMK to be established. If base AKMP is equal to PASN AKMP or
PASN with defined key wrap AKMP, verifies that dot] INoAuthPASNActivated is set to true.

— If dotl1DevicelDActivated is true and the PASN frame is from an AP that indicated support for the
device ID mechanism in its Beacon or Probe Response frame(s), it validates that a PASN Encrypted
Data clement is present and checks the decryption operation result. If the decryption operation
returns failure, the non-AP STA silently discards the second PASN frame.

NOTE 2—The device ID in the Device ID element is processed by following the rule defined in 12.2.13.1.

— Ifdotl ITRMActivated is true, it validates that a PASN Encrypted Data element is present and checks
the decryption operation result. If the decryption operation returns failure, the non-AP STA silently
discards the second PASN frame.

NOTE 3—The IRM in the IRM element is processed by following the rule defined in 12.2.13.2.

Insert the following text as shown in the list that begins: “Otherwise the STA begins the construction of
the third PASN frame as follows:” just before the list element beginning “A MIC element”

— Ifdotl1IRMActivated is true and the PASN frame is from an AP that indicated support for the IRM
mechanism in its Beacon or Probe Response frame(s), including an IRM element as defined in
9.4.2.317 in a PASN Encrypted Data element, if required per the procedure in 12.2.13.2. The PASN
Encrypted Data element shall be encrypted as defined in 12.2.13.
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Insert the following text to the end of the list that begins “Upon receiving the third PASN frame, the AP:”

— If dotl1DevicelDActivated is true and the PASN frame is from an AP that indicated support for the
device ID mechanism in its Beacon or Probe Response frame(s), it validates that a PASN Encrypted
Data element is present and checks the decryption operation result. If the decryption operation
returns failure, the AP silently discards the third PASN frame.

NOTE 4—The device ID in the Device ID element is processed by following the rule defined in 12.2.13.1.

— If dotl 1IRMActivated is true and the PASN frame is from an AP that indicated support for the IRM
mechanism in its Beacon or Probe Response frame(s), it validates that a PASN Encrypted Data

element is present and checks the decryption operation result. If the decryption operation returns
failure, the AP silently discards the third PASN frame.

NOTE 5—The IRM in the IRM element is processed by following the rule defined in 12.2.13.2.
12.13.8 PTKSA derivation with PASN authentication
Change the following text as shown.

For PTKSA key derivation, the inputs to the PRF are the PMK of the PMKSA, a constant label and a
concatenation of non-AP STA's MAC address, AP's BSSID and the DH shared secret from the ephemeral
exchange.

PTK = KDF-HASH-NNN (PMK, “PASN PTK Derivation”, SPA || BSSID || DHss)

where
PMK is the pairwise master key for the base AKMP if the AKMP is etherthanneither
PASN AKMP nor PASN with defined key wrap AKMP; see 9.4.2.23.3. Otherwise,
if the base AKMP is PASN AKMP or PASN with defined key wrap AKMP, that is,
the PASN PTKSA is being setup without mutual authentication in a non-RSN, the
PMK shall be set to the string “PMKz” padded with 28 Os.

NOTE—The PMK for the derivation can come from a cached PMKSA for the AKMP or
from the PMKSA established with PASN by tunneling Wrapped Data or Authentication
frames.

DHss is the shared secret derived from the PASN ephemeral key exchange encoded as an
octet string (12.4.7.2.2).

KDF-HASH-NNN is the key derivation function defined in 12.7.1.6.2 using the hash algorithm
defined for the base AKMP; see Table 9-190. When there is no base AKMP, the
hash algorithm is selected based on the pairwise Cipher Suite provided in the
RSNE provided by the AP in the second PASN frame. SHA-256 is used as the hash
algorithm, except for the ciphers 00-OF-AC:9 and 00-OF-AC:10 for which
SHA-384 is used.

NNN is the number of bBits required for KCK, KEK, TK and KDK depending on the
pairwise cipher and whether a KEK and a KDK is are derived.

When dotl IKEKPASNActivated is not true, orwhen dotl IKEKPASNActivated is true and the KEK In
PASN field in the RSNXE from the peer is 0, a PTK is composed of the Key Confirmation Key (KCK), the
Temporal Key (TK) and the Key Derivation Key (KDK) which are derived as follows:
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Insert the following text at the end of 12.13.8 as shown.
When dotl IKEKPASNACctivated is true and the KEK In PASN field in the RSNXE from the peer is 1, a
PTK is composed of the KCK, the KEK, the TK and the KDK which are derived as follows (see
Table 12-11):
KCK = ExtractBits(PTK, 0, 256)
KEK = ExtractBits(PTK, 256, KEK bits)

The KEK is used to provide encryption for the PASN Encrypted Data element in PASN frames, as defined
in 12.13.3.2. Its length is defined in Table 12-11.

TK = ExtractBits(PTK, 256 + KEK bits, TK Length Bits)

The TK is the transient key whose length is the same as a key for the pairwise cipher in the RSNE provided
by the AP in the second PASN frame. TK Length Bits is the TK bits in Table 12-8 (Cipher suite key
lengths).

KDK = ExtractBits(PTK, 256 + KEK bits + TK Length Bits, KDK bits)

The KDK is of bit length KDK bits which has the value 256 if a KDK is derived (see 12.7.1.3) or 0
otherwise.

The KDK shall be derived if dotl 1SecureLTFImplemented is true and the peer STA has indicated Secure
HE-LTF support capability in its Extended RSN Capabilities field.

The Key ID in the PTKSA (see 12.6.1.1.6) resulting from PASN authentication shall be 0.

Insert the following new subclause after 12.13.10 (i.e. immediately before 12.14)
12.13.11 Encrypting the Encrypted Data field for PASN

The Encrypted Data field of the PASN Encrypted Data element shall be encrypted in the second PASN
frame (if present) and in the third PASN frame (if present).

The KEK, as derived from the PTK (see 12.13.8), shall be used with the negotiated key wrap algorithm to
encrypt the Encrypted Data field of the PASN Encrypted Data element.

If the size of the Encrypted Data field is larger than 254 octets, then the Encrypted Data field shall be
encrypted first, then element fragmentation as defined in 10.28.11 shall be performed.

If the Encrypted Data field uses the NIST AES key wrap, then the Encrypted Data field shall be padded
before encrypting if the length of the Encrypted Data field is nonzero and less than 16 octets, or if it is not a
multiple of 8 octets. The padding consists of appending a single octet 0xdd followed by zero or more 0x00
octets. When processing a received PASN Encrypted Data element, the receiver shall ignore this trailing
padding.

If the Encrypted Data field uses an AEAD cipher, the Encrypted Data field shall not be padded and the AAD
for the encipherment operation shall not be used and the number of AAD components is zero.
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13. Fast BSS Transition
13.4.2 FT initial mobility domain association in an RSN

Change the following text as shown.

The R1KH and S1KH then perform an FT 4-way handshake. The EAPOL-Key PDU notation is defined in
12.7.4 (EAPOL-Key PDU notation).

R1KH->S1KH: EAPOL-Key(0, 0, 1, 0, P, 0, 0, ANonce, 0, {})

SIKH->R1KH: EAPOL-Key(0, 1, 0, 0, P, 0, 0, SNonce, MIC, {RSNE(PMKR 1Name) [, RSNXE], MDE,
FTE [, Device ID]})

R1KH->S1KH: EAPOL-Key(1, 1, 1, 1, P, 0, 0, ANonce, MIC, {RSNE(PMKR 1Name) [, RSNXE],
[, OCI], MDE, FTE, TIE(ReassociationDeadline), TIE(KeyLifetime), GTK(N) [, IGTK(M, IPN)]
[, BIGTK(Q, BIPN)] [, WIGTK(R, WIPN)] [, Device ID] [, IRM] [, PASN ID]})

S1KH->R1KH: EAPOL-Key(1, 1, 0, 0, P, 0, 0, 0, MIC, {[IRM]})
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Annex B

(normative)

Protocol Implementation Conformance Statement (PICS)
proforma

B.2 Abbreviations and special symbols

B.2.2 General abbreviations for Item and Support columns
Insert the following entry in alphabetical order:
ID identifier

IRM identifiable random MAC address

B.4 PICS proforma—IEEE Std 802.11-2020°

B.4.3 IUT Configuration

Insert two new entries in the table (header row shown for convenience):

Item IUT configuration References Status Support

CFDID Device ID 12.2.13.1 PC34 AND Yes O No O
CFAP:O
PC34 AND
CFSTAOfAP:
O

CFIRM IRM 12.2.13.2 PC34 AND Yes O No O
CFAP:O
PC34 AND
CFSTAOfAP:
O

6Copyright release for PICS proforma: Users of this standard may freely reproduce the PICS proforma in this annex so that it can be
used for its intended purpose and may further publish the completed PICS.
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B.4.4.2 MAC frames

Insert two new entries in the table (header row shown for convenience):

Item MAC frame References Status Support
FT74 IRM Action 9.6.36 CFIRM:O Yes ONo O
FR75 IRM Action 9.6.36 CFIRM:O Yes ONo O
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Annex C

(normative)
ASN.1 encoding of the MAC and PHY MIB

C.3 MIB detail

Insert the following entries to the end of the "Dotl1StationConfigEntry” of the “dotl1StationConfig
TABLE?” as follows:

dot11KEKPASNActivated TruthValue,
dotllDeviceIDActivated TruthValue,
dotllIRMActivated TruthValue

Insert the following elements at the end of the dotl1StationConfigTable element definitions:

dot11KEKPASNActivated OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This is a control variable. It is written by an external management
entity or the SME. Changes take effect as soon as practical in the
implementation.
This attribute, when true, indicates support for deriving KEK in PASN."

DEFVAL { false }

::= { dotllStationConfigEntry 235 }

dotllDeviceIDActivated OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This is a control variable. It is written by an external management
entity or the SME. Changes take effect as soon as practical in the
implementation.
This attribute, when true, indicates that the device ID mechanism is
supported."”

DEFVAL { false }

::= { dotllStationConfigEntry 236 }

dotllIRMActivated OBJECT-TYPE

SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION
"This is a control variable. It is written by an external management
entity or the SME. Changes take effect as soon as practical in the
implementation. This attribute, when true, indicates that the IRM
mechanism is supported."”

DEFVAL { false }

:= { dotllStationConfigEntry 237 }

Insert the following Annexes after Annex AE.
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Annex AF

(informative)

Example of an opaque identifier scheme

AF.1 General

This annex provides an example scheme for generating opaque identifiers suitable for use in the PASN ID
field of the PASN ID element (see 9.4.2.320) as used in the procedure defined in 12.2.13.1. These
procedures require that the identifier precludes tracking by third parties. In addition to satisfying this
requirement, this scheme also provides for countermeasures to deal with traffic analysis, precludes
cutting-and-pasting of identities into conversations, prevents the same identifier from being used on
multiple ESSs, and has an acceptable security level based on the birthday paradox. It uses symmetric
cryptography for speed and DoS resistance. It imposes minimal overhead on each frame that contains a
PASN ID, imposes minimal state retention requirements on an ESS (a single secret), and establishes
a binding of each unwrapped identity assigned to a STA and the current opaque identifier provided to it.

Opaque identifiers are generated and processed by APs. To a non-AP STA they are indistinguishable from a
random string and have no significance.

AF.2 Generation of opaque identifiers

The identifier generation scheme takes a unique identifier as input and uses AES-SIV in deterministic mode
to wrap the identifier to produce output.

There is a single symmetric secret, k, shared by all APs in an ESS. The length of k is 256 bits if
AES-SIV-256 is used or 512 bits if AES-SIV-512 is used. In either case, the procedure is to prepend the
identifier with a single octet indicating the number of random octets of padding that follow. The amount of
random padding to add varies and its variability determines the resistance to traffic analysis that this
scheme provides. For example, if there are 4 octets of padding added to mitigate traffic analysis, the
identifier, id, might be padded as:

padded-id = 0x04 Oxc8 0x34 0x9a 0x70 <id>
If there is no padding, a single zero octet is prepended to the identifier.

The padded-id is prepended with a variable length input comprised of random octets called a tweak. The
length of the tweak in bits, n, determines the baseline security of the scheme such that the probability of a

duplicate identifier being generated, assuming a worst case of no padding, would be 12012, Padding of the
tweaked identifier increases the security of the scheme.

The overhead of the scheme is 17 octets (1 for the pad indicator and 16 for the SIV tag) plus padding and
plus the size of the tweak. Device identifiers that are greater than 233 octets cannot be made opaque using
this scheme.

NOTE—233 octets is the maximum size of a device ID with no padding and no tweak minus the overhead. The resulting
opaque identifier needs to fit in a Device ID KDE.
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For example, an 8 octet tweak would provide collision resistance of at least 1/232 (in addition to that
provided by the padding) and the tweaked-padded-id would be constructed as (assuming the values of the
tweak are generated according to Annex J.5):

tweaked-padded-id = Ox7e Ox17 Ox54 0x82 Oxf1 Oxd0 Oxaa 0x52 0x04 Oxc8 0x34 0x9a Ox70 <id>

The tweaked-padded-id is then passed to AES-SIV in deterministic mode as plaintext using & as a key to
produce the opaque identifier.

AF.3 Processing of opaque identifiers
All APs in an ESS need to use the same tweak length for all opaque identifiers that are generated and parsed.

APs that receive opaque identifiers using the procedures described in 12.2.13 (Identifying a non-AP STA
with changing MAC address), pass the opaque identifier to AES-SIV with key £. If AES-SIV returns FAIL,
the protocol using the opaque identifier fails. If AES-SIV returns a plaintext, the (known-length) tweak is
removed and the next octet, the pad length, is inspected to determine how many additional octets are
removed to recover the original identifier, id. This identifier is checked to validate that the received opaque
identifier is the current one associated with the identifier. If so, the unwrapped identity is passed up to the
protocol using the scheme with an indication of success. If not, the protocol using the opaque identifier is
notified of the failure and no identifier is passed up.

AF.4 Using opaque identifiers

An AP that receives an opaque identifier extracts the original identity and generates a new opaque identifier
for the STA. A new opaque identifier is generated with a pad length that differs from the pad length of the
previously wrapped identifier.

The AP associates the new opaque identifier with the non-AP STA’s identity.

AF.5 Security of scheme

The security guarantees of AES-SIV mean that it is computationally infeasible for an adversary to generate a
valid opaque identifier that could be processed by an AP and it is computationally infeasible for an
adversary to decrypt a valid opaque identifier.

Assuming the combination of tweak and pad are never repeated for a given identifier, the probability of a
given identity producing an opaque device identity that has been used already is at least 122 where n is
the number of bits of tweak. The AP might use different amounts of padding each time an identity is
wrapped.

The overhead added to each frame by the scheme is 16 octets of AES-SIV tag plus length of tweak plus one
octet of padding indication plus padding.
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Annex AG

(informative)

Examples of device ID and IRM usage

AG.1 Examples of device ID usage

Figure AG-1 shows an example of a device ID exchange when a non-AP STA authenticates and associates
to APs (AP-1 and AP-2 belonging to the same ESS) using a 4-way handshake.

AP-1 and AP-2 advertise their support of device ID in the RSNXE in beacons and probe responses.

The non-AP STA with a MAC address of MACI1 initiates the first connection with AP-1, i.e., the non-AP
STA does not have a device ID for that ESS.

After the authentication frame exchange, the non-AP STA indicates its activation of device ID by setting the
Device ID Support field in the RSNXE to 1 in the association request. Similarly, AP-1 indicates its
activation of device ID by setting the Device ID Support field in the RSNXE to 1 in the association
response. In 4-way handshake message 3, AP-1 includes a Device ID KDE and PASN ID KDE and assigns
a device ID (devID) and a PASN ID (pasnID1) to the non-AP STA. The non-AP STA, AP-1, and AP-2 store
devID and pasnID1.

Later, the non-AP STA terminates the connection with AP-1.

The non-AP STA then returns to that same ESS using a different MAC address (MAC2), again indicating
activation of device ID in the Association Request/Response frame exchange. The non-AP STA then
provides the previously assigned device ID (devID) to AP-2 in a Device ID KDE in 4-way handshake
message 2.

AP-2 identifies the non-AP STA from the device ID (devID) despite the non-AP STA using a randomized
MAC address (MAC2). AP-2 then sends a Device ID KDE in 4-way Handshake Message 3 with the Device
ID Status field set to 0 indicating that the device ID has been recognized.

AP-2 does not allocate a new device ID in the Device ID KDE sent in 4-way handshake message 3, implying
that the same device ID (devID) will be used subsequently.
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Figure AG-1—Example of device ID exhanges in PASN
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AP-1 and AP-2 advertise their support of device ID in the RSNXE in beacons and probe responses.

return to the
same ESS

Figure AG-2 shows an example of a device ID exchange when a non-AP STA associates to APs (AP-1 and
AP-2 belonging to the same ESS) using FILS public key with PFS.

The non-AP STA with a MAC address of MACTI initiates the first connection with AP-1. The non-AP STA
does not have a device ID for that ESS. After the FILS authentication frame exchange, the non-AP STA
indicates its activation of device ID by setting the Device ID Support field in the RSNXE to 1 in the association
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request. Similarly, the AP-1 indicates its activation of device ID by setting the Device ID Support field in the
RSNXE to 1 in the association response.

In the association response, AP-1 includes a Device ID element and a PASN ID element and assigns a device
ID (devID1) and a PASN ID (pasnID1) to the non-AP STA. The non-AP STA, AP-1, and AP-2 store devID1
and pasnID1.

Later, the non-AP STA terminates the connection with AP-1.

The non-AP STA then returns to that same ESS using a different MAC address (MAC2), again indicating
activation of device ID in the association request.

The non-AP STA then provides the previously assigned device ID (devID1) to AP-2 in a Device ID element in
the association request. Because of devID1, AP-2 identifies the non-AP STA from the device ID (devID1)
despite the non-AP STA using a randomized MAC address (MAC2).

AP-2 then sends a Device ID element in the association response with the Device ID Status field set to 0
indicating that the device ID has been recognized. (Notice the device ID activation from AP-2 via the

Association Response frame as well).

In the Figure AX-2, AP-2 optionally allocates a new device ID (devID2) and a PASN ID (pasnID2) in the
Device ID element and in the PASN ID element sent in the association response.
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Figure AG-2—Example of device ID exchange in FILS
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Figure AG-3 shows an example of a device ID and PASN ID exchange in PASN. The example illustrates a
non-AP STA performing PASN to establish FTM session(s) in an ESS containing AP-1 and AP-2.

AP-1 and AP-2 advertise their support of device ID in the RSNXE in beacons and probe responses.

The non-AP STA with a MAC address of MACI first initiates a connection with AP-1 by sending the first
PASN frame with the Device ID Support field in the RSNXE set to 1 but does not include a PASN ID.

Upon receiving the first PASN frame, AP1 indicates its activation of device ID by setting the Device ID
Support field and PASN ID Active in the RSNXE to 1. AP-1 then assigns a device ID (devID) and a PASN ID
(pasnID1) and sends them to the non-AP STA in the Device ID field in the Device ID element and in the PASN
ID field in the Robust PASN ID element in the PASN Encrypted Data element in the second PASN frame. The
non-AP STA, AP-1 and AP-2 store devID and pasnID1.

The non-AP STA then continues to establish an FTM session with AP-1.

When the non-AP STA, now using a MAC address of MAC2 (the non-AP STA changing its MAC address
from MACI1 to MAC2), performs PASN with AP-2 to establish another FTM session, the non-AP STA sends
the previously assigned PASN ID (pasnID1) to AP-2 in the PASN ID field in an PASN ID element in the first
PASN frame.

AP-2 identifies the non-AP STA from the PASN ID (pasnID1) despite the non-AP STA using a randomized
MAC address (MAC?2). Upon receiving the PASN ID (pasnID1) in the first PASN frame, AP-2 sends a Robust
PASN ID element in the PASN Encrypted Data element in the second PASN frame with the PASN ID Status
field set to 0, indicating that the PASN ID has been recognized. AP-2 then assigns another PASN ID (pasnID2)
and sends it to the non-AP STA in the PASN ID field in the Robust PASN ID element included in the PASN
Encrypted Data element in the second PASN frame.

The non-AP STA then proceeds to establish the FTM session.
Similarly, when the non-AP STA with a MAC address of MAC3 returns to AP-1, it sends the previously

assigned PASN ID (pasnID2) and is assigned another PASN ID (pasnID3) that will be used in the subsequent
PASN for another FTM session.
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Figure AG-3—Example of device ID and PASN ID exchange in PASN
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AG.2 Examples of IRM Usage

Figure AG-4 shows an example of an IRM exchange when a non-AP STA authenticates and associates to APs
(AP-1 and AP-2 belonging to the same ESS) using 4-way handshake.

AP-1 and AP-2 advertise their support of IRM in the RSNXE in beacons and probe responses.

The non-AP STA with a MAC address of MACI initiates a first connection with AP-1. The non-AP STA has
not previously provided an IRM to that ESS. After the authentication frame exchange, the non-AP STA
indicates its activation of IRM by setting the IRM Support field in the RSNXE to 1 in the association request.
Similarly, AP-1 indicates its activation of IRM by setting IRM Support field in the RSNXE to 1 in the
association response. In 4-way handshake message 4, the non-AP STA includes an IRM KDE and provides an
IRM (IRM1) to AP-1. The non-AP STA, AP-1, and AP-2 store that IRM (IRM1).

Later, the non-AP STA terminates the connection with AP-1.

When non-AP STA returns to that same ESS, the non-AP STA uses IRM1 as its MAC address. AP-2 identifies
the non-AP STA from the stored IRM1. AP-2 then sends an IRM KDE in 4-way handshake message 3 with the
IRM Status field set to 0 indicating that the IRM has been recognized. The non-AP STA then provides another
IRM (IRM2) to AP-2 in an IRM KDE in 4-way handshake message 4.
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Figure AG-4—Example of IRM exchange in 4-way handshake

Figure AG-5 shows an example of an IRM exchange when a non-AP STA associates to APs (AP-1 and AP-2
belonging to the same ESS) using FILS public key with PFS.

AP-1 and AP-2 advertise their support of IRM in the RSNXE in Beacons or Probe Responses.
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The non-AP STA with a MAC address of MACI initiates a first connection with AP-1. The non-AP STA has
not previously provided an IRM to that ESS. After the FILS authentication frame exchange, the non-AP STA
indicates its activation of IRM by setting the IRM Support field in the RSNXE to 1 in the association request.
In an association request, the non-AP STA assigns an IRM (IRM1) to itself in an IRM element. AP-1 also
indicates its activation of IRM by setting the IRM Support field in the RSNXE to 1 in the association response.
The non-AP STA, AP-1, and AP-2 store IRM1.

Later, the non-AP STA terminates the connection with AP-1.
When non-AP STA returns to that same ESS, the non-AP STA uses IRM1 as its MAC address. AP-2 identifies
the non-AP STA from the stored IRM1. AP-2 then sends an IRM element in the association response with the

IRM Status field set to 0 indicating that the IRM has been recognized. The non-AP STA then provides another
IRM (IRM2) to AP-2 in an IRM element in association request.
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Figure AG-5—Example of IRM exchange in FILS
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Figure AG-6 shows an example of a IRM exchange in PASN. The example illustrates a non-AP STA
performing PASN to establish FTM session(s) in an ESS containing AP-1 and AP-2.

AP-1 and AP-2 advertise their support of IRM in the RSNXE in beacons and probe responses.

The non-AP STA with a MAC address of MACI first initiates the connection with AP-1 by sending the first
PASN frame with the IRM Support field in the RSNXE set to 1.

Upon receiving the first PASN frame, AP-1 indicates its activation of IRM by setting the IRM Support field in
the RSNXE to 1. In the third PASN frame, the non-AP STA provides an IRM (IRM1) to AP-1 sending it to
API in the IRM field in an Robust IRM element in the PASN Encrypted Data element. The non-AP STA,
AP-1 and AP-2 store IRM1. The non-AP STA then continues to establish an FTM session with AP-1. [

When the non-AP STA performs PASN with AP-2 to establish another FTM session, the non-AP STA uses
IRM1 as its MAC address. AP-2 identifies the non-AP STA from the stored IRM1. Upon receiving IRM1 in
the first PASN frame, AP-2 may send a Robust IRM element in the PASN Encrypted Data element in the
second PASN frame with the IRM Status field set to 0, indicating that the IRM has been recognized. The
non-AP STA then provides another IRM (IRM2) to AP-2 in the IRM field in a Robust IRM element in
PASN Encrypted Data element in the third PASN frame.

Similarly, when the non-AP STA returns to AP-1, it uses the previously assigned IRM (IRM2) as its MAC
address and provides another IRM (IRM3) that will be used in the subsequent PASN for another FTM session.

60
Authorized licensed use limited to: song cRERP YR A R%MN LﬁﬁiEZﬁ,ﬂdiB"HﬁlﬂﬁMO@gTC from IEEE Xplore. Restrictions apply.



IEEE Std 802.11-2024
IEEE Standard for Information Technology—Local and Metropolitan Area Networks—Specific Requirements
Part 11: Wireless LAN MAC and PHY Specifications
Amendment 1: Operations with Randomized and Changing MAC Addresses

AP-1 Non-AP STA AP-2

Beacon/Probe Beacon/Probe
Response(RSNXE(IRM suEport)) Response(RSNXE(IRM support))
MAClI\A
PASN Frame 1
(RSNXE(IRM support)) I/ \\
Initial connection —t
No IRM PASN Frame 2 Do
(RSNXE(IRM support)) 1o
] ] »
| | o IRM1
PASN Frame 3 | |
(PASN Encrypted Data(IRM o ./ PASNFrame 1
(IRM1))) | : ’l {  (RSNXE(IRM support))
< .
| 1 \‘ >
| FMSessiont. | | | 1 PASN Frame 2
TR (RSNXERM support)
I O || (PASN Encrypted Data(IRM
\/ I | (IRM1 status=recognized))
|
< |
|1 PASNFrame3
| : (PASN Encrypted Data(IRM
I (IRM2))
L] g
| | FTMSession2
_— — — — — —»
l 1—'
IRM2 || Deauth
«+=— — — — — — —
PASN Frame 1 \,
return to the (RSNXE(IRM support)) \
same ESS ,I +
PASN Frame 2 | \
(RSNXE(IRM support)) 1o
(PASN Encrypted Data(IRM [
(IRM2 status=recognized)) [
L
t >
PASN Frame 3 | |
(PASN Encrypted Data(IRM | :
(IRM3))) 1
< L
FTM Session 3 L
«— — — — — — — | —>
Deauth (I
<———————J\—I‘—>
v

Figure AG-6—Example of IRM exchange in PASN

AG.3 Example of device ID and IRM usage

Figure AG-7 shows an example of a simultaneous exchange of device ID and IRM in 4-way handshake for
APs (AP-1 and AP-2 belonging to the same ESS).

AP-1 and AP-2 advertise their support of device ID and IRM in the RSNXE in beacons and probe responses.
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The non-AP STA with a MAC address of MACI initiates the first connection with AP-1. The non-AP STA
does not have a device ID and IRM for that ESS. After the authentication frame exchange, the non-AP STA
indicates its activation of device ID and IRM by setting the Device ID Support field and IRM Support field
in the RSNXE to 1 in the association request. Similarly, the AP-1 indicates its activation of device ID and
IRM by setting the Device ID Support field and IRM Support field in the RSNXE to 1 in the association
response.

In 4-way handshake message 3, AP-1 includes a Device ID KDE and PASN KDE and assigns a device ID
(devID) and PASN ID (pasnID1) to the non-AP STA. In 4-way handshake message 4, the non-AP STA
includes an IRM KDE and provides an IRM (IRM1) to AP-1. The non-AP STA, AP-1, and AP-2 store
devID, pasnID1, and IRM1.

Later, the non-AP STA terminates the connection with AP-1.

When the non-AP STA returns to that same ESS, the non-AP STA uses IRM1 as its MAC address. AP-2
identifies the non-AP STA from the stored IRM1. The non-AP STA then provides the previously assigned
device ID (devID) to AP-2 in a Device ID KDE in 4-way handshake message 2. AP-2 then sends an IRM
KDE in 4-way handshake message 3 with the IRM Status field set to 0 indicating that the IRM has been
recognized and sends a Device ID KDE with the Device ID Status field set to 0 indicating that the device ID
has been recognized. The non-AP STA then provides another IRM (IRM2) to AP-2 in an IRM KDE in
4-way handshake message 4.
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Figure AG-7—Example of device ID exchange and IRM exchange in 4-way handshake
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