The DEC OSF/1 operating system is a Digital product based in part on the Open Software Foundation�s

OSF/1 operating system._1 One major goal of the DEC

OSF/1 version 3.0 project was to provide a leadership multiprocessing im plementation of the UNIX o perating system for Alpha server systems, such as the Digital AlphaServer 2100 product. This paper describes the goals and development of this operating system feature for the version 3.0 release.

The DEC OSF/1 Ve rsion 3.0 Multip rocessing Project

Multiprocessing platforms like the AlphaServer 2100 product provide a cost-effective means of increasing the com puting power of a server. Additional com puting capacity can be obtained at a potentially significant cost advantage by sim ply adding CPU modules to the system rather than by adding a new system to a more loosely coupled network-server arrangement. An effective execution of this server-scaling strategy requires significant coo peration between the hardware and software com ponents of the system. The hardware must provide symmetrical (i.e., equal) access to system resources, such as memory and I/O, for all processors; the operating system software must provide for enough parallelism in its major subsystems to allow applications to take advantage of the additional CPUs in the system. That is, the operating system cost of multiprocessing must be ke pt low enough to enable most of an additional CPU�s computing power to be used by applications rather than by the operating system�s efforts to synchronize simultaneous access to shared memory by multiple processors.

Regarding hardware, the AlphaServer 2100 product and the other Alpha multiprocessing platforms provide the shared memory and symmetric access to the system and I/O buses desired by the operating system designers.^2 The design allows all CPUs to share a single copy of the operating system in memory. The hardware also has a load-locked/ store-conditional instruction sequence, which provides both a mechanism for atomic updates to shared memory by a single processor and an interprocessor interrupt mechanism.

Given these hardware features, operating system software developers have a great deal of freedom in developing a multiprocessing strategy. The approach used inDEC OSF/1 version 3.0 is called symmetric multiprocessing (SMP), in which all processors can participate fully in the execution of o perating system code. This symmetric design contrasts with asymmetric multiprocessing (ASMP), in w hich all operating system code must be executed on a single designated �master� processor. Such an

Jeffrey M. Den h a m Paula Long Ja m esA. Woo dwa rd

DEC OSF/1 Version3.0 Symmetric Multip rocessing Implement ation

The primary goal for an operating system in a symmetric multiprocessing (SMP) implement ation is to convert the additional computing power provided to the system, as processors are added, into improved system performance without compromising system quality. The DEC OSF/1 version 3.0 operating system uses a number of techniqu es to achieve this goal. The techniqu es include algorith mic enhancements to improve pa rallelism within the kernel and additional lock-based synchronization to protect global system st ate. Synchro nization pri mitives include spi n locks and blocking locks. An optional locking hiera rchy was imposed to detect latent symmetric multiprocessor synchro nization issues. Enhancements to the kernel scheduler improve cache usage by en abling soft affi nity of th reads to the processor on which the th read last ran; a load-balancing algorithm keeps the number of ru n n able th reads spread evenly across the available processors. A highly scalable and st able SMP implement ation resulted from the project.

Digital Te chnical Jo urna l Vol. 6 No. 3 Summer 1994 29

approach is undesirable because it provides inadequate utilization of additional �slave� processors for most application mixes. By contrast, for the DEC OSF/1 multiprocessing design, the concept of a master processor applies only to the keeping of the global system time and to other specialized uses (such as sup porting subsystems that are not yet fully symmetric).

The SMP features in the DEC OSF/1 version 3.0 o perating system are based on the joint work of Carnegie Mellon University, for the Mach version 2.5 kernel, and the Open Software Foundation and the Encore Com puter Corporation, for the version 1.2 release of the OSF/1 operating system.^{3—6} From this substantial tech nical base, the DEC OSF/1 multiprocessing project focused on achieving UNIX leadership performance on targeted commercial server applications, such as data servers (i.e., DBMS and file servers) and com pute servers. These application domains tend to make heavy use of system services. Therefore, shortcomings in the multiprocessing im plementation become readily apparent through the failure of these applications to gain significant performance speedups as processors are added to the server. The ideal benefit is, of course, to obtain 100 percent of each additional processor for the applications� use. In reality, a gain of 70 to 80 percent of the last CPU added is well worth the incremental cost of the processor.

From the outset of the project, the engineering team was empowered to enhance and augment the OSF/1 version 1.2 code base to obtain this level of multiprocessing performance for DEC OSF/1 version 3.0. At the same time, it was required to maintain the system�s stability and reliability. The team was staffed by engineers with extensive multiprocessing and real-time operating system ex perience inside and outside Digital. Quality assurance (Q /A) and performance teams provided considerable feedback as the product moved through its development base levels.

The engineering team faced multiple tech nical issues in the SMP im plementation of the DEC OSF/1 o perating system, including n Analyzing concurrency and locking issues n Adapting the base operating system for SMP n Sup porting a comprehensive lock package n Adapting thread scheduling for SMP n Ensuring a quality im plementation n Benchmarking progress inSMPperformance

The remainder of this paper describes the highlights of the team�s efforts in these areas.

Analyzing Concurrency and

Locking Iss u es

Moving from a uniprocessor to a shared-memory, symmetric multiprocessing platform places new demands on an operating system. Multiple processes running independently on se parate processors can access kernel data structures simultaneously. This level of true concurrency is unobtainable on uniprocessor systems, where concurrency either derives from the asynchronous execution of interrupt service routines (ISRs) or is emulated through the interleaving of processes on a time-share basis.

In the first case, synchronization is required for data structures accessed by both mainline kernel code and the ISR. The tech nique used to achieve synchronization is to raise the processor interrupt priority level (IPL), i.e., system priority level (SPL) in

UNIX parlance, in the mainline code to the level used by the com peting ISR, thus blocking the interrupt that invokes the ISR. In the case of the virtual concurrency provided by process time-sharing, synchronization is achieved by allowing only one process to be in kernel context at a time. The kernel protects itself by preventing context switching

(process preemption) until an executing process has reached a safe point, i.e., usually when it is about to leave kernel context. Other safe points appear when a process must voluntarily block to await the availability of some resource. These are the synchronization strategies employed by traditional UNIX-based operating systems.

One powerful feature of the OSF/1 kernel provides a further level of concurrency, which com plicates the process of synchronizing access to kernel data; that feature is kernel-based threads. The Mach task/thread model allows multiple threads of execution to be active within a single task (process) address space. Therefore, whereas an unthreaded

UNIX system has to protect data shared by multiple processes, e.g., the scheduling queues, a threaded kernel must protect all process-level data, which is shared by all threads in the process.

Although in many ways a traditional UNIX system from the user�s point of view, the first version of the

DEC OSF/1 operating system departed from typical

UNIX practice by providing kernel-mode preemption in its real-time version of the kernel. This enhancement, targeted to improve the responsiveness of the system to real-time events, allows

DEC OSF/1 Symmetric Multip roc es sin g

30 Vol No Digital Te chnical Jo urna l

DECOSF/1 Version 3.0 Symmetric Multiprocessing Implement ation

Digital Te chnical Jo urna l Vol. 6 No. 3 Summer 1994 31

preemptive priority-based context switching between threads to occur at any point in kernel execution that meets a set of criteria for preemption safety. These criteria have an immediate relevance and applicability to the work of adapting the

OSF/1 uniprocessor code to a multiprocessing environment. In the following discussion of preemption safety, each criterion for safe preemption is presented as it relates and leads to an understanding of correct multiprocessing synchronization.

Real-time thread preemption can occur only w hen all three of the following conditions are met:

1. The processor SPL is zero. This state indicates that all interrupts are enabled and im plies that no code is executing in an ISR or is modifying kernel data shared with an ISR.

On a nonpreempting uniprocessor kernel, SPL synchronization alone is adequate to protect shared data structures. SPL is a processorwide rather than a systemwide characteristic. Consequently, raising the SPLto interrupt level is inadequate protection on a multiprocessing system, in which one processor�s SPL has no effect on another�s. The classic multiprocessing solution to this problem is to combine SPL synchronization with mutual-exclusion spin locks to block out other processors as well as ISRs.

2. No sim ple locks (spin locks) are held. This state is represented in the Mach and OSF/1 kernel code by a call to the sim ple_lock( ) routine. This call signifies that the code has entered a critical section where shared data will be modified.

On a uniprocessor, calling the sim ple_lock( ) routine actually increments a global spin lock count; unlocking decrements that count. If the count is zero, then an attempt to preempt the current process can be made. In this uniprocessor im plementation, no actual spin locks exist in memory, and nothing is locked in the physical sense of a lock bit being checked for a state of zero or one.

By contrast, on a microprocessing system, real locking, not lock counting, is required; therefore, spin locks occupy real memory. On a multiprocessing system, locking a spin lock involves testing the lock location for a value of zero and then atomically setting the value to one before continuing into the critical code section, assured of exclusive access. If another processor finds the lock bit set (i.e., nonzero), it will

re peatedly test the lock location and thus �spin� until the lock value becomes zero when unlocked by its previous holder. Because processors make no progress while they attempt to obtain a spin lock, such a lock is meant to be held for bounded, ho pefully brief periods. Extensive or unbounded accesses require the use of complex locks (blocking read/write locks) by which a thread will sleep until a locked resource becomes available and unlocked. (Sleeping to obtain a com plex lock is by definition a preemption point.)

3. The code is not funneled to the master processor.

This state is another way by whichOSF/1 kernel code delineates a critical code section. Funneling forces code to run on a single processor designated as the master processor. Funneling allows device drivers and entire kernel subsystems that have not been adapted to a concurrentexecution environment with simple_lock( ) calls to modify kernel data safely. On a preempting uniprocessor, funneling is represented sim ply as a per-thread flag that prevents preemption w hen set; no context switching is required to cause funneling.

By contrast, on a multiprocessing system, funneling to the master processor may involve an actual context switch from the funneling thread�s current processor� a n ex pensive form of synchronization. Prior to DEC OSF/1 version

3.0, all UNIX process subsystem com ponents, including the fork( ), exec( ), wait( ), and exit( ) routines and signal logic, were not safe for preemption and were therefore funneled. All modifications to process data structures could occur only on the master processor. This situation eliminated concerns about access to those structures from another processor but at the same time virtually eliminated the parallelism of the process subsystem. For example, for the fork system calls, the list of active processes in the system (allproc) was traversed in funneled code.

Clearly, funneling this fundamental resource introduces significant latencies into the system�s response to scheduling events. In multiprocessing terms, no process-level operations can execute in parallel.

The development of the DEC OSF/1 real-time kernel leveraged the existing OSF/1 SPL, locking, and funneling constructs to im plement preemption on uniprocessor Alpha systems. This work provided

a valuable product feature and was a preview of the effort that would be required to adapt the OSF/1 code for the DEC 2000, 4000, and 7000 multiprocessing platforms. Sup porting se parate preemptive kernels for three versions prior to DEC OSF/1 version 3.0, combined with the developers�ex perience on other multiprocessing systems (including

ULTRIX version 4 and an advanced development project using MIPS multiprocessing platforms), uncovered the following challenges and problems that the team had to overcome to produce a competitive multiprocessing product:

n Sup porting two com plete sets of kernel binary objects� b ase and real-time� was burdensome for the operating system engineers and awkward for third-party developers. Therefore, the

DEC OSF/1 multiprocessing product team had to strive to ship a single, unified set of kernel binaries. This set should encom pass the full range of real-time features, including preemption and

POSIX fixed-p riority scheduling. For that to be p ractical, the resulting multip rocessing kernel would have to perform as well on a unip rocessor as the non-SMP kernel.

n Diagnosing locking problems in the preemptive kernel was ex pensive in developer time. The p rocess required painstaking inspection of the sim ple-locking source code, which is often disguised in subsystem-specific macros. Locking or unlocking a spin lock multiple times or not unlocking it at all (usually in code loo ps) would disable preemption well beyond the end of a critical section or enable it before the end.

A coherent locking architecture with automated debugging facilities was needed to ship a reliable p roduct on time. The lock-debugging facility present in the original OSF/1 code was probably inadequate for the task.

n Ex periments with the real-time kernel revealed unacceptable preemption latencies, especially in fun neled code paths. This deficiency indicated that, when moved to a multip rocessing platform, the existing kernel would fail to use additional processors effectively. That is, the kernel would not ex hibit adequate parallelism to scale effectively. Clearly, major work was required to significantly increase parallelism in the kernel. This task would likely involve removing most uses of fun neling, eliminating some spin locks, and adding other spin locks to create a finer granularity of locking.

Ad a p ting the Base Operating Sy stem for Symmetric Multip rocessing

Making the leap from a preemptive uniprocessor kernel to an effective SMP im plementation, built from a single set of kernel binaries, required contributions from the OSF/1 version 1.2 and the DEC

OSF/1 version 3.0 projects. Fundamental changes were introduced into the system to sup port SMP.

The basic approach planned by the SMP project team was first to bootstrap the DEC OSF/1 version

1.3 kernel on the existing Alpha multiprocessing platforms. This task was accom plished by funneling all major subsystems to a single processor while stabilizing the underpinnings of the multiprocessing system (i.e., the scheduler, the virtual memory subsystem, the virtual file system, and the hardware sup port) in the new environment. This approach allowed the team to make progress in understanding the scope of the effort while analyzing the multiprocessing requirements of each kernel subsystem. The in-depth analysis was necessary to identify those subsystems in the kernel that required modifications to run safely and efficiently under SMP. As each subsystem was confirmed to ex hibit parallelism or was made parallel, it was unfunneled and thus freed to run on any processor.

This process was iterative. If incorrectly parallelized, a subsystem will reveal itself by (1) leaving data incorrectly unprotected and thus open for corruption and (2) developing a deadlock, i.e., a situation in which each of two threads holds a spin lock required by the other thread and thus neither thread can take the lock and proceed.

The efforts at parallelizing the kernel fell into two classes of modification: lock-based synchronization to ensure multiprocessing correctness and algorithmic changes to increase the level of parallelism achieved.

Lock-based Synchro nization

The code base on which the DEC OSF/1 product is built, i.e., the Open Software Foundation�s OSF/1 software, provides a strong foundation for SMP. The

OSF further strengthened this foundation inOSF/1 versions 1.1 and 1.2, when it corrected multiple

SMP problems in the code base and parallelized

(and thus unfunneled) additional subsystems. As the multiprocessing bootstrap effort continued, the team analyzed and incorporated the OSF/1 version 1.2 SMP improvements into DEC OSF/1 version

3.0. As strong as this starting point was, however, some structures in the system did not receive the

DEC OSF/1 Symmetric Multip roc es sin g

32 Vol. 6 No. 3 Summer 1994 Digital Te chnical Jo urna l

DECOSF/1 Version 3.0 Symmetric Multiprocessing Implement ation

Digital Te chnical Jo urna l Vol. 6 No. 3 Summer 1994 33

appropriate level of synchronization. The team corrected these problems as they were uncovered through testing and code inspection.

The DEC OSF/1 operating system uses a combination of sim ple locks, com plex locks, elevated SPL, and funneling to guarantee synchronized access to system resources and data structures. Sim ple locks,

SPL, and funneling were described briefly in the earlier discussion of preemption. Com plex locks, like elevated SPL, are used in both uniprocessor and multiprocessor environments. These locks are usually sleep lock s� threads can block while they wait for the lock� w hich offer additional features, including multiple-reader /single-writer access and recursive acquisition.

An example of the use of each synchronization technique follows:

n A sim ple lock is used to protect the kernel�s callout (timer) queue. In an SMP environment, multiple threads can update the callout queue at the same time, as each of them adds a timer entry to the queue. Each thread must obtain the callout lock before adding an entry and release the lock when done. The callout sim ple lock is also a good example of SPL synchronization under multip rocessing because the callout queue is scanned by the system clock ISR. Therefore, before locking the callout lock, a thread must raise the SPL to the clock�s IPL. Otherwise, the thread holding the callout lock at an SPL of zero can be interrupted by the clock ISR, which will in turn attempt to take the callout lock. The result is a permanent deadlock.

n A com plex lock protects the file system directory structure. A blocking lock is required because the directory lock holder must perform

I/O to update the directory, which itself can block. Whenever blocking can occur while a lock is held, a com plex lock is required.

n Fun neling is used to synchronize access to the

ISO 9660 CD-ROM file system._7 The decision to fun nel this file system was largely due to limitations in the DEC OSF/1 version 3.0 schedule;

however, the file system is a good choice for funneling because of its generally slow operation and light usage.

To ensure adequate performance and scaling as processors are added to the system, an SMP im plementation must provide for as much parallelism through the kernel as possible. The granularity of

locks placed in the system has a major im pact on the amount of parallelism obtained.

During multiprocessing development, locking strategies were designed to n Reduce the total number of locks per subsystem n Reduce the number of locks taken per subsystem operation n Improve the level of parallelism throughout the kernel

At times, these goals clashed: enhancing parallelism usually involves adding a lock to some structure or code path. This outcome conflicts with the goal of reducing lock counts. Consequently, in practice, the process of successfully parallelizing a subsystem involves striking a balance between lock reduction and the resulting increase in lock granularity. Often, benchmarking different approaches is required to fine-tune this balance.

Several general trends were uncovered during lock analysis and tuning. In some cases locks were removed because they were not needed; they were the products of overzealous synchronization.

For example, a structure that is private to a thread may require no locking at all. Moreover, a data element that is read atomically needs no locking. An example of lock removal is the gettimeofday( ) system call, which is used frequently by DBMSservers.

The system call sim ply reads the system time, a 64- bit quantity, and copies it to a buffer provided by the caller. The original OSF/1 system call, running on a

32-bit architecture, had to take a sim ple lock before reading the time to guarantee a consistent value. On the Alpha architecture, the system call can read the entire 64-bit time value atomically. Removing the lock resulted in a 40 percent speedup.

In other cases, analyzing how structures are used revealed that no locking was needed. For example, an I/O control block called the buf structure was being locked in several device drivers while the block was in a state that allowed only the device driver to access it. Removing these unnecessary locks saved one com plex and one sim ple locking sequence per I/Oo peration in these drivers.

Another effective optimization involved postponing locking until a thread determined that it had actual work to do. This technique was used successfully in a routine frequently called in a transaction processing benchmark. The routine, which was locking structures in anticipation of following a rarely used code path, was modified to lock only

w hen the uncommon code path was needed. This o ptimization significantly reduced lock overhead.

To improve parallelism across the system, the

DEC OSF/1 SMP development team modified the lock strategies in numerous other cases.

Algorithm Changes

In some instances, the effective migration of a subsystem to the multiprocessing environment required significant reworking of its fundamental algorithms. This section presents three examples of this work. The first example involves the rework of the process management subsystem; the second example is a new tech nique for a thread to refer to its own state; and the third example deals with enhancements in translation buffer coherency or

�shootdown.�

Ma n aging Processes and Process State Early versions of the DEC OSF/1 software maintained a set of systemwide process lists, most notably proc (static proc structure array), allproc (active process list), and zomproc (zombie process list). These lists tend to be fairly long and are normally traversed sequentially. Operations involving access to these lists include process-creation time (fork( )), signal posting, and process termination. The original OSF/1 code protected these process lists and the individual proc structures themselves by means of funneling. This meant that virtually every system call that involved process state, such as exit( ), wait( ), ptrace( ), and sigaction( ), was also forced into a single funnel. Ex perience with real-time preemption indicated that this approach would exact excessive multiprocessing costs. Although it is possible to protect these lists with locks, the development team decided that this basic portion of the kernel must be optimized for maximum multiprocessing performance. The OSF also recognized the need for optimization; they addressed the problem inOSF/1 version 1.2 by adopting a redesign of the process management developed for their

Multimax systems by Encore Com puter Corporation. The DEC OSF/1 team adopted and enhanced this design for handling process lists, process management system calls, and signal processing.

The redesign re places the statically sized array of proc structures with an array of smaller process identification (PID) entry structures. EachPID entry structure potentially points to a dynamically allocated proc structure. Under this new scheme, finding the proc structure associated with a user PID has been reduced to hashing the PID value to an

index into the PID entry array. The process state associated with that PID (active, zombie, or nonexistent) is maintained in the PID entry structure. This allows process structures to be allocated dynamically, as needed, rather than statically at boot time, as before. Simple locks are also added to the process structure to allow multiple threads in the process to perform process management system calls and signal handling concurrently. These changes allowed process management funneling to be removed entirely, which significantly improved the degree of parallelism in the process management subsystem.

Accessing Current Th read State One critical design choice in im plementing SMP on the DEC OSF/1 system concerned how to access the state of the currently running thread. This state includes the current thread�s process, task, and virtual memory structures, and the so-called uarea, which contains the pageable UNIX state. Access to this state, which threads require frequently as they run in kernel context, must have low overhead. Further, because the DEC OSF/1 operating system sup ports kernelmode preemption, the method for accessing the current thread�s state must work even if a context switch to another CPU occurs during the access o peration.

The original OSF/1 code used arrays indexed by the CPU number to look up the state of a running thread. One of these arrays was the U_ADDRESS array, which was used to access the currently active uarea. The U_ADDRESS array was loaded at context switch time and accessed while the thread executed. Before the advent of multiprocessing, the

CPU number was a com pile-time constant, so that thread-state lookup involved sim ply reading a global variable to form the pointer to the data.

Adding multiprocessing sup port meant changing the CPU number from a constant to the result of the WHAMI (�Who am I?�) PAL code call to get the current CPU number. (PAL code is the operatingsystem-specific privileged architecture library that provides control over interrupts, exceptions, context switching, etc._8)

Using such global arrays for accessing the current thread�s state presented three shortcomings:

1. The WHAMIPAL code call added a minimum overhead of 21 machine cycles on the AlphaServer

2100 server, not including further overhead due to cache misses or instruction stream stalls. The multiprocessing team felt that this was too large a performance price to pay.

DEC OSF/1 Symmetric Multip roc es sin g

34 Vol. 6 No. 3 Summer 1994 Digital Te chnical Jo urna l

DECOSF/1 Version 3.0 Symmetric Multiprocessing Implement ation

Digital Te chnical Jo urna l Vol. 6 No. 3 Summer 1994 35

2. Allowing multiple CPUs to write sequential pointers caused cache thrashing and extra overhead during context switching.

3. Indexing by CPU number was not a safe practice w hen kernel-mode preemption is enabled.

A thread could switch processors in the middle of an array access, and the wrong pointer would be fetched. Providing additional locking to prevent this had unacceptable performance im plications because the operation is so common.

These problems convinced the team that a new algorithm was required for accessing the current thread�s state.

The solution selected was modeled on the way the OpenVMSVAX system uses the processor interrupt stack pointer to derive the pointer to per-CPU state._9 In the OSF/1 system, each thread has its ow n kernel stack. By aligning this stack on a power-of-two boundary, a sim ple masking of the stack pointer yields a pointer to the per-thread data, such as the process control block (PCB) and uthread structure. Any data item in the per-thread area can be accessed with the following code sequence:

l d a r 1 6 , M A S K # G e t m a s k v a l u e b i c s p , r 1 6 , r 0# M a s k s t a c k p o i n t e r t o p o i n t t o s t a c k b a s e l d q r x , O F F S E T ( r 0 )# A d d o f f s e t t o b a s e a n d f e t c h i t e m

Accessing thread state using the kernel stack pointer solves all three problems withCPU-number-based indexing. First, this tech nique has very low overhead; accessing the current thread�s data involves only a simple masking operation anda read o peration. Second, using the kernel stack pointer incurs no extra overhead during context switching because the pointer has to be loaded for other uses.

Third, because thread stack areas are pages, no cache conflicts exist between threads running on different processors. Finally, the data access can be preempted at any point, and the correct pointer is still fetched. No processor-dependent state is used to access the current thread state.

Interprocessor Translation Lookaside Buffer

Shootdow n Alpha processors employ translation lookaside buffers (TLBs) to speed up the translation of physical-to-virtual mappings. The TLB caches page table entries (PTEs) that contain virtual-to-physical address mappings and access control information. Unlike data cache coherency, which the

hardware maintains, TLB cache coherency is a task of the software. The DEC OSF/1 system uses an enhanced version of the TLB shootdown algorithm developed for the Mach kernel to maintainTLB coherency._{10} First, a modification to the original shootdown algorithm was needed to im plement the Alpha architecture�s address space numbers

(ASNs). Second, a synchronization feature of the original algorithm was removed entirely to enhance shootdown performance. This feature provided synchronization for architectures in which the hardware can modify PTEs, such as the VAX platform; the added protection is unnecessary for the Alpha architecture.

The final shootdown algorithm is as follows. The physical map (PMAP) is the software structure that holds the virtual-to-physical mapping information.

Each task within the system has a PMAP; operating system mappings have a special kernel PMAP. Each

PMAP contains a list of processors currently using the associated address space. To initiate a virtual-to-physical translation change, a processor (the initiator) first locks the PMAP to prevent any other threads from modifying it. Next, the initiator updates the PTE mapping in memory and flushes the local TLB. The processor then sends an interprocessor interrupt to all other processors (the responders) that are currently active in the same address space. Each responder needs to acknowledge the initiator and invalidate its own mapping. Once all responders are accounted for, the initiator is free to continue with the knowledge that all TLBs are coherent on the system. The initiator marks nonactive processors� ASNs inactive, spins while it waits for other processors to check in, and then unlocks the PMAP.

Figure 1 shows this final TLB shootdown algorithm as it progresses from the initiating processor to the potential responding processors.

Develo ping the Lock Pac kage

Key to meeting the performance and reliability goals for the multiprocessing portion of the DEC

OSF/1 version 3.0 release was the development of a lock package with the following characteristics:

n Low execution and memory overhead n Flexible sup port for both unip rocessor and multip rocessor platforms, with and without real-time preemption n Automated debugging facilities to detect incorrect locking practices at run time

n Statistical facilities to track the number of locks used, how many times a lock is taken, and how long threads wait to obtain locks

Of course, the overall role of the lock package is to provide a set of synchronization primitives, that is, the sim ple and com plex locks described in earlier sections. To sup port kernel-mode thread preemption, DEC OSF/1 version 1.0 had extended the lock package originally delivered withOSF/1 version 1.0. Early in the DEC OSF/1 version 3.0 project, the development team extended the package again to optimize its performance and to add the desired debugging and statistical features.

As previously noted, a major goal for DEC OSF/1 version 3.0 was to ship a single version of its kernel objects, instead of the base and real-time sets of previous releases. Therefore, sim ple locks would have to be com piled into the kernel, even for kernels that would run only on uniprocessor systems. Achieving this goal required minimizing the size of the lock structure; it would be unacceptable to have hundreds of kilobytes (KB) of memory dedicated to lock structures in systems that did not use such structures. Further, the sim ple lock and unlock invocations required by the multiprocessing code would have to be present for all platforms, w hich would raise serious performance issues for uniprocessor systems. In fact, in the original OSF/1 lock package, the CPU overhead cost of com piling in the lock code was between 1 and 20 percent. Com pute-intensive benchmarks showed the cost to be less than 5 percent, but the cost for multiuser benchmarks was greater than 10 percent, which represents an unacceptable performance degradation. To meet the goal of a single set of binaries, the development team had to enhance the lock package to be configurable at boot time. That is, the package needed to be able to tailor itself to fit the configuration and real-time requirements of the platform on w hich it would run.

The lock package sup plied by the OSF/1 system was further deficient in that it did not sup port error checking when locks were asserted. This deficiency left developers open to the most common tormentor of concurrent programmers, i.e., deadlocks. Without error checking, potential system hangs caused by locks being asserted in the wrong order could go undetected for years and be difficult to debug. A formal locking order or hierarchy for all locks in the system had to be established, and the lock package needed the ability to check the hierarchy on each lock taken.

These needs were met by introducing the notion of lock mode to the lock package. Developers defined the following five modes and associated roles:

n Mode 0: No lock operations; for production uniprocessor systems

n Mode 1: Lock counting only to manage kernel p reemption; for production real-time unip rocessor systems

n Mode 2: Locking without kernel preemption;

for production multiprocessing systems

n Mode 3: Locking with kernel preemption; for p roduction real-time multip rocessing systems

n Mode 4: Full lock debugging with or without preemption; for any development system

D ri lti o i

36 Vol. 6 No. 3 Summer 1994 Digital Te chnical Jo urna l

Figure 1 Translation Lookaside Buffer Shootdown Algorith m

Initiator: Respond ers:

Lock the PMAP.

Update the translation map (PTE).

Invalid ate the proc e s s or TLB entry.

S end an interproc e s s or interrupt to all proc e s s ors th at are using the PMAP.

Acknowledge the shootdown.

Invalid ate the proc e s s or TLB entry.

R eturn from the interrupt.

Mark the non ac tive proc e s s or s� ASNs in ac tive.

Spin while it waits for other proc e s s ors to check in.

Unlock the PMAP.

of the sim ple and com plex lock structures to 8 and

32 bytes, respectively. Embedded in both structures is a 16-bit index into the lockinfo structure table for that particular lock class. The lockinfo structure is dynamically created at system startup in lock mode 4. All classes in the system are assigned a relative position in a single unified lock hierarchy.

A lock class�s position in the lockinfo table is also its position in the lock hierarchy; that is, locks must be taken in the order in which they appear in the table. Lock statistics are also maintained on a perclass basis with se parate entries for each processor.

Keeping lock statistics per processor and se parating this information by cache blocks eliminates the need to synchronize lock-primitive access to the statistics. This design, which is illustrated in

Figure 2, prevents negative cache effects that could result from sharing this data.

Once this powerful lock package was operational, developers analyzed the lock design of their kernel subsystems and attempted to place the locks used into classes in the overall system lock hierarchy. The position of a class depends on the order in w hich its locks are taken and released in relation to other locks in the same code path and in the system. At times, this static lock analysis revealed problems in existing lock protocols, in which locks were taken in varying orders at different points in the code. Clearly, the lock protocol needed to be reworked to produce a consistent order that could be codified in the hierarchy. Thus, the exercise of producing an overall lock hierarchy resulted in

DECOSF/1 Version 3.0 Symmetric Multiprocessing Implement ation

Digital Te chnical Jo urna l Vol. 6 No. 3 Summer 1994 37

The default uniprocessor lock mode is 0; the multiprocessing default is lock mode 2. Both selections favor non-real-time production systems. The system�s lock mode, however, can be selected at boot time by a number of mechanisms. Lock modes are im plemented through a dynamic lock configuration scheme that essentially installs the appropriate set of lock primitives for the selected lock mode.

Installation is realized by patching the com piled-in function calls, such as sim ple_lock( ), to dispatch to the corresponding lock primitive for the selected lock mode. This tech nique avoids the overhead of dispatching indirectly to different sets of lock primitives for each call, based on the lock mode.

The com piled-in lock function calls to the lock package are all entry points that branch to a callpatching routine called sim ple_lock_patch( ). This routine changes the calling machine instruction to be patched out (for lock mode 0) or to branch to the corresponding primitive in the appropriate set of actual primitives, and then branches there (for lock modes 1 through 4). Thus, the overhead for dynamically switching between the versions of simple lock primitives occurs only once for each code path. In the case of lock mode 0, calls to sim ple lock primitives are �back patched� out. Under this model, uniprocessor systems pay a one-time cost to invoke the sim ple lock primitives, after which the ex pense of executing a lock primitive is reduced to executing a few no-op instructions where the code for the lock call once resided.

To address memory consum ption issues and to provide better system debug capabilities, the develo pers reorganized the lock data structures around the concept of the lockinfo structure. This structure is an encapsulation of the lock�s ordering (hierarchical relationship) with surrounding locks and its minimum SPL requirement. Lock debugging information and the lock statistics were decoupled from the lock structures themselves. To facilitate the expression of a lock hierarchy, the developers introduced the concept of classes and instances.

A lock class is a grouping of locks of the same type.

For example, the process structure lock constitutes a lock class. A lock instance is a particular lock of a given class. For example, one process structure sim ple lock is an instance of the class process structure lock. Error checking and statistics-gathering are performed on a lock-class basis and only in lock mode 4.

Decoupling the lock debugging information from the lock itself significantly reduced the sizes