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1.3 Overview

This protocol is designed to facilitate user interaction with a remote computer system by transferring
graphics display information from the remote computer to the user and transporting input
commands from the user to the remote computer, where the input commands are replayed on the
remote computer. This protocol also provides an extensible transport mechanism which allows
specialized communication to take place between components on the user computer and
components running on the remote computer.

The following subsections present overviews of the protocol operation as well as sequencing
information:

1.3.1 Message Flows

1.3.1.1 Connection Sequence

The goal of the RDP Connection Sequence is to exchange client and server settings and to specify
common settings to use for the duration of the connection so that input, graphics, and other data
can be exchanged and processed between client and server. The RDP Connection Sequence is
described in following figure. All of the message exchanges in this diagram are strictly sequential,
except where noted in the text that follows.
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Besides input and graphics data, other data that can be exchanged between client and server after
the connection has been finalized includes connection management information and virtual channel
messages (exchanged between client-side plug-ins and server-side applications).

1.3.1.2 Security-Enhanced Connection Sequence

The RDP Connection Sequence does not provide any mechanisms which ensure that the identity of
the server is authenticated, and as a result it is vulnerable to man-in-the-middle attacks (these
attacks can compromise the confidentiality of the data sent between client and server).

The goal of the Security-Enhanced Connection Sequence is to provide an extensible mechanism
within RDP so that well-known and proven security protocols (such as Secure Socket Layer (SSL) or
Kerberos) can be used to fulfill security objectives and to wrap RDP traffic. There are two variations
of the Security-Enhanced Connection Sequence. The negotiation-based approach-aims to provide
backward-compatibility with previous RDP implementations, while the Direct Approach favors more
rigorous security over interoperability.

Negotiation-Based Approach: The client advertises the security packages which it supports (by
appending a negotiation request structure to the X.224 Connection Request PDU) and the server
selects the package to use (by appending a negotiation response structure to the X.224 Connection
Confirm PDU). After the client receives the X.224 Connection Confirm PDU the handshake messages
defined by the negotiated security package are exchanged and then all subsequent RDP traffic is
secured by using the cryptographic techniques specified by the negotiated security package.

Direct Approach: Instead of negotiating a security package, the client and server immediately
execute a predetermined security protocol (for example, the CredSSP Protocol) prior to any RDP
traffic being exchanged on the wire. This approach results in all RDP traffic being secured using the
hard-coded security package. However, it has the disadvantage of not working with servers that
expect the connection sequence to be initiated by an X.224 Connection Request PDU.

For more details about Enhanced RDP Security, see section 5.4.

1.3.1.3 Deactivation-Reactivation Sequence

After the connection sequence has run to completion, the server may determine that the client must
be connected to an existing session. To accomplish this task the server signals the client with a
Deactivate All PDU. A Deactivate All PDU implies that the connection will be dropped or that a
capability re-exchange will occur. If a capability re-exchange is required, then the Capability
Exchange and Connection Finalization phases of the connection sequence (section 1.3.1.1) are re-
executed.

The sending and processing of the Deactivate All PDU is described in sections 3.3.5.5.1 and
3.2.5.5.1 respectively.

1.3.1.4 Disconnection Sequences

1.3.1.4.1 User-Initiated on Client

The usercan initiate a client-side disconnect by closing the RDP client application. To implement this
type of disconnection the client sends the server a Shutdown Request PDU. The server response to
this PDU is determined by whether the session is associated with a logged-on user account.

= If a logged-on user account is associated with the session, the server always denies the
shutdown request and sends the client a Shutdown Request Denied PDU. At this point the client
behavior is implementation-dependent (the client may, for example, choose to display a dialog
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box specifying that the session will be disconnected). If the decision is made to proceed with the
disconnection, the client sends the server an MCS Disconnect Provider Ultimatum PDU (with the
reason code set to "user requested") and closes the connection.

= If a logged-on user account is not associated with the session, the server closes the connection
immediately after receiving the Shutdown Request PDU.

The sending and processing of the Shutdown Request PDU is described in sections 3.2.5.4.1 and
3.3.5.4.1 respectively. The sending and processing of the Shutdown Request Denied PDU is
described in sections 3.3.5.4.2 and 3.2.5.4.2 respectively.

1.3.1.4.2 User-Initiated on Server

The user can initiate a server-side disconnect by ending the session hosted on the server. To
implement this type of disconnection, the server first sends the client a Deactivate All PDU followed
by an optional MCS Disconnect Provider Ultimatum PDU (with the reason code set to "user
requested"). The connection is then closed by the server.

The sending of the Deactivate All and MCS Disconnect Provider Ultimatum PDUs is described in
section 3.3.5.5.1.

1.3.1.4.3 Administrator-Initiated on Server

The administrator of a server can force a user to be logged off from a session or disconnect sessions
outside of the user's control. To implement this type of disconnection, the server first sends the
client a Deactivate All PDU followed by an optional MCS Disconnect Provider Ultimatum PDU (with
the reason code set to "provider initiated"). The connection is then closed by the server.

The sending of the Deactivate All and MCS Disconnect Provider Ultimatum PDUs is described in
section 3.3.5.5.1.

1.3.1.5 Automatic Reconnection

The Automatic Reconnection feature allows a client to reconnect to an existing session (after a
short-term network failure has occurred) without having to resend the user's credentials to the
server.

After a successful log on, the server sends the client an "auto-reconnect cookie" in the Save Session
Info PDU. This cookie is bound to the current user's session and is stored by the client. In the case
of a disconnection due to a network error, the client can try to automatically reconnect to the
server. If it can connect, it sends a cryptographically modified version of the cookie to the server in
the Client Info PDU (the Secure Settings Exchange phase of the connection sequence, as specified in
section 1.3.1:1). The server uses the modified cookie to confirm that the client requesting auto-
reconnection is the last client that was connected to the session. If this check passes, then the client
is automatically connected to the desired session upon completion of the connection sequence.

The-auto-reconnect cookie associated with a given session is flushed and regenerated whenever a
client connects to the session or the session is reset. This ensures that if a different client connects
to the session, then any previous clients that were connected can no longer use the auto-reconnect
mechanism to connect. Furthermore, the server invalidates and updates the cookie at hourly
intervals, sending the new cookie to the client in the Save Session Info PDU.

1.3.2 Server Error Reporting and Status Updates

A server can send detailed error codes to a client by using the Set Error Info PDU (the client must
indicate during the Basic Settings Exchange phase of the connection sequence, as specified in
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= Graphics Device Interface (GDI) Acceleration Extensions [MS-RDPEGDI
= Desktop Composition Extension [MS-RDPEDC

= Remote Programs Virtual Channel Extension [MS-RDPERP]

» NSCodec Extension [MS-RDPNSC

= RemoteFX Codec Extension [MS-RDPRFX

The following protocol tunnels [MS-RDPBCGR]:

= Gateway Server Protocol [MS-TSGU

1.5 Prerequisites/Preconditions

This protocol assumes that the client and server systems both have an IP address and are able to
communicate over a computer network. It also assumes that the initiator (or "client") has already
obtained the IP address of the server, that the server has registered a port, and that the server is
actively listening for client connections on that port.<1>

1.6 Applicability Statement

This protocol is applicable in scenarios where interactions with a session or application hosted on a
remote server are required. In this context, the graphical'user interface of a session or application
running on a remote machine is transmitted to the client machine. The client, in turn, sends
keyboard and mouse input to be processed by the server allowing the client to interact with the
session or application on the server.

In scenarios in which more specialized communication between client and server components is
needed, Virtual Channels (see section 1.3.3) provide an extensible transport mechanism. Examples
of more specialized communication include redirection of client-side devices (for example, printers,
drives, smart card readers, or Plug and Play devices) and synchronization of the local and remote
clipboards.

.7 Versioning and Capability Negotiation

Note: Some of the information in this section is subject to change because it applies to a preliminary
implementation of the protocol or structure. For information about specific differences between
versions, see the behavior notes that are provided in the Product Behavior appendix.

Capability negotiation for RDP is essentially the same as for T.128. The server advertises its
capabilities in.a Demand Active PDU sent to the client, and the client advertises its capabilities in the
follow-up Confirm Active PDU (see the Capability Exchange phase in section 1.3.1.1). Capability sets
are packaged in a combined capability set structure. This structure contains a count of the number
of capability sets,; followed by the contents of the individual capability sets.

Mumber of
capability sets
which
follow = M

Capability Set 1 Capability Set 2 e Capability Set N
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2 Messages

2.1 Transport

The [MS-RDPBCGR] packets are encapsulated in the Transmission Control Protocol (TCP). The
TCP packets MUST be encapsulated in version 4 or 6 of the IP protocol.

There is no officially assigned TCP port for [MS-RDPBCGR], but protocol servers listen by default on
TCP port 3389 for client requests.

2.2 Message Syntax

All multiple-byte fields within a message MUST be marshaled in little-endian byte order, unless
otherwise specified.

This protocol references commonly used data types as defined in [MS-DTYP].

Version 2 MCS Encoding Rules (defined in [T125] section 9) are used when encoding MCS structures
defined in [T125].

2.2.1 Connection Sequence

2.2.1.1 Client X.224 Connection Request PDU

The X.224 Connection Request PDU is an RDP Connection Sequence PDU sent from client to server
during the Connection Initiation phase of the RDP Connection Sequence (see section 1.3.1.1 for an
overview of the RDP Connection Sequence phases).

—
N
w

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

tpktHeader

x224Crq

routingToken (variable)

cookie (variable)

rdpNegData (optional)

tpktHeader (4 bytes): A TPKT Header, as specified in [T123] section 8.

X224Crq (7 bytes): An X.224 Class 0 Connection Request transport protocol data unit (TPDU),
as specified in [X224] section 13.3.
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2.2.1.2 Server X.224 Connection Confirm PDU

The X.224 Connection Confirm PDU is an RDP Connection Sequence PDU sent from server to client
during the Connection Initiation phase of the RDP Connection Sequence (see section 1.3.1.1 for an
overview of the RDP Connection Sequence phases). It is sent as a response to the X.224 Connection
Request PDU (section 2.2.1.1).

-
N
w

0|1{2(3(4|5|/6|7(8|9|/0|1(2(3|4|5|6[7(8|9|0(1({2|3|4|5|6(7|8|9(0]1

tpktHeader

x224Ccf

rdpNegData (optional)

tpktHeader (4 bytes): A TPKT Header, as specified in [T123] section 8.

x224Ccf (7 bytes): An X.224 Class 0 Connection Confirm TPDU, as specified in [X224] section
13.4.

rdpNegData (8 bytes): Optional RDP Negotiation Response (section 2.2.1.2.1) structure or an

optional RDP Negotiation Failure (section 2.2.1.2.2) structure. The length of the negotiation
structure is included in the X.224 Connection Confirm Length Indicator field.

2.2.1.2.1 RDP Negotiation Response (RDP_NEG_RSP)

The RDP Negotiation Response structure is used by a server to inform the client of the security
protocol which it has selected to use for the connection.

type flags length

selectedProtocol

type (1 byte): An 8-bit, unsigned integer. Negotiation packet type. This field MUST be set to
0x02 (TYPE_RDP.NEG_RSP) to indicate that the packet is a Negotiation Response.

flags (1 byte): An 8-bit, unsigned integer. Negotiation packet flags.

Flag Meaning
EXTENDED_CLIENT_DATA_SUPPORTED | The server supports Extended Client Data Blocks in
0x01 the GCC Conference Create Request user data (section
2.2.1.3).
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Value

Meaning

the External Security Protocol Provider (section
5.4.5).

INCONSISTENT_FLAGS
0x00000004

The list of requested security protocols is not
consistent with the current security protocol in
effect. This error is only possible when the
Direct Approach (see sections 5.4.2.2 and
1.3.1.2) is used and an External Security
Protocol (section 5.4.5) is already being used.

0x00000005

HYBRID_REQUIRED_BY_SERVER The server requires that the client support

Enhanced RDP Security (section 5.4) with
CredSSP (section 5.4.5.2).

0x00000006

SSL_WITH_USER_AUTH_REQUIRED_BY_SERVER | The server requires that the client support

Enhanced RDP Security (section 5.4) with TLS
1.0 (section 5.4.5.1) and certificate-based
client authentication.<2>

2.2.1.3 Client MCS Connect Initial PDU with GCC Conference Create Request

The MCS Connect Initial PDU is an RDP Connection Sequence PDU sent from client to server during
the Basic Settings Exchange phase of the RDP Connection Sequence (see section 1.3.1.1 for an
overview of the RDP Connection Sequence phases). It is sent after receiving the X.224 Connection
Confirm PDU (section 2.2.1.2). The MCS Connect Initial PDU encapsulates a GCC Conference Create
Request, which encapsulates concatenated blocks of settings data. A basic high-level overview of
the nested structure for the Client MCS Connect Initial PDU.is illustrated in section 1.3.1.1, in the
figure specifying MCS Connect Initial PDU. Note that the order of the settings data blocks is allowed
to vary from that shown in the previously mentioned figure and the message syntax layout that
follows. This is possible because each data block is identified by a User Data Header structure

(section 2.2.1.3.1).

0|1|2|3|(4|5|6|7|8(9|0|1|2(3(4|5|6|7[8|9|0]1

tpktHeader

x224Data mcsCi (variable)

gccCCrq (variable)

clientCoreData
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Conference Create Request structure as described in [T124] (the ASN.1 structure definitions
are detailed in [T124] section 8.7) appended as user data to the MCS Connect Initial (using
the format described in [T124] sections 9.5 and 9.6). The userData field of the GCC
Conference Create Request contains one user data set consisting of concatenated Client Data
Blocks.

clientCoreData (216 bytes): Client Core Data structure (section 2.2.1.3.2).
clientSecurityData (12 bytes): Client Security Data structure (section 2.2.1.3.3).

clientNetworkData (variable): Optional and variable-length Client Network Data structure
(section 2.2.1.3.4).

clientClusterData (12 bytes): Optional Client Cluster Data structure (section'2.2.1.3.5).

clientMonitorData (variable): Optional Client Monitor Data structure (section 2.2.1.3.6). This
field MUST NOT be included if the server did not advertise support for Extended Client Data
Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED flag (0x00000001) as described in
section 2.2.1.2.1.

2.2.1.3.1 User Data Header (TS_UD_HEADER)

The TS_UD_HEADER precedes all data blocks in the client and server GCC user data.

0|1|{2({3(4|5|/6|7(8|9|/0|1|2(3|4|5|6(47(8|9|0(1(2|3|4|5|6(7|8|9|0(1

type length

type (2 bytes): A 16-bit, unsigned integer. The type of the data block that this header

precedes.
Value Meaning
CS_CORE The data block that follows contains Client Core Data (section 2.2.1.3.2).
0xC001
CS_SECURITY The data block that follows contains Client Security Data (section 2.2.1.3.3).
0xC002
CS_NET The data block that follows contains Client Network Data (section 2.2.1.3.4).
0xC003
CS_CLUSTER The data block that follows contains Client Cluster Data (section 2.2.1.3.5).
0xC004
CS_MONITOR The data block that follows contains Client Monitor Data (section 2.2.1.3.6).
0xC005
SC_CORE The data block that follows contains Server Core Data (section 2.2.1.4.2).
0x0C01
SC_SECURITY The data block that follows contains Server Security Data (section 2.2.1.4.3).
0x0C02
SC_NET The data block that follows contains Server Network Data (section 2.2.1.4.4).
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Value

Meaning

0x0C03

length (2 bytes): A 16-bit, unsigned integer. The size in bytes of the data block, including this

header.

2.2.1.3.2 Client Core Data (TS_UD_CS_CORE)

Note: Some of the information in this section is subject to change because it applies to a preliminary

implementation of the protocol or structure. For information about specific differences between
versions, see the behavior notes that are provided in the Product Behavior appendix.

The TS_UD_CS_CORE data block contains core client connection-related information.

e

5|/6/7(8(9|0|1|2(3|4|5|6|7|8

header

version

desktopWidth

desktopHeight

colorDepth

SASSequence

keyboardLayout

clientBuild

clientName

keyboardType
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(section 2.2.1.2.1). In the event that an RDP Negotiation Response was not received from the
server, this field MUST be initialized to PROTOCOL_RDP (0). This field MUST be present if an
RDP Negotiation Request (section 2.2.1.1.1) was sent to the server. If this field is present,
then all of the preceding fields MUST also be present. If this field is not present, all of the
subsequent fields MUST NOT be present.

desktopPhysicalWidth (4 bytes): A 32-bit, unsigned integer. The requested physical width of
the desktop, in millimeters (mm). This value MUST be ignored if it is less than 10 mm or
greater than 10,000 mm or desktopPhysicalHeight is less than 10 mm or greater than
10,000 mm. If this field is present, all of the preceding fields and the
desktopPhysicalHeight field MUST also be present. If this field is not present, all of the
subsequent fields MUST NOT be present. If the desktopPhysicalHeight field is-not present,
this field MUST be ignored.

desktopPhysicalHeight (4 bytes): A 32-bit, unsigned integer. The requested physical height
of the desktop, in millimeters. This value MUST be ignored if it is less than 10 mm or greater
than 10,000 mm or desktopPhysicalWidth is less than 10 mm or greater than 10,000 mm.
If this field is present, all of the preceding fields MUST also be present. If this field is not
present, all of the subsequent fields MUST NOT be present.

reserved (4 bytes): A 32-bit, unsigned integer. This field is unused and reserved for future
use. It MUST be set to 0. If this field is present, all of the preceding fields MUST also be
present.

2.2.1.3.3 Client Security Data (TS_UD_CS_SEC)

The TS_UD_CS_SEC data block contains security-related information used to advertise client
cryptographic support. This information is only relevant when Standard RDP Security mechanisms
(section 5.3) will be used. See sections 3 and.5.3.2 for a detailed discussion of how this information
is used.

0|1|{2({3|(4|5|6|7(8|9|0|1|2|3|4|5|6[78|9|0(1(2|3|4|5|6(7|8|9|0(1

header

encryptionMethods

extEncryptionMethods

header (4 bytes): GCC userdata block header as described in User Data Header (section
2.2.1.3.1). The User Data Header type field MUST be set to CS_SECURITY (0xC002).

encryptionMethods (4 bytes): A 32-bit, unsigned integer. Cryptographic encryption methods
supported by the client and used in conjunction with Standard RDP Security The server MUST
select one of these methods. Section 5.3.2 describes how the client and server negotiate the
security parameters for a given connection.

Flag Meaning

40BIT_ENCRYPTION_FLAG 40-bit session keys MUST be used to encrypt data (with RC4) and
0x00000001 generate Message Authentication Codes (MAC).

128BIT_ENCRYPTION_FLAG 128-bit session keys MUST be used to encrypt data (with RC4) and
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Flag Meaning

0x00000002 generate MACs.

56BIT_ENCRYPTION_FLAG 56-bit session keys MUST be used to encrypt data (with RC4) and

0x00000008 generate MACs.

FIPS_ENCRYPTION_FLAG All encryption and Message Authentication Code generation routines

0x00000010 MUST be Federal Information Processing Standard (FIPS) 140-1
compliant.

extEncryptionMethods (4 bytes): A 32-bit, unsigned integer. This field is used exclusively for
the French locale. In French locale clients, encryptionMethods MUST be set to 0 and
extEncryptionMethods MUST be set to the value to which encryptionMethods would have
been set. For non-French locale clients, this field MUST be set to 0.

2.2.1.3.4 Client Network Data (TS_UD_CS_NET)

The TS_UD_CS_NET packet contains a list of requested virtual channels.

—
N
w

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1}2[3|4(5|6|7(8|9(0]1

header

channelCount

channelDefArray (variable)

header (4 bytes): A 32-bit, unsigned integer. GCC user data block header, as specified in User
Data Header (section 2.2:1.3.1). The User Data Header type field MUST be set to CS_NET
(0xC003).

channelCount (4 bytes): A 32-bit, unsigned integer. The number of requested static virtual
channels (the maximum allowed is 31).

channelDefArray (variable): A variable-length array containing the information for requested
static virtual channels encapsulated in CHANNEL_DEF structures (section 2.2.1.3.4.1). The
number of CHANNEL_DEF structures which follows is given by the channelCount field.

2.2.1.3.4.1 Channel Definition Structure (CHANNEL_DEF)

The CHANNEL_DEF packet contains information for a particular static virtual channel.

name
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0(1/2(3|4(5|6|7(8|9(0(1|2|3|4(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

header

Flags

RedirectedSessionID

header (4 bytes): GCC user data block header, as specified in User Data Header (section
2.2.1.3.1). The User Data Header type field MUST be set to CS_CLUSTER (0xC004).

Flags (4 bytes): A 32-bit, unsigned integer. Cluster information flags.

Flag Meaning
REDIRECTION_SUPPORTED The client can receive server session redirection
0x00000001 packets. If this flag is set, the

ServerSessionRedirectionVersionMask MUST contain the
server session redirection version that the client

supports.
ServerSessionRedirectionVersionMask The server session redirection version that the client
0x0000003C supports. See the discussion which follows this table for

more-information.

REDIRECTED_SESSIONID_FIELD_VALID | The RedirectedSessionID field contains an ID that

0x00000002 identifies a session on the server to associate with the
connection.

REDIRECTED_SMARTCARD The client logged on with a smart card.

0x00000040

The ServerSessionRedirectionVersionMask is a 4-bit enumerated value containing the server
session redirection version supported by the client. The following are possible version values.

Value Meaning

REDIRECTION_VERSION1 If REDIRECTION_SUPPORTED is set, server session redirection version
0x00 1 is supported by the client.<3>

REDIRECTION_VERSION2 If REDIRECTION_SUPPORTED is set, server session redirection version
0x01 2 is supported by the client.<4>

REDIRECTION_VERSION3 If REDIRECTION_SUPPORTED is set, server session redirection version
0x02 3 is supported by the client.<5>

REDIRECTION_VERSION4 If REDIRECTION_SUPPORTED is set, server session redirection version
0x03 4 is supported by the client.<6>

REDIRECTION_VERSIONS If REDIRECTION_SUPPORTED is set, server session redirection version
0x04 5 is supported by the client.<7>

REDIRECTION_VERSION6 If REDIRECTION_SUPPORTED is set, server session redirection version
0x05 6 is supported by the client.<8>
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The version values cannot be combined; only one value MUST be specified if the
REDIRECTED_SESSIONID_FIELD_VALID (0x00000002) flag is present in the Flags field.

RedirectedSessionID (4 bytes): A 32-bit unsigned integer. If the
REDIRECTED_SESSIONID_FIELD_VALID flag is set in the Flags field, then the

RedirectedSessionID field contains a valid session identifier to which the client requests to
connect.

2.2.1.3.6 Client Monitor Data (TS_UD_CS_MONITOR)

The TS_UD_CS_MONITOR packet describes the client-side display monitor layout. This packet is an

Extended Client Data Block and MUST NOT be sent to a server which does not advertise support for
Extended Client Data Blocks by using the EXTENDED_CLIENT_DATA_SUPPORTED flag (0x00000001)
as described in section 2.2.1.2.1.

The maximum width of the virtual desktop resulting from the union of the monitors contained in the
monitorDefArray field MUST NOT exceed 32766 pixels. Similarly, the maximum height of the
virtual desktop resulting from the union of the monitors contained in the monitorDefArray field
MUST NOT exceed 32766 pixels. The minimum permitted size of the virtual desktop is 200 x 200
pixels.

—
N
w

0(1/2(3|4(5|6|7(8|9(/0(1|2|3|4|5|6|7|8(9(0|1(2(3|4(5|6|7(8|9(0]1

header

flags

monitorCount

monitorDefArray (variable)

header (4 bytes): GCC user data block header, as specified in User Data Header (section
2.2.1.3.1). The User Data Header type field MUST be set to CS_MONITOR (0xC005).

flags (4 bytes): A 32-bit, unsigned integer. This field is unused and reserved for future use.

monitorCount (4 bytes): A 32-bit, unsigned integer. The number of display monitor definitions
in the - monitorDefArray field (the maximum allowed is 16).

monitorDefArray (variable): A variable-length array containing a series of
TS_ MONITOR_DEF structures (section 2.2.1.3.6.1) which describe the display monitor
layout of the client. The number of TS_MONITOR_DEF structures is given by the
monitorCount field.

2.2.1.3.6.1 Monitor Definition (TS_MONITOR_DEF)

The TS_MONITOR_DEF packet describes the configuration of a client-side display monitor. The x and
y coordinates used to describe the monitor position MUST be relative to the upper-left corner of the
monitor designated as the "primary display monitor" (the upper-left corner of the primary monitor is
always (0, 0)).
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If this field is present, all of the preceding fields MUST also be present.

2.2.1.4.3 Server Security Data (TS_UD_SC_SEC1)

The TS_UD_SC_SEC1 data block returns negotiated security-related information to the client. See
section 5.3.2 for a detailed discussion of how this information is used.

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

header

encryptionMethod

encryptionLevel

serverRandomLen

serverCertLen

serverRandom (variable)

serverCertificate (variable)

header (4 bytes): GCC user data block header, as specified in User Data Header (section
2.2.1.3.1). The User Data Header type field MUST be set to SC_SECURITY (0x0C02).

encryptionMethod (4 bytes): A 32-bit, unsigned integer. The selected cryptographic method
to use for the session. When Enhanced RDP Security (section 5.4) is being used, this field
MUST be set to ENCRYPTION_METHOD_NONE (0).

Value Meaning

ENCRYPTION_METHOD. NONE No encryption or Message Authentication Codes (MACs) will be

0x00000000 used.

ENCRYPTION_METHOD. 40BIT 40-bit session keys will be used to encrypt data (with RC4) and
0x00000001 generate MACs.

ENCRYPTION_METHOD_128BIT 128-bit session keys will be used to encrypt data (with RC4) and
0x00000002 generate MACs.

ENCRYPTION_METHOD_56BIT 56-bit session keys will be used to encrypt data (with RC4) and
0x00000008 generate MACs.

ENCRYPTION_METHOD_FIPS All encryption and Message Authentication Code generation
0x00000010 routines will be FIPS 140-1 compliant.
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dwVersion (4 bytes): A 32-bit, unsigned integer. The format of this field is described by the
following bitmask diagram.

0(1/2|3(4|5(6|7|8|9|0(1|2|3|4|5|{6|7|8|9|0(1|2|3|4|5|6|7|8|9|0]1

certChainVersion t

certChainVersion (31 bits): A 31-bit field. The certificate version.

Value Meaning

CERT_CHAIN_VERSION_1 | The certificate contained in the certData field is a Server
0x00000001 Proprietary Certificate (section 2.2.1.4.3.1.1).

CERT_CHAIN_VERSION_2 | The certificate contained in the certData field is an X.509
0x00000002 Certificate (see section 5.3.3.2).

t (1 bit): A 1-bit field. Indicates whether the certificate contained in the certData field
has been permanently or temporarily issued to the server.

Value Meaning
0 The certificate has been permanently issued to the server.
1 The certificate has been temporarily issued to the server.

certData (variable): Certificate data. The format of this certificate data is determined by the
dwVersion field.

2.2.1.4.3.1.1 Server Proprietary Certificate (PROPRIETARYSERVERCERTIFICATE)

The PROPRIETARYSERVERCERTIFICATE structure describes a signed certificate containing the
server's public key and conforming to the structure of a Server Certificate (section 2.2.1.4.3.1). For
a detailed description of Proprietary Certificates, see section 5.3.3.1.

—
N
w

0|1|{2(3(4|5|6|7(8|9|/0|1|2|3|4|5|6[7(8|9|0(1(2|3|4|5|6(7|8|9|0(1

dwVersion

dwSigAlgId

dwKeyAlgld

wPublicKeyBlobType wPublicKeyBlobLen

PublicKeyBlob (variable)
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modulus (variable)

magic (4 bytes): A 32-bit, unsigned integer. The sentinel value. This field MUST be set to
0x31415352.

keylen (4 bytes): A 32-bit, unsigned integer. The size in bytes of the modulus field. This value
is directly related to the bitlen field and MUST be ((bitlen / 8) + 8) bytes.

bitlen (4 bytes): A 32-bit, unsigned integer. The number of bits in the public key modulus.

datalen (4 bytes): A 32-bit, unsigned integer. The maximum number of bytes that can be
encoded using the public key.

pubExp (4 bytes): A 32-bit, unsigned integer. The public exponent of the public key.

modulus (variable): A variable-length array of bytes containing the public key modulus. The
length in bytes of this field is given by the keylen field. The modulus field contains all (bitlen
/ 8) bytes of the public key modulus and 8 bytes of zero padding (which-MUST follow after the
modulus bytes).

2.2.1.4.4 Server Network Data (TS_UD_SC_NET)

The TS_UD_SC_NET data block is a reply to the static virtual channel list presented in the Client
Network Data structure (section 2.2.1.3.4).

header

MCSChannelld channelCount

channelldArray (variable)

Pad (optional)

header (4 bytes): A GCC user data block header, as specified in section User Data Header
(section 2:2.1.3.1). The User Data Header type field MUST be set to SC_NET (0x0C03).

MCSChannelId (2 bytes): A 16-bit, unsigned integer. The MCS channel identifier which the
client MUST join to receive display data and send client input (I/O channel).

channelCount (2 bytes): A 16-bit, unsigned integer. The humber of 16-bit, unsigned integer
MCS channel IDs in the channelIdArray field.

channelIldArray (variable): A variable-length array of MCS channel IDs (each channel ID is a
16-bit, unsigned integer) which have been allocated (the number is given by the
channelCount field). Each MCS channel ID corresponds in position to the channels requested
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mcsAUrq (1 byte): PER-encoded MCS Domain PDU that encapsulates an MCS Attach User

Request structure, as specified in [T125] section 11.17 (the ASN.1 structure definitions are
given in [T125] section 7, parts 5 and 10).

2.2.1.7 Server MCS Attach User Confirm PDU

The MCS Attach User Confirm PDU is an RDP Connection Sequence PDU sent from server to client
during the Channel Connection phase of the RDP Connection Sequence (see section 1.3.1.1 for an

overview of the RDP Connection Sequence phases). It is sent as a response to the MCS Attach User
Request PDU (section 2.2.1.6).

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1|2[3|4(5/6|7(8|9(0]1

tpktHeader

x224Data mcsAUcf

tpktHeader (4 bytes): A TPKT Header, as specified in [T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in section [X224] 13.7.

mcsAUcf (4 bytes): PER-encoded MCS Domain PDU which encapsulates an MCS Attach User

Confirm structure, as specified in [T125] sections 11.18 (the ASN.1 structure definitions are
given in [T125] section 7, parts 5 and 10).

2.2.1.8 Client MCS Channel Join Request PDU

The MCS Channel Join Request PDU is an .RDP Connection Sequence PDU sent from client to server
during the Channel Connection phase of the RDP Connection Sequence (see section 1.3.1.1 for an
overview of the RDP Connection'Sequence phases). It is sent after receiving the MCS Attach User
Confirm PDU (section 2.2.1.7). The client uses the MCS Channel Join Request PDU to join the user
channel obtained from the Attach User Confirm PDU, the I/O channel and all of the static virtual
channels obtained from the Server Network Data structure (section 2.2.1.4.4).

0(1/2(3|4(5|6|7|8|9(0|2}2|3|4|5|6|7|8|9(0|1|2[3|4|(5|6|7(8|9(0]1

tpktHeader

x224Data mcsCJrg

tpktHeader (4 bytes): A TPKT Header, as specified in [T123] section 8.

x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in [X224] section 13.7.
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mcsCJrq (5 bytes): PER-encoded MCS Domain PDU which encapsulates an MCS Channel Join

Request structure as specified in [T125] section 11.21 (the ASN.1 structure definitions are
given in [T125] section 7, parts 6 and 10).

2.2.1.9 Server MCS Channel Join Confirm PDU

The MCS Channel Join Confirm PDU is an RDP Connection Sequence PDU sent from server to client
during the Channel Connection phase of the RDP Connection Sequence (see section 1.3.1.1 for an

overview of the RDP Connection Sequence phases). It is sent as a response to the MCS Channel Join
Request PDU (section 2.2.1.8).

0(1(2(3|4|5|6|7(8|9|0(1|2|3|4|5|6|7|8|9|0(1|2|3|4|5/6

tpktHeader

x224Data mcsCJlcf

tpktHeader (4 bytes): A TPKT Header, as specified in [T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in [X224] section 13.7.

mcsCJlcf (8 bytes): PER-encoded MCS Domain PDU which encapsulates an MCS Channel Join

Confirm PDU structure, as specified in [T125] section 11.22 (the ASN.1 structure definitions
are given in [T125] section 7, parts 6 and 10).

2.2.1.10 Client Security Exchange PDU

The Security Exchange PDU is an optional RDP Connection Sequence PDU that is sent from client to
server during the RDP Security Commencement phase of the RDP Connection Sequence (see section
1.3.1.1 for an overview of the RDP Connection Sequence phases). It is sent after all of the
requested MCS Channel Join Confirm PDUs (section 2.2.1.9) have been received.

0(1(2(3|4|5|6|7(8|9|0}1]|2|3|4|5|6|7[8|9|0[1]|2|3]|4

tpktHeader

x224Data mcsSDrq (variable)

securityExchangePduData (variable)

tpktHeader (4 bytes): A TPKT Header, as specified in [T123] section 8.

60/ 421
[MS-RDPBCGR] — v20111214

Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification

Copyright © 2011 Microsoft Corporation.

Release: Wednesday, December 14, 2011


http://go.microsoft.com/fwlink/?LinkId=90543
http://go.microsoft.com/fwlink/?LinkId=90543
http://go.microsoft.com/fwlink/?LinkId=90541
http://go.microsoft.com/fwlink/?LinkId=90588
http://go.microsoft.com/fwlink/?LinkId=90543
http://go.microsoft.com/fwlink/?LinkId=90543
http://go.microsoft.com/fwlink/?LinkId=90541

x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in [X224] section 13.7.

mcsSDrq (variable): Variable-length PER-encoded MCS Domain PDU (DomainMCSPDU) which
encapsulates an MCS Send Data Request structure (SDrq, choice 25 from DomainMCSPDU),
as specified in [T125] section 11.32 (the ASN.1 structure definitions are given in [T125

section 7, parts 7 and 10). The userData field of the MCS Send Data Request contains a
Security Exchange PDU Data (section 2.2.1.10.1) structure.

securityExchangePduData (variable): The actual contents of the Security Exchange PDU, as
specified in section 2.2.1.10.1.

2.2.1.10.1 Security Exchange PDU Data (TS_SECURITY_PACKET)

The TS_SECURITY_PACKET structure contains the encrypted client random value which is used

together with the server random (see section 2.2.1.4.3) to derive session keys to secure the
connection (see sections 5.3.4 and 5.3.5).

0|1|{2(3|4|5|6|7(8|9|0|1|2|3|4|5|6[7|8|9|0(1[2]|3

basicSecurityHeader

length

encryptedClientRandom (variable)

basicSecurityHeader (4 bytes): A Basic Security Header (section 2.2.8.1.1.2.1). The flags
field of the security header MUST contain the SEC. EXCHANGE_PKT flag (0x0001).

length (4 bytes): A 32-bit, unsigned integer. The size in bytes of the buffer containing the
encrypted client random value, not including the header length.

encryptedClientRandom (variable): The client random value encrypted with the public key of
the server (see section 5.3.4).

2.2.1.11 Client Info PDU

The Client Info PDU is an RDP Connection Sequence PDU sent from client to server during the
Secure Settings Exchange phase of the RDP Connection Sequence (see section 1.3.1.1 for an
overview of the RDP Connection Sequence phases). It is sent after transmitting a Security Exchange

PDU (section 2.2.1.10) or, if the Security Exchange PDU was not sent, it is transmitted after
receiving all requested MCS Channel Join Confirm PDUs (section 2.2.1.9).

o
=
N
w
N
w
[o)]
N
(o]
(o]
o
—
N
w
N
w

4|15/6|7(8|9|0(1]|2|3|4|5[6|7|8]9|0|1

tpktHeader

x224Data

mcsSDrq (variable)
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2.2,1.11.1.1.1 Extended Info Packet (TS_EXTENDED_INFO_PACKET)

Note: Some of the information in this section is subject to change because it applies to a preliminary
implementation of the protocol or structure. For information about specific differences between
versions, see the behavior notes that are provided in the Product Behavior appendix.

The TS_EXTENDED_INFO_PACKET structure contains user information specific to RDP 5.0, 5.1, 5.2,
6.0, 6.1, 7.0, 7.1, and 8.0.

1 2 3
0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|(5|6|7|8|9(0|1(2[3|4(5|6|7(8]9(0]|1

clientAddressFamily cbClientAddress

clientAddress (variable)

cbClientDir clientDir (variable)

clientTimeZone

(clientTimeZone cont'd for 35 rows)

clientSessionld

performanceFlags

autoReconnectCookie (optional)

cbAutoReconnectLen
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capabilityData (variable): Capability set data which conforms to the structure of the type

given by the capabilitySetType field.

2.2.1.13.2 Client Confirm Active PDU

The Confirm Active PDU is an RDP Connection Sequence PDU sent from client to server during the
Capabilities Exchange phase of the RDP Connection Sequence (see section 1.3.1.1 for an overview
of the RDP Connection Sequence phases). It is sent as a response to the Demand Active PDU
(section 2.2.1.13.1). Once the Confirm Active PDU has been sent, the client can start sending input

PDUs (see section 2.2.8) to the server.

0|1|{2({3(4|5|6|7|8(9|0|1|2[3(4|5|6|7|8|9|0

tpktHeader

x224Data

mcsSDrq (variable)

securityHeader (variable)

confirmActivePduData (variable)

tpktHeader (4 bytes): A TPKT Header, as specified in [T123] section 8.

x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in [X224] section 13.7.

mcsSDrq (variable): Variable-length PER-encoded MCS Domain PDU (DomainMCSPDU) which
encapsulates an MCS Send Data Request structure (SDrq, choice 25 from DomainMCSPDU),
as specified in [T125] section 11.32 (the ASN.1 structure definitions are given in [T125
section 7, parts.7 and 10). The userData field of the MCS Send Data Request contains a
Security Header and a Confirm Active PDU Data (section 2.2.1.13.2) structure.

securityHeader (variable): Optional security header. The presence and format of the security
header depends-on the Encryption Level and Encryption Method selected by the server
(sections 5.3.2 and 2.2.1.4.3). If the Encryption Level selected by the server is greater than
ENCRYPTION_LEVEL_NONE (0) and the Encryption Method selected by the server is greater
than ENCRYPTION_METHOD_NONE (0) then this field MUST contain one of the following

headers:

= Non-FIPS Security Header (section 2.2.8.1.1.2.2) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_40BIT (0x00000001), ENCRYPTION_METHOD_56BIT

(0x00000008), or ENCRYPTION_METHOD_128BIT (0x00000002).

= FIPS Security Header (section 2.2.8.1.1.2.3) if the Encryption Method selected by the

server is ENCRYPTION_METHOD_FIPS (0x00000010).
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securityHeader (variable): Optional security header. The presence and format of the security
header depends on the Encryption Level and Encryption Method selected by the server
(sections 5.3.2 and 2.2.1.4.3). If the Encryption Level selected by the server is greater than
ENCRYPTION_LEVEL_NONE (0) and the Encryption Method selected by the server is greater
than ENCRYPTION_METHOD_NONE (0), then this field MUST contain one of the following
headers:

= Non-FIPS Security Header (section 2.2.8.1.1.2.2) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_40BIT (0x00000001), ENCRYPTION_METHOD_56BIT
(0x00000008), or ENCRYPTION_METHOD_128BIT (0x00000002).

= FIPS Security Header (section 2.2.8.1.1.2.3) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_FIPS (0x00000010).

If the Encryption Level selected by the server is ENCRYPTION_LEVEL_NONE (0) and.the
Encryption Method selected by the server is ENCRYPTION_METHOD_NONE (0), then this
header MUST NOT be included in the PDU.

The flags field of the security header SHOULD contain the SEC_IGNORE_SEQNO flag (see
section 2.2.8.1.1.2.1).

synchronizePduData (22 bytes): The contents of the Synchronize PDU, as specified in section
2.2.1.14.1.

2.2.1.14.1 Synchronize PDU Data (TS_SYNCHRONIZE_PDU)

The TS_SYNCHRONIZE_PDU structure is a standard T.128 Synchronize PDU (see [T128] section
8.6.1).

0|1|{2(3(4|5|/6|7(8|9|/0|1|2|3|4|5|6(7(8|9|/0(1(2|3|4|5|6(7|8|9|0(1

shareDataHeader

messageType

targetUser

shareDataHeader (18 bytes): Share Control Header (section 2.2.8.1.1.1.1) containing
information about the packet. The type subfield of the pduType field of the Share Control
Header MUST be set to PDUTYPE_DATAPDU (7). The pduType2 field of the Share Data
Header MUST be set to PDUTYPE2_SYNCHRONIZE (31).

messageType (2 bytes): A 16-bit, unsigned integer. The message type. This field MUST be set
to SYNCMSGTYPE_SYNC (1).

targetUser (2 bytes): A 16-bit, unsigned integer. The MCS channel ID of the target user.
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2.2.1.19 Server Synchronize PDU

The Server Synchronize PDU is an RDP Connection Sequence PDU sent from server to client during
the Connection Finalization phase of the RDP Connection Sequence (see section 1.3.1.1 for an
overview of the RDP Connection Sequence phases). It is sent after receiving the Confirm Active PDU
(section 2.2.1.13.2).

-
N
w

0|1{2(3(4|5|/6|7(8|9|/0|1(2(3|4|5|6[7(8|9|0(1({2|3|4|5|6(7|8|9(0]1

tpktHeader

x224Data mcsSDin (variable)

securityHeader (variable)

synchronizePduData

tpktHeader (4 bytes): A TPKT Header, as specified in [T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in [X224] section 13.7.

mcsSDin (variable): Variable-length PER-encoded MCS Domain PDU (DomainMCSPDU) which
encapsulates an MCS Send Data Indication structure (SDin, choice 26 from DomainMCSPDU),
as specified in [T125] section 11.33 (the ASN.1 structure definitions are given in section 7,
parts 7 and 10 of [T125]). The userData field of the MCS Send Data Indication contains a
Security Header and-a Synchronize PDU Data (section 2.2.1.14.1) structure.

securityHeader (variable): Optional security header. The presence and format of the security
header depends on the Encryption Level and Encryption Method selected by the server
(sections 5.3.2 and 2.2.1.4.3). If the Encryption Level selected by the server is greater than
ENCRYPTION_LEVEL_NONE (0) and the Encryption Method selected by the server is greater
than ENCRYPTION_METHOD_NONE (0), then this field MUST contain one of the following
headers:

= Basic Security Header (section 2.2.8.1.1.2.1) if the Encryption Level selected by the server
is ENCRYPTION_LEVEL_LOW (1).
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2.2.2 Disconnection Sequences

2.2.2.1 Client Shutdown Request PDU

The Shutdown Request PDU is sent by the client as part of the User-Initiated on Client Disconnection
Sequence (see section 1.3.1.4.1 for an overview of the User-Initiated on Client Disconnection
Sequence).

0(1/2(3|4(5|6|7(8|9(0{1|2|3|4|(5|6|7|8|9(0|1|2[3|4(5|6|7(8|9(0]1

tpktHeader

x224Data mcsSDrq (variable)

securityHeader (variable)

shutdownRequestPduData

tpktHeader (4 bytes): A TPKT Header, as specified in [T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in [X224] section 13.7.

mcsSDrq (variable): Variable-length PER-encoded MCS Domain PDU (DomainMCSPDU) which
encapsulates an MCS Send Data Request structure (SDrq, choice 25 from DomainMCSPDU),
as specified in [T125] section 11.32 (the ASN.1 structure definitions are given in [T125
section 7, parts 7 and 10). The userData field of the MCS Send Data Request contains a
Security Header and a Shutdown Request PDU Data (section 2.2.2.1.1) structure.

securityHeader (variable): Optional security header. The presence and format of the security
header depends.on the Encryption Level and Encryption Method selected by the server
(sections 5.3.2 and 2.2.1.4.3). If the Encryption Level selected by the server is greater than
ENCRYPTION_LEVEL_NONE (0) and the Encryption Method selected by the server is greater
than ENCRYPTION_METHOD_NONE (0) then this field MUST contain one of the following
headers:

» Non-FIPS Security Header (section 2.2.8.1.1.2.2) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_40BIT (0x00000001), ENCRYPTION_METHOD_56BIT
(0x00000008), or ENCRYPTION_METHOD_128BIT (0x00000002).
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= FIPS Security Header (section 2.2.8.1.1.2.3) if the Encryption Method selected by the

server is ENCRYPTION_METHOD_FIPS (0x00000010).

If the Encryption Level selected by the server is ENCRYPTION_LEVEL_NONE (0) and the
Encryption Method selected by the server is ENCRYPTION_METHOD_NONE (0), then this

header MUST NOT be included in the PDU.

shutdownRequestPduData (18 bytes): The contents of the Shutdown Request PDU, as

specified in section 2.2.2.1.1.

2.2.2.1.1 Shutdown Request PDU Data (TS_SHUTDOWN_REQ_PDU)

The TS_SHUTDOWN_REQ_PDU structure contains the contents of the Shutdown Request PDU
(section 2.2.2.1), which is a Share Data Header (section 2.2.8.1.1.1.2) with no PDU body.

=

0|1|2(3(4|5|6|7(8|9|0|1|2]|3

4

5

6

7

8

shareDataHeader

shareDataHeader (18 bytes): Share Data Header containing information about the packet.
The type subfield of the pduType field of the Share Control Header (section 2.2.8.1.1.1.1)
MUST be set to PDUTYPE_DATAPDU (7). The pduType2 field of the Share Data Header MUST
be set to PDUTYPE2_SHUTDOWN_REQUEST (36).

2.2.2.2 Server Shutdown Request Denied PDU

The Shutdown Request Denied PDU is sent by the server as part of the User-Initiated on Client
Disconnection Sequence (see section 1.3.1.4.1 for an overview of the User-Initiated on Client

Disconnection Sequence).

4

5

6

7

tpktHeader

x224Data

mcsSDin (variable)

securityHeader (variable)
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3
3(4|5(6|7|8[9|0(1]|2]|3

shareDataHeader

shareDataHeader (18 bytes): Share Data Header containing information about the packet.
The type subfield of the pduType field of the Share Control Header (section 2.2.8.1.1.1.1)

MUST be set to PDUTYPE_DATAPDU (7). The pduType?2 field of the Share Data Header MUST
be set to PDUTYPE2_SHUTDOWN_DENIED (37).

2.2.2.3 MCS Disconnect Provider Ultimatum PDU

The MCS Disconnect Provider Ultimatum PDU is an MCS PDU sent as part of the Disconnection
Sequences, described in section 1.3.1.4.

1 2 3
0({1(2|3(4|5|6|7|8|9(0|1[|2|3|44(5|6|7(8]9|0(1|2(3|4|5(6|7|8|9|0]1
tpktHeader

x224Data mcsDPum

tpktHeader (4 bytes): A TPKT Header, as specified in [T123] section 8.

x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in [X224] section 13.7.

mcsDPum (8 bytes): PER-encoded MCS Disconnect Provider Ultimatum PDU, as specified in
T125] section 11.15 (the ASN.1 structure definition is given in [T125] section 7, part 4).

2.2.3 Deactivation-Reactivation Sequence

2.2.3.1 Server Deactivate All PDU

The Deactivate All PDU is sent from server to client to indicate that the connection will be dropped

or that a capability re-exchange using a Deactivation-Reactivation Sequence will occur (see section
1.3.1.3 for an overview of the Deactivation-Reactivation Sequence).
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2.2.5 Server Error Reporting and Status Updates

2.2.5.1 Server Set Error Info PDU

The Set Error Info PDU is sent by the server when there is a connection or disconnection failure.
This PDU is only sent to clients which have indicated that they are capable of handling error
reporting using the RNS_UD_CS_SUPPORT_ERRINFO_PDU flag in the Client Core Data (section
2.2.1.3.2).

=
N
W

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1|2[3|4|(5|6|7(8|9(0]1

tpktHeader

x224Data mcsSDin (variable)

securityHeader (variable)

errorInfoPduData

tpktHeader (4 bytes): A TPKT Header, as specified in [T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in [X224] section 13.7.

mcsSDin (variable): Variable-length PER-encoded MCS Domain PDU (DomainMCSPDU) which
encapsulates an MCS Send Data Indication structure (SDin, choice 26 from DomainMCSPDU),
as specified in [T125] section 11.33 (the ASN.1 structure definitions are given in [T125
section 7, parts 7-and 10). The userData field of the MCS Send Data Indication contains a
Security Header and a Set Error Info PDU Data (section 2.2.5.1.1) structure.

securityHeader (variable): Optional security header. The presence and format of the security
header depends on the Encryption Level and Encryption Method selected by the server
(sections 5.3.2 and 2.2.1.4.3). If the Encryption Level selected by the server is greater than
ENCRYPTION_LEVEL_NONE (0) and the Encryption Method selected by the server is greater
than ENCRYPTION_METHOD_NONE (0) then this field MUST contain one of the following
headers:
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= Basic Security Header (section 2.2.8.1.1.2.1) if the Encryption Level selected by the server
is ENCRYPTION_LEVEL_LOW (1).

= Non-FIPS Security Header (section 2.2.8.1.1.2.2) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_40BIT (0x00000001), ENCRYPTION_METHOD_56BIT
(0x00000008), or ENCRYPTION_METHOD_128BIT (0x00000002).

= FIPS Security Header (section 2.2.8.1.1.2.3) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_FIPS (0x00000010).

If the Encryption Level selected by the server is ENCRYPTION_LEVEL_NONE (0) and the
Encryption Method selected by the server is ENCRYPTION_METHOD_NONE (0), then this
header MUST NOT be included in the PDU.

errorInfoPduData (22 bytes): The contents of the Set Error Info PDU, as specified in section
2.2.5.1.1.

2.2.5.1.1 Set Error Info PDU Data (TS_SET_ERROR_INFO_PDU)

Note: Some of the information in this section is subject to change because it applies to a preliminary
implementation of the protocol or structure. For information about specific differences between
versions, see the behavior notes that are provided in the Product Behavior appendix.

The TS_SET_ERROR_INFO_PDU structure contains the contents of the Set Error Info PDU, which is a
Share Data Header (section 2.2.8.1.1.1.2) with an error value field.

—
N
w

0(1(2(3|4(5|6|7|8|9(0(1|2|3|4|5|6|7|8|9(01(/2[3|4(5|6|7(8|9(0]1

shareDataHeader

errorInfo

shareDataHeader (18 bytes): Share Data Header containing information about the packet.
The type subfield of the pduType field of the Share Control Header (section 2.2.8.1.1.1.1)
MUST be set to PDUTYPE_DATAPDU (7). The pduType2 field of the Share Data Header MUST
be set to PDUTYPE2_SET_ERROR_INFO_PDU (47), and the pduSource field MUST be set to 0.

errorInfo (4 bytes): A 32-bit, unsigned integer. Error code.

Protocol-independent codes:

Value Meaning

ERRINFO_RPC_INITIATED_DISCONNECT The disconnection was initiated by an
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Value Meaning

TS_STATUS_FINDING_DESTINATION The destination computer is being located.
0x00000401

TS_STATUS_LOADING_DESTINATION The destination computer is being prepared for
0x00000402 use.
TS_STATUS_BRINGING_SESSION_ONLINE The destination computer is being prepared to
0x00000403 accept a remote connection.

TS_STATUS_REDIRECTING_TO_DESTINATION | The client is being redirected to the destination

0x00000404 computer.

TS_STATUS_VM_LOADING The destination virtual machine<dimage is being
0x00000501 loaded.

TS_STATUS_VM_WAKING The destination virtual machine is being resumed
0x00000502 from sleep or hibernation.
TS_STATUS_VM_BOOTING The destination virtual machine.is being booted.
0x00000503

2.2.6 Static Virtual Channels

2.2.6.1 Virtual Channel PDU

The Virtual Channel PDU is sent from client to server or from server to client and is used to
transport data between static virtual channel endpoints.

—
N
w

0|1|{2({3(4|5|/6|7(8|9|/0|142(3|4|5|6[7(8|9|0(1(2|3|4|5|6(7|8|9|0(1

tpktHeader

x224Data mcsPdu (variable)

securityHeader (variable)

channelPduHeader

virtualChannelData (variable)

tpktHeader (4 bytes): A TPKT Header, as specified in [T123] section 8.
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Instructions specifying how to set the compression flags can be found in section 3.1.8.2.1.

Possible compression types are as follows.

Value Meaning

PACKET_COMPR_TYPE_8K RDP 4.0 bulk compression (see section 3.1.8.4.1).
0x0

PACKET_COMPR_TYPE_64K RDP 5.0 bulk compression (see section 3.1.8.4.2).
Ox1

PACKET_COMPR_TYPE_RDP6 RDP 6.0 bulk compression (see [MS-RDPEGDI] section 3.1.8.1).
0x2

PACKET_COMPR_TYPE_RDP61 RDP 6.1 bulk compression (see [MS-RDPEGDI] section 3:1.8.2).
0x3

Instructions detailing how to compress a data stream are listed in section 3.1.8.2, while
decompression of a data stream is described in section 3.1.8.3.

2.2.7 Capability Sets
2.2.7.1 Mandatory Capability Sets

2.2.7.1.1 General Capability Set (TS_GENERAL_CAPABILITYSET)

Note: Some of the information in this section is subject to change because it applies to a preliminary
implementation of the protocol or structure. For information about specific differences between
versions, see the behavior notes that are provided in the Product Behavior appendix.

The TS_GENERAL_CAPABILITYSET structure is used to advertise general characteristics and is based
on the capability set specified in [T128] section 8.2.3. This capability is sent by both client and
server.

01234567893123456789312345678981
capabilitySetType lengthCapability
osMajorType osMinorType
protocolVersion pad2octetsA
generalCompressionTypes extraFlags
updateCapabilityFlag remoteUnshareFlag
generalCompressionLevel refreshRectSupport suppressOutputSupport

capabilitySetType (2 bytes): A 16-bit, unsigned integer. The type of the capability set. This
field MUST be set to CAPSTYPE_GENERAL (1).
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NumEntries (31 bits): A 31-bit, unsigned integer. Indicates the number of entries in the
cache.

k (1 bit): A 1-bit flag. Indicates that the bitmap cache is persistent across RDP connections and
that the client expects to receive a unique 64-bit bitmap key in the Cache Bitmap (Revision 2)

Secondary Drawing Order (see [MS-RDPEGDI] section 2.2.2.2.1.2.3) for every bitmap inserted
into this cache. If this bit is set, 64-bit keys MUST be sent by the server.

2.2.7.1.5 Pointer Capability Set (TS_POINTER_CAPABILITYSET)

The TS_POINTER_CAPABILITYSET structure advertises pointer cache sizes and flags and is based on
the capability set specified in [T128] section 8.2.11. This capability is sent by both client and server.

1 2

3
0(1|/2(3|4(5|6|7|8|9|0|1|2|3|4|5|6|7|8|9(0|1|2(|3|4|5|6|7|8|9(0|1
capabilitySetType lengthCapability
colorPointerFlag colorPointerCacheSize

pointerCacheSize

capabilitySetType (2 bytes): A 16-bit, unsigned integer. The type of the capability set. This
field MUST be set to CAPSTYPE_POINTER (8).

lengthCapability (2 bytes): A 16-bit, unsigned integer. The length in bytes of the capability
data, including the size of the capabilitySetType and lengthCapability fields.

colorPointerFlag (2 bytes): A 16-bit, unsigned integer. Indicates support for color pointers.
Since RDP supports monochrome cursors by using Color Pointer Updates and New Pointer
Updates (sections 2.2.9.1.1.4.4'and 2.2.9.1.1.4.5 respectively), the value of this field is

ignored and is always assumed to be TRUE (at a minimum the Color Pointer Update MUST be
supported by an RDP client).

Value Meaning

FALSE Monochrome mouse cursors are supported.
0x0000

TRUE Color mouse cursors are supported.
0x0001

colorPointerCacheSize (2 bytes): A 16-bit, unsigned integer. The number of available slots in

the 24 bpp color pointer cache used to store data received in the Color Pointer Update (section
2.2.9.1.1.4.4).

pointerCacheSize (2 bytes): A 16-bit, unsigned integer. The number of available slots in the
pointer cache used to store pointer data of arbitrary bit depth received in the New Pointer
Update (section 2.2.9.1.1.4.5).

If the value contained in this field is zero or the Pointer Capability Set sent from the client
does not include this field, the server will not use the New Pointer Update.
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2.2.7.1.6 Input Capability Set (TS_INPUT_CAPABILITYSET)

Note: Some of the information in this section is subject to change because it applies to a preliminary
implementation of the protocol or structure. For information about specific differences between
versions, see the behavior notes that are provided in the Product Behavior appendix.

The TS_INPUT_CAPABILITYSET structure is used to advertise support for input formats and devices.
This capability is sent by both client and server.

1 2 3
0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|(5|6|7|8|9(0|1(2[3|4(5|6|7(8]9(0]|1

capabilitySetType lengthCapability

pad2octetsA

inputFlags

keyboardLayout

keyboardType

keyboardSubType

keyboardFunctionKey

imeFileName

(imeFileName cont'd for 8 rows)

capabilitySetType (2 bytes): A 16-bit, unsigned integer. The type of the capability set. This
field MUST be set to CAPSTYPE_INPUT (13).

lengthCapability (2 bytes): A 16-bit, unsigned integer. The length in bytes of the capability
data, including the size of the capabilitySetType and lengthCapability fields.

inputFlags (2 bytes): A 16-bit, unsigned integer. Input support flags.
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nodeld (2 bytes): A 16-bit, unsigned integer. This field SHOULD be set to 0 by the client and
to the server channel ID by the server (0x03EA).

pad2octets (2 bytes): A 16-bit, unsigned integer. Padding. Values in this field MUST be
ignored.

2.2.7.2.5 Font Capability Set (TS_FONT_CAPABILITYSET)

The TS_FONT_CAPABILITYSET structure is used to advertise font support options. This capability is
sent by both client and server.

1
0|1|{2(3|4|5|6|7(8|9|0|12(3|4|5|6|7|8

9|0(1(2|3(4|5|6[7|8|9|0]|1

capabilitySetType lengthCapability

fontSupportFlags

pad2octets

capabilitySetType (2 bytes): A 16-bit, unsigned integer. The type of the capability set. This
field MUST be set to CAPSTYPE_FONT (14).

lengthCapability (2 bytes): A 16-bit, unsigned integer. The length in bytes of the capability
data, including the size of the capabilitySetType and lengthCapability fields.

fontSupportFlags (2 bytes): A 16-bit, unsigned integer. The font support options. This field
SHOULD be set to FONTSUPPORT_FONTLIST (0x0001).

pad2octets (2 bytes): A 16-bit, unsigned integer. Padding. Values in this field MUST be
ignored.

2.2.7.2.6 Multifragment Update Capability Set
(TS_MULTIFRAGMENTUPDATE_CAPABILITYSET)

The TS_MULTIFRAGMENTUPDATE_CAPABILITYSET structure is used to specify capabilities related to

the fragmentation and reassembly of Fast-Path Updates (see section 2.2.9.1.2.1). This capability is
sent by both client and server.

1
0(1(2(3|4|5|6|7(8|9|0[1]|2|3|4|5/6|7|8]|9

0({1|/2(3|4(5|6|7(8|9|0]|1

capabilitySetType lengthCapability

MaxRequestSize

capabilitySetType (2 bytes): A 16-bit, unsigned integer. Type of the capability set. This field
MUST be set to CAPSETTYPE_MULTIFRAGMENTUPDATE (26).

lengthCapability (2 bytes): A 16-bit, unsigned integer. The length in bytes of the capability
data, including the size of the capabilitySetType and lengthCapability fields.

MaxRequestSize (4 bytes): A 32-bit, unsigned integer. The size of the buffer used to
reassemble the fragments of a Fast-Path Update (see section 2.2.9.1.2.1). The size of this
buffer places a cap on the size of the largest Fast-Path Update that can be fragmented (there
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MUST always be enough buffer space to hold all of the related Fast-Path Update fragments for
reassembly).

2.2.7.2.7 Large Pointer Capability Set (TS_LARGE_POINTER_CAPABILITYSET)

The TS_LARGE_POINTER_CAPABILITYSET structure is used to specify capabilities related to large
mouse pointer shape support. This capability is sent by both client and server.

To support large pointer shapes, the client and server MUST support multifragment updates and
indicate this support by exchanging the Multifragment Update Capability Set (section 2.2.7:2.6). The
MaxRequestSize field of the Multifragment Update Capability Set MUST be set to at least 38,055
bytes (so that a 96 x 96 pixel 32bpp pointer can be transported).

1 2
0({1(2(3|4|5|6|7|8|9(0|1|2|3|4|5|6|7|8|9(0|1|2[3|4|5|6|7,8]9

o W
[

capabilitySetType lengthCapability

largePointerSupportFlags

capabilitySetType (2 bytes): A 16-bit, unsigned integer. Type of the capability set. This field
MUST be set to CAPSETTYPE_LARGE_POINTER (27).

lengthCapability (2 bytes): A 16-bit, unsigned integer. The length in bytes of the capability
data, including the size of the capabilitySetType and lengthCapability fields.

largePointerSupportFlags (2 bytes): Support for large pointer shapes.

Flag Meaning
LARGE_POINTER_FLAG_96x96 96-pixel by 96-pixel mouse pointer shapes are supported.
0x00000001

Mouse pointer shapes are used by the following pointer updates:
= Color Pointer Update (see section 2.2.9.1.1.4.4)

= New Pointer Update (see section 2.2.9.1.1.4.5)

= Fast-Path Color Pointer Update (see section 2.2.9.1.2.1.7)

= Fast-Path New Pointer Update (see section 2.2.9.1.2.1.8)

The pointer shape data is contained within the Color Pointer Update structure (see section
2.2.9.1.1.4.4) encapsulated by each of these updates.

2.2.7.2.8 Desktop Composition Capability Set (TS_COMPDESK_CAPABILITYSET)

The TS_. COMPDESK_CAPABILITYSET structure is used to support desktop composition. This
capability is sent by both client and server.
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Flag Meaning

SURFCMDS_FRAMEMARKER The Frame Marker Command (section 2.2.9.2.3) is supported.
0x00000010

SURFCMDS_STREAMSURFACEBITS | The Stream Surface Bits Command (section 2.2.9.2.2) is
0x00000040 supported.

If the client advertises support for surface commands, it MUST also indicate support for fast-
path output by setting the FASTPATH_OUTPUT_SUPPORTED (0x0001) flag in the extraFlags
field of the General Capability Set (section 2.2.7.1.1).

reserved (4 bytes): This field is reserved for future use and has no effect on the RDP wire
traffic.

2.2.7.2.10 Bitmap Codecs Capability Set (TS_BITMAPCODECS_CAPABILITYSET)

The TS_BITMAPCODECS_CAPABILITYSET structure advertises support for bitmap encoding and
decoding codecs used in conjunction with the Set Surface Bits Surface Command (section 2.2.9.2.1)
and Cache Bitmap (Revision 3) Secondary Drawing Order ([MS-RDPEGDI] section 2.2.2.2.1.2.8).
This capability is sent by both the client and server.

1 2 3
0(1/2(3|4(5|6|7|8|9(0(1|2|3|4|5|6|7|8|9(0|1(2|3|4(5|6|7(8|9(0]1

capabilitySetType lengthCapability

supportedBitmapCodecs (variable)

capabilitySetType (2 bytes): A 16-bit, unsigned integer. The type of capability set. This field
MUST be set to 0x001D (CAPSETTYPE. BITMAP_ CODECS).

lengthCapability (2 bytes): A 16-bit, unsigned integer. The length in bytes of the capability
data.

supportedBitmapCodecs (variable): A variable-length field containing a TS_BITMAPCODECS
structure (section 2.2.7.2.10.1).

2.2.7.2.10.1 Bitmap Codecs (TS_BITMAPCODECS)
The TS_BITMAPCODECS structure contains an array of bitmap codec capabilities.

1 2 3
0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|(5|6|7|8|9(0|1|2[3|4(5|6|7(8|9(0]1

bitmapCodecCount bitmapCodecArray (variable)
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2.2.8 Keyboard and Mouse Input
2.2.8.1 Input PDU Packaging
2.2.8.1.1 Slow-Path (T.128) Formats
2.2.8.1.1.1 Share Headers

2.2.8.1.1.1.1 Share Control Header (TS_SHARECONTROLHEADER)

The TS_SHARECONTROLHEADER header is a T.128 header (see [T128] section 8.3) that MUST be
present in the following PDUs.

= Demand Active PDU (section 2.2.1.13.1).

= Confirm Active PDU (section 2.2.1.13.2).

» Deactivate All PDU (section 2.2.3.1).

» Enhanced Security Server Redirection PDU (section 2.2.13.3.1).
= All Data PDUs (section 2.2.8.1.1.1.2).

A definitive list of all Data PDUs is given in section 2.2.8.1.1.1.2 in the description of the pduType2
field.

0|1|{2({3(4|5|/6|7(8|9|/0|1|2|3|4]5|6[7(8|9|0(1(2|3|4|5|/6(7|8|9|0(1

totalLength pduType

PDUSource

totalLength (2 bytes): A16-bit, unsigned integer. The total length of the packet in bytes (the
length includes the size of the Share Control Header).

pduType (2 bytes): A 16-bit, unsigned integer. It contains the PDU type and protocol version
information. The format of the pduType word is described by the following bitmask diagram.

1 2 3
0(1|2|3|4|5|/6(7|8[|9/0(1(2(3(4|5(6(7|8[(9(0(1(2|3|4|5|6|7|8|9|0]|1

type versionLow versionHigh
type (4 bits): Least significant 4 bits of the least significant byte.

Value Meaning

PDUTYPE_DEMANDACTIVEPDU Demand Active PDU (section 2.2.1.13.1).

Ox1

PDUTYPE_CONFIRMACTIVEPDU Confirm Active PDU (section 2.2.1.13.2).

0x3
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Value

Meaning

PDUTYPE_DEACTIVATEALLPDU
0x6

Deactivate All PDU (section 2.2.3.1).

PDUTYPE_DATAPDU
0x7

structure).

Data PDU (actual type is revealed by the pduType2 field
in the Share Data Header (section 2.2.8.1.1.1.2)

PDUTYPE_SERVER_REDIR_PKT
OxA

Enhanced Security Server Redirection PDU (section
2.2.13.3.1).

versionLow (4 bits): Most significant 4 bits of the least significant byte. This field MUST
be set to TS_PROTOCOL_VERSION (0x1).

versionHigh (1 byte): Most significant byte. This field MUST be set to 0x00.

PDUSource (2 bytes): A 16-bit, unsigned integer. The channel ID which is the transmission
source of the PDU.

2.2.8.1.1.1.2 Share Data Header (TS_SHAREDATAHEADER)

The TS_SHAREDATAHEADER header is a T.128 header (see [T128] section 8.3) that MUST be
present in all Data PDUs. A definitive list of all Data PDUs.is given in the description of the
pduType2 field.

0123456789(1)123456789312345678981
shareControlHeader
shareld
padl streamId
uncompressedLength pduType2 compressedType
compressedLength

shareControlHeader (6 bytes): Share Control Header (section 2.2.8.1.1.1.1) containing
information about the packet.

shareld (4 bytes): A 32-bit, unsigned integer. Share identifier for the packet (see [T128
section 8.4.2 for more information about share IDs).

padl (1 byte): An 8-bit, unsigned integer. Padding. Values in this field MUST be ignored.

streamlId (1 byte): An 8-bit, unsigned integer. The stream identifier for the packet.

Value

Meaning

0x00

STREAM_UNDEFINED

Undefined stream priority. This value might be used in the Server
Synchronize PDU (see section 2.2.1.19) due to a server-side RDP bug. It
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Value

Meaning

PACKET_COMPR_TYPE_8K
0x0

RDP 4.0 bulk compression (see section 3.1.8.4.1).

PACKET_COMPR_TYPE_64K
0Ox1

RDP 5.0 bulk compression (see section 3.1.8.4.2).

PACKET_COMPR_TYPE_RDP6
0x2

RDP 6.0 bulk compression (see [MS-RDPEGDI] section 3.1.8.1).

PACKET_COMPR_TYPE_RDP61
0x3

RDP 6.1 bulk compression (see [MS-RDPEGDI] section-3.1.8.2).

Instructions specifying how to compress a data stream are listed in section 3.1.8.2, while
decompression of a data stream is described in section 3.1.8.3.

compressedLength (2 bytes): A 16-bit, unsigned integer. The compressed length of the

packet in bytes.

2.2.8.1.1.2 Security Headers

2.2.8.1.1.2.1 Basic (TS_SECURITY_HEADER)

The TS_SECURITY_HEADER structure is used to store security flags.

e

0|1|2[3(4|5|6|7|8|9]|0

flags

flagsHi

flags (2 bytes): A 16-bit, unsigned integer. Security flags.

Flag

Meaning

SEC_EXCHANGE_PKT
0x0001

Indicates that the packet is a Security Exchange PDU (section
2.2.1.10). This packet type is sent from client to server only. The
client only sends this packet if it will be encrypting further
communication and Standard RDP Security mechanisms (section
5.3) are in effect.

SEC_ENCRYPT
0x0008

Indicates that the packet is encrypted.

SEC_RESET_SEQNO
0x0010

This flag is not processed by any RDP clients or servers and MUST
be ignored.

SEC_IGNORE_SEQNO
0x0020

This flag is not processed by any RDP clients or servers and MUST
be ignored.

SEC_INFO_PKT
0x0040

Indicates that the packet is a Client Info PDU (section 2.2.1.11).
This packet type is sent from client to server only. If Standard RDP
Security mechanisms are in effect, then this packet MUST also be
encrypted.
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Flag

Meaning

SEC_LICENSE_PKT
0x0080

Indicates that the packet is a Licensing PDU (section 2.2.1.12).

SEC_LICENSE_ENCRYPT_CS
0x0200

Indicates to the client that the server is capable of processing
encrypted licensing packets. It is sent by the server together with
any licensing PDUs (section 2.2.1.12).

SEC_LICENSE_ENCRYPT_SC
0x0200

Indicates to the server that the client is capable of processing
encrypted licensing packets. It is sent by the client together with the
SEC_EXCHANGE_PKT flag when sending a Security Exchange PDU
(section 2.2.1.10).

SEC_REDIRECTION_PKT
0x0400

Indicates that the packet is a Standard Security Server Redirection
PDU (section 2.2.13.2.1) and that the PDU is encrypted.

SEC_SECURE_CHECKSUM
0x0800

Indicates that the MAC for the PDU was generated using the "salted
MAC generation" technique (see section 5.3.6.1.1). If this flag is not
present, then the standard technique was used (sections
2.2.8.1.1.2.2 and 2.2.8.1.1.2.3).

SEC_FLAGSHI_VALID
0x8000

Indicates that the flagsHi field contains valid data. If this flag is not
set, then the contents of the flagsHi field MUST be ignored.

flagsHi (2 bytes): A 16-bit, unsigned integer. This field is reserved for future RDP needs. It is
currently unused and all values are ignored. This field MUST contain valid data only if the
SEC_FLAGSHI_VALID bit (0x8000) is set in the flags field. If this bit is not set, the flagsHi
field is uninitialized and MAY contain random data.

2.2.8.1.1.2.2 Non-FIPS (TS_SECURITY_HEADER1)

The TS_SECURITY_HEADER1 structure extends the Basic Security Header (section 2.2.8.1.1.2.1)
and is used to store a 64-bit Message Authentication Code.

0|1|{2(3(4|5|/6|7(8|9/0|1/2(3(4|5|6[7(8|9|0(1(2|3|4|5|/6(7|8|9|0(1

basicSecurityHeader

dataSignature

basicSecurityHeader (4 bytes): Basic Security Header, as specified in section 2.2.8.1.1.2.1.

dataSignature (8 bytes): A 64-bit Message Authentication Code generated by using one of the
techniques described in section 5.3.6.1.

2.2.8.1.1.2.3 FIPS (TS_SECURITY_HEADER2)

The TS_SECURITY_HEADER?2 structure extends the Basic Security Header (section 2.2.8.1.1.2.1)
and is used to store padding information and a 64-bit Message Authentication Code.
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Header (section 2.2.8.1.1.1.1) MUST be set to PDUTYPE_DATAPDU (7). The pduType2 field
of the Share Data Header MUST be set to PDUTYPE2_INPUT (28).

numberEvents (2 bytes): A 16-bit, unsigned integer. The number of slow-path input events
packed together in the slowPathInputEvents field.

pad20ctets (2 bytes): A 16-bit, unsigned integer. Padding. Values in this field MUST be
ignored.

slowPathInputEvents (variable): A collection of Slow-Path Input Events (section
2.2.8.1.1.3.1.1) to be processed by the server. The number of events present in this array is
given by the numberEvents field.

2.2.8.1.1.3.1.1 Slow-Path Input Event (TS_INPUT_EVENT)

The TS_INPUT_EVENT structure is used to wrap event-specific information for all slow-path input
events.

messageType slowPathInputData (variable)

eventTime (4 bytes): A 32-bit, unsigned integer. The 32-bit time stamp for the input event.
This value is ignored by the server.

messageType (2 bytes): A 16-bit, unsigned integer. The input event type.

Value Meaning

INPUT_EVENT_SYNC Indicates a Synchronize Event (section 2.2.8.1.1.3.1.1.5).
0x0000

INPUT_EVENT_SCANCODE Indicates a Keyboard Event (section 2.2.8.1.1.3.1.1.1).
0x0004

INPUT_EVENT_UNICODE Indicates a Unicode Keyboard Event (section 2.2.8.1.1.3.1.1.2).
0x0005

INPUT_EVENT_MOUSE Indicates a Mouse Event (section 2.2.8.1.1.3.1.1.3).

0x8001

INPUT_EVENT_MOUSEX Indicates an Extended Mouse Event (section 2.2.8.1.1.3.1.1.4).
0x8002

slowPathInputData (variable): TS_KEYBOARD_EVENT, TS_UNICODE_KEYBOARD_EVENT,
TS_POINTER_EVENT, TS_POINTERX_EVENT, or TS_SYNC_EVENT. The actual contents of the
slow-path input event (see sections 2.2.8.1.1.3.1.1.1 through 2.2.8.1.1.3.1.1.5).
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2.2,8.1.1.3.1.1.1 Keyboard Event (TS_KEYBOARD_EVENT)

The TS_KEYBOARD_EVENT structure is a standard T.128 Keyboard Event (see [T128] section
8.18.2). RDP keyboard input is restricted to keyboard scancodes, unlike the code-point or virtual
codes supported in T.128 (a scancode is an 8-bit value specifying a key location on the keyboard).
The server accepts a scancode value and translates it into the correct character depending on the
language locale and keyboard layout used in the session.

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1|2[3|4(5|6|7(8|9(0/1

keyboardFlags keyCode

pad2Octets

keyboardFlags (2 bytes): A 16-bit, unsigned integer. The flags describing the keyboard event.

Flag Meaning

KBDFLAGS_EXTENDED | The keystroke message contains an extended scancode. For enhanced
0x0100 101-key and 102-key keyboards, extended keys include the right ALT and
right CTRL keys on the main section of the keyboard; the INS, DEL,
HOME, END, PAGE UP, PAGE DOWN and ARROW keys in the clusters to
the left of the numeric keypad; and the Divide ("/") and ENTER keys in
the numeric keypad.

KBDFLAGS_DOWN Indicates that the key was down prior to this event.
0x4000

KBDFLAGS_RELEASE The absence of this flag indicates a key-down event, while its presence
0x8000 indicates a key-release event.

keyCode (2 bytes): A 16-bit, unsigned integer. The scancode of the key which triggered the
event.

pad2O0ctets (2 bytes): A 16-bit, unsigned integer. Padding. Values in this field MUST be
ignored.

2.2.8.1.1.3.1.1.2 Unicode Keyboard Event (TS_UNICODE_KEYBOARD_EVENT)

The TS_UNICODE_KEYBOARD_EVENT structure is used to transmit a Unicode input code, as
opposed to a keyboard scancode. Support for the Unicode Keyboard Event is advertised in the Input
Capability<Set (section 2.2.7.1.6).

0/1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1|2[3|4|(5|6|7(8|9(0]1

keyboardFlags unicodeCode

pad2OQctets

keyboardFlags (2 bytes): A 16-bit unsigned integer. The flags describing the Unicode
keyboard event.
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Flag Meaning

KBDFLAGS_RELEASE | The absence of this flag indicates a key-down event, whereas its presence
0x8000 indicates a key-release event.

unicodeCode (2 bytes): A 16-bit unsigned integer. The Unicode character input code.

pad20ctets (2 bytes): A 16-bit unsigned integer. Padding. Values in this field MUST be
ignored.

2.2.8.1.1.3.1.1.3 Mouse Event (TS_POINTER_EVENT)

The TS_POINTER_EVENT structure is a standard T.128 Keyboard Event (see [T128] section 8.18.1).
RDP adds flags to deal with wheel mice and extended mouse buttons.

0(1/2(3|4(5|6|7(8|9(/0(1|2|3|4|5|6|7|8|9(0|1|2(3|4(5(6|7(8|9(0]1

pointerFlags xPos

yPos

pointerFlags (2 bytes): A 16-bit, unsigned integer. The flags describing the pointer event.

Mouse wheel event:

Flag Meaning
PTRFLAGS_WHEEL The event is a mouse wheel rotation. The only valid flags in a
0x0200 wheel rotation event are PTRFLAGS_WHEEL_NEGATIVE and the

WheelRotationMask; all other pointer flags are ignored.

PTRFLAGS_WHEEL_NEGATIVE | The wheel rotation value (contained in the WheelRotationMask
0x0100 bit field) is negative and MUST be sign-extended before injection
at the server.

WheelRotationMask The bit field describing the number of rotation units the mouse
Ox01FF wheel was rotated. The value is negative if the
PTRFLAGS_WHEEL_NEGATIVE flag is set.

Mouse movement event:

Flag Meaning

PTRFLAGS_MOVE | Indicates that the mouse position MUST be updated to the location specified by
0x0800 the xPos and yPos fields.

Mouse button events:

Flag Meaning
PTRFLAGS_DOWN Indicates that a click event has occurred at the position specified by the
0x8000 xPos and yPos fields. The button flags indicate which button has been
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Flag

Meaning

clicked and at least one of these flags MUST be set.

PTRFLAGS_BUTTON1
0x1000

Mouse button 1 (left button) was clicked or released. If the
PTRFLAGS_DOWN flag is set, then the button was clicked, otherwise it was
released.

PTRFLAGS_BUTTON2

Mouse button 2 (right button) was clicked or released. If the

0x2000 PTRFLAGS_DOWN flag is set, then the button was clicked, otherwise it was

released.

PTRFLAGS_BUTTON3
0x4000

Mouse button 3 (middle button or wheel) was clicked or released. If the
PTRFLAGS_DOWN flag is set, then the button was clicked, otherwise it was
released.

xPos (2 bytes): A 16-bit, unsigned integer. The x-coordinate of the pointer relative to the top-
left corner of the server's desktop.

yPos (2 bytes): A 16-bit, unsigned integer. The y-coordinate of the pointer relative to the top-
left corner of the server's desktop.

2.2.8.1.1.3.1.1.4 Extended Mouse Event (TS_POINTERX_EVENT)

The TS_POINTERX_EVENT structure has the same format as the TS POINTER EVENT (section
2.2.8.1.1.3.1.1.3). The fields and possible field values are all the same, except for the pointerFlags
field. Support for the Extended Mouse Event is advertised in the Input Capability Set (section

2.2.7.1.6).

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

pointerFlags xPos

yPos

pointerFlags (2 bytes): A 16-bit, unsigned integer. The flags describing the extended mouse

event.

Flag Meaning

PTRXFLAGS_DOWN
0x8000

Indicates that a click event has occurred at the position specified by the
xPos and yPos fields. The button flags indicate which button has been
clicked and at least one of these flags MUST be set.

Extended mouse button 1 was clicked or released. If the
PTRXFLAGS_DOWN flag is set, then the button was clicked, otherwise it
was released.

PTRXFLAGS_BUTTON1
0x0001

Extended mouse button 2 was clicked or released. If the
PTRXFLAGS_DOWN flag is set, then the button was clicked, otherwise it
was released.

PTRXFLAGS_BUTTON2
0x0002

xPos (2 bytes): A 16-bit, unsigned integer. The x-coordinate of the pointer.
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yPos (2 bytes): A 16-bit, unsigned integer. The y-coordinate of the pointer.

2.2.8.1.1.3.1.1.5 Synchronize Event (TS_SYNC_EVENT)

The TS_SYNC_EVENT structure is a standard T.128 Input Synchronize Event (see [T128] section
8.18.6). In RDP this event is used to synchronize the values of the toggle keys (for example, Caps
Lock) and to reset the server key state to all keys up. This event is sent by the client to
communicate the state of the toggle keys. The synchronize event SHOULD be followed by key-down
events to communicate which keyboard and mouse keys are down.

-
N
w

0(1/2(3|4(5|6|7(8|9(/0(1|2|3|4(5|6|7|8|9(0|1(2[3|4(5|6/7(8|9(0]1

pad20ctets toggleFlags

pad2O0ctets (2 bytes): A 16-bit, unsigned integer. Padding. Values in this field MUST be
ignored.

toggleFlags (4 bytes): A 32-bit, unsigned integer. Flags indicating the "on" status of the
keyboard toggle keys.

Flag Meaning

TS_SYNC_SCROLL_LOCK Indicates that the Scroll Lock indicator light SHOULD be on.
0x00000001

TS_SYNC_NUM_LOCK Indicates that the Num Lock indicator light SHOULD be on.
0x00000002

TS_SYNC_CAPS_LOCK Indicates that the Caps Lock indicator light SHOULD be on.
0x00000004

TS_SYNC_KANA_LOCK Indicates that the Kana Lock indicator light SHOULD be on.
0x00000008

2.2.8.1.2 Client Fast-Path Input Event PDU (TS_FP_INPUT_PDU)

Fast-path revises client input packets from the first byte with the goal of improving bandwidth. The
TPKT Header ([T123] section 8), X.224 Class 0 Data TPDU ([X224] section 13.7), and MCS Send
Data Request ([T125] section 11.32) are replaced; the Security Header (section 2.2.8.1.1.2) is
collapsed into the fast-path input header, and the Share Data Header (section 2.2.8.1.1.1.2) is
replaced by a new fast-path format. The contents of the input notification events (section
2.2.8.1.1.3.1.1) are also changed to reduce their size, particularly by removing or reducing headers.
Support for fast-path input is advertised in the Input Capability Set (section 2.2.7.1.6).

1 2 3
0(1/2(3|4(5|6|7(8|9(0(1|2|3|4(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

fpInputHeader lengthl length2 (optional) fipsInformation (optional)
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Flag (2 Bits) Meaning

FASTPATH_INPUT_SECURE_CHECKSUM Indicates that the MAC signature for the PDU was
0x1 generated using the "salted MAC generation”
technique (see section 5.3.6.1.1). If this bit is not
set, then the standard technique was used (see
sections 2.2.8.1.1.2.2 and 2.2.8.1.1.2.3).

FASTPATH_INPUT_ENCRYPTED Indicates that the PDU contains an 8-byte MAC
0x2 signature after the optional length2 field (thatis,
the dataSignature field is present) and the
contents of the PDU are encrypted using the
negotiated encryption package (see sections 5.3.2
and 5.3.6).

lengthl (1 byte): An 8-bit, unsigned integer. If the most significant bit of the length1 field is
not set, then the size of the PDU is in the range 1 to 127 bytes and the length1 field contains
the overall PDU length (the length2 field is not present in this case). However, if the most
significant bit of the length1 field is set, then the overall PDU length is given by the low 7 bits
of the length1 field concatenated with the 8 bits of the length2 field, in big-endian order (the
length2 field contains the low-order bits).

length2 (1 byte): An 8-bit, unsigned integer. If the most significant bit of the length1 field is
not set, then the length2 field is not present. If the - most significant bit of the length1 field is
set, then the overall PDU length is given by the low 7 bits of the length1 field concatenated
with the 8 bits of the length2 field, in big-endian order (the length2 field contains the low-
order bits).

fipsInformation (4 bytes): Optional FIPS header information, present when the Encryption
Method selected by the server (sections 5.3.2 and 2.2.1.4.3) is ENCRYPTION_METHOD_FIPS
(0x00000010). The Fast-Path FIPS Information structure is specified in section 2.2.8.1.2.1.

dataSignature (8 bytes): MAC generated over the packet using one of the techniques
described in section 5.3.6 (the FASTPATH_INPUT_SECURE_CHECKSUM flag, which is set in the
fpInputHeader field, describes the method used to generate the signature). This field MUST
be present if the FASTPATH_INPUT_ENCRYPTED flag is set in the fpInputHeader field.

numberEvents (1 byte): An 8-bit, unsigned integer. The number of fast-path input events
packed together in the fpInputEvents field (up to 255). This field is present if the
numberEvents bit field in the fast-path header byte is zero.

fpInputEvents (variable): An array of Fast-Path Input Event (section 2.2.8.1.2.2) structures
to be processed by the server. The number of events present in this array is given by the
numberEvents bit field in the fast-path header byte, or by the numberEvents field in the
Fast-Path Input Event PDU (if it is present).

2.2.8.1.2.1 Fast-Path FIPS Information (TS_FP_FIPS_INFO)

The TS_FP_FIPS_INFO structure contains FIPS information for inclusion in a fast-path header.

1 2 3
0/1/2(3|4(5|6|7(8|9(0(1|2|3|4(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

length version padlen
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length (2 bytes): A 16-bit, unsigned integer. The length of the FIPS Security Header (section
2.2.8.1.1.2.3). This field MUST be set to 0x0010 (16 bytes).

version (1 byte): An 8-bit, unsigned integer. The version of the FIPS Header. This field
SHOULD be set to TSFIPS_VERSION1 (0x01).

padlen (1 byte): An 8-bit, unsigned integer. The number of padding bytes of padding
appended to the end of the packet prior to encryption to make sure that the data to be
encrypted is a multiple of the 3DES block size (that is, a multiple of 8 because the block size is
64 bits).

2.2.8.1.2.2 Fast-Path Input Event (TS_FP_INPUT_EVENT)

The TS_FP_INPUT_EVENT structure is used to describe the type and encapsulate the data for a fast-
path input event sent from client to server. All fast-path input events conform to this basic structure
(see sections 2.2.8.1.2.2.1 t0 2.2.8.1.2.2.5).

1 2 3
0|1{2({3(4|5|/6|7(8|9|/0|1|2(|3|4|5|6[7|8|9|0(1(2|3]|4|5,6(78|9|0(1

eventHeader eventData (variable)

eventHeader (1 byte): An 8-bit, unsigned integer. One byte bit-packed event header. Two
pieces of information are collapsed into this byte:

1. Fast-path input event type
2. Flags specific to the input event

The eventHeader field is structured as follows:

0(1|{2|3(4|5|6|7|8(9(0|1}2{3|4|5(6|7|8|9|0|1|2[3|4|5(6(|7|8[9|0]|1

eventFlags | eventCod
e

eventFlags (5 bits): 5 bits. The flags specific to the input event.

eventCode (3 bits): 3 bits. The type code of the input event.

3-Bit Codes Meaning
FASTPATH_INPUT_EVENT_SCANCODE Indicates a Fast-Path Keyboard Event (section
0x0 2.2.8.1.2.2.1).
FASTPATH_INPUT_EVENT_MOUSE Indicates a Fast-Path Mouse Event (section
Ox1 2.2.8.1.2.2.3).
FASTPATH_INPUT_EVENT_MOUSEX Indicates a Fast-Path Extended Mouse Event
0x2 (section 2.2.8.1.2.2.4).
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3-Bit Codes Meaning

FASTPATH_INPUT_EVENT_SYNC Indicates a Fast-Path Synchronize Event (section
0x3 2.2.8.1.2.2.5).
FASTPATH_INPUT_EVENT_UNICODE Indicates a Fast-Path Unicode Keyboard Event
0x4 (section 2.2.8.1.2.2.2).

eventData (variable): Optional and variable-length data specific to the input event.

2.2.8.1.2.2.1 Fast-Path Keyboard Event (TS_FP_KEYBOARD_EVENT)

The TS_FP_KEYBOARD_EVENT structure is the fast-path variant of the TS KEYBOARD EVENT
(section 2.2.8.1.1.3.1.1.1).

-
N
w

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1|2(3|4(5|/6|7(8|9(0]1

eventHeader keyCode

eventHeader (1 byte): An 8-bit, unsigned integer. The format of this field is the same as the
eventHeader byte field described in section 2.2.8.1.2.2. The eventCode bitfield (3 bits in
size) MUST be set to FASTPATH_INPUT_EVENT_SCANCODE (0). The eventFlags bitfield (5
bits in size) contains flags describing the keyboard event.

5-Bit Codes Meaning

FASTPATH_INPUT_KBDFLAGS_RELEASE The absence of this flag indicates a key-down event,
0x01 while its presence indicates a key-release event.

FASTPATH_INPUT_KBDFLAGS_EXTENDED | The keystroke message contains an extended

0x02 scancode. For enhanced 101-key and 102-key
keyboards, extended keys include the right ALT and
right CTRL keys on the main section of the keyboard;
the INS, DEL, HOME, END, PAGE UP, PAGE DOWN and
ARROW keys in the clusters to the left of the numeric
keypad; and the Divide ("/") and ENTER keys in the
numeric keypad.

keyCode (1 byte): An 8-bit, unsigned integer. The scancode of the key which triggered the
event.

2.2.8.1.2.2.2 Fast-Path Unicode Keyboard Event
(TS_FP_UNICODE_KEYBOARD_EVENT)

The TS_FP_UNICODE_ KEYBOARD_EVENT structure is the fast-path variant of the
TS UNICODE KEYBOARD EVENT (section 2.2.8.1.1.3.1.1.2) structure. Support for the Unicode
Keyboard Event is advertised in the Input Capability Set (section 2.2.7.1.6).

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

eventHeader unicodeCode
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eventHeader (1 byte): An 8-bit unsigned integer. The format of this field is the same as the
eventHeader byte field, specified in section 2.2.8.1.2.2. The eventCode bitfield (3 bits in
size) MUST be set to FASTPATH_INPUT_EVENT_UNICODE (4). The eventFlags bitfield (5 bits
in size) contains flags describing the keyboard event.

5-Bit Codes Meaning

FASTPATH_INPUT_KBDFLAGS_RELEASE | The absence of this flag indicates a key-down event,
0x01 whereas its presence indicates a key-release event.

unicodeCode (2 bytes): A 16-bit unsigned integer. The Unicode character input code.

2.2.8.1.2.2.3 Fast-Path Mouse Event (TS_FP_POINTER_EVENT)

The TS_FP_POINTER_EVENT structure is the fast-path variant of the TS POINTER EVENT (section
2.2.8.1.1.3.1.1.3) structure.

—
N
w

0(1/2(3|4(5|6|7(8|9(0{1|2|3|4|5|6|7|8|9(0]|1|2[3]|4(5|6|7(8|9(0]1

eventHeader pointerFlags xPos

yPos

eventHeader (1 byte): An 8-bit, unsigned integer. The format of this field is the same as the
eventHeader byte field, specified in section 2.2.8.1.2.2. The eventCode bitfield (3 bits in
size) MUST be set to FASTPATH_INPUT EVENT_MOUSE (1). The eventFlags bitfield (5 bits in
size) MUST be zeroed out.

pointerFlags (2 bytes): A 16-bit, unsigned integer. The flags describing the pointer event. The
possible flags are identical to those found in the pointerFlags field of the
TS_POINTER_EVENT structure.

xPos (2 bytes): A 16-bit, unsigned integer. The x-coordinate of the pointer.

yPos (2 bytes): A 16-bit, unsigned integer. The y-coordinate of the pointer.

2.2.8.1.2.2.4 Fast-Path Extended Mouse Event (TS_FP_POINTERX_EVENT)

The TS_FP_POINTERX_EVENT structure is the fast-path variant of the TS POINTERX EVENT (section
2.2.8.1.1.3.1:1.4) structure. Support for the Extended Mouse Event is advertised in the Input
Capability Set (section 2.2.7.1.6).

0|1|{2(3(4|5/647(8|9|/0|1|2(3|4|5|6[7|8|9|0(1(2|3|4|5|6(7|8|9|0(1

eventHeader pointerFlags xPos

yPos

eventHeader (1 byte): An 8-bit, unsigned integer. The format of this field is the same as the
eventHeader byte field, specified in section 2.2.8.1.2.2. The eventCode bitfield (3 bits in
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size) MUST be set to FASTPATH_INPUT_EVENT_MOUSEX (2). The eventFlags bitfield (5 bits
in size) MUST be zeroed out.

pointerFlags (2 bytes): A 16-bit, unsigned integer. The flags describing the pointer event. The
possible flags are identical to those found in the pointerFlags field of the
TS_POINTERX_EVENT structure.

xPos (2 bytes): A 16-bit, unsigned integer. The x-coordinate of the pointer.

yPos (2 bytes): A 16-bit, unsigned integer. The y-coordinate of the pointer.

2.2.8.1.2.2.5 Fast-Path Synchronize Event (TS_FP_SYNC_EVENT)

The TS_FP_SYNC_EVENT structure is the fast-path variant of the TS SYNC EVENT (section
2.2.8.1.1.3.1.1.5) structure.

0(1/2(3|4(5|6|7|8|9(0(1|2|3|4|5|6|7|8|9(0|1|2[3|4(5(6|7(8]|9(0]1

eventHeader

eventHeader (1 byte): An 8-bit, unsigned integer. The format of this field is the same as the
eventHeader byte field, specified in section 2.2.8.1.2.2. The eventCode bitfield (3 bits in
size) MUST be set to FASTPATH_INPUT_EVENT_SYNC (3). The eventFlags bitfield (5 bits in
size) contains flags indicating the "on" status of the keyboard toggle keys.

5-Bit Codes Meaning

FASTPATH_INPUT_SYNC_SCROLL_LOCK Indicates that the Scroll Lock indicator light SHOULD be
0x01 on.

FASTPATH_INPUT_SYNC_NUM_LOCK Indicates that the Num Lock indicator light SHOULD be
0x02 on.

FASTPATH_INPUT_SYNC_CAPS_LOCK Indicates that the Caps Lock indicator light SHOULD be
0x04 on.

FASTPATH_INPUT_SYNC_KANA_LOCK Indicates that the Kana Lock indicator light SHOULD be
0x08 on.

2.2.8.2 Keyboard Status PDUs

2.2.8.2.1 ‘Server Set Keyboard Indicators PDU

The Set Keyboard Indicators PDU is sent by the server to synchronize the state of the keyboard
toggle keys (Scroll Lock, Num Lock, and so on). It is similar in operation to the Client Synchronize
Input Event Notification (see sections 2.2.8.1.1.3.1.1.5 and 2.2.8.1.2.2.5), but flows in the opposite
direction.

0/112(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1(2[3|4|(5|6|7(8|9(0]1

tpktHeader
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ImeConvMode (4 bytes): A 32-bit, unsigned integer. Indicates the IME conversion status.
2.2.9 Basic Output
2.2.9.1 Output PDU Packaging
2.2.9.1.1 Slow-Path (T.128) Format

2.2.9.1.1.1 Share Headers

The Share Headers used in conjunction with slow-path output PDUs are the same as those used in
conjunction with slow-path input PDUs. These headers are described in section 2.2.8.1.1.1.

2.2.9.1.1.2 Security Headers

The Security Headers used in conjunction with slow-path output PDUs are the same as those used in
conjunction with slow-path input PDUs. These headers are described in section 2.2.8.1.1.2.

2.2.9.1.1.3 Server Graphics Update PDU (TS_GRAPHICS_PDU)

The Slow-Path Graphics Update PDU is used to transmit graphics updates from server to client.

—
N
w

0(1/2(3|4(5|6|7|8|9(0(1|2|3|4|5|6|7|8[9(0|1|2[3|14(5|6|7(8|9(0]1

tpktHeader

x224Data mcsSDin (variable)

securityHeader (variable)

slowPathGraphicsUpdates (variable)

tpktHeader (4 bytes): A TPKT Header, as specified in [T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in [X224] section 13.7.

mcsSDin (variable): Variable-length PER-encoded MCS Domain PDU (DomainMCSPDU) which
encapsulates an MCS Send Data Indication structure (SDin, choice 26 from DomainMCSPDU),
as specified in [T125] section 11.33 (the ASN.1 structure definitions are given in [T125
section 7, parts 7 and 10). The userData field of the MCS Send Data Indication contains a
Security Header and a Slow-Path Graphics Update (section 2.2.9.1.1.3.1) structure.

securityHeader (variable): Optional security header. The presence and format of the security
header depends on the Encryption Level and Encryption Method selected by the server
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(sections 5.3.2 and 2.2.1.4.3). If the Encryption Level selected by the server is greater than
ENCRYPTION_LEVEL_NONE (0) and the Encryption Method selected by the server is greater
than ENCRYPTION_METHOD_NONE (0), then this field MUST contain one of the following
headers:

= Basic Security Header (section 2.2.8.1.1.2.1) if the Encryption Level selected by the server
is ENCRYPTION_LEVEL_LOW (1).

»= Non-FIPS Security Header (section 2.2.8.1.1.2.2) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_40BIT (0x00000001), ENCRYPTION_METHOD_56BIT
(0x00000008), or ENCRYPTION_METHOD_128BIT (0x00000002).

= FIPS Security Header (section 2.2.8.1.1.2.3) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_FIPS (0x00000010).

If the Encryption Level selected by the server is ENCRYPTION_LEVEL_NONE (0) and the
Encryption Method selected by the server is ENCRYPTION_METHOD_NONE (0), then this
header MUST NOT be included in the PDU.

slowPathGraphicsUpdates (variable): A variable-length array of Slow-Path Graphics Updates
(section 2.2.9.1.1.3.1) to be processed by the client.

2.2.9.1.1.3.1 Slow-Path Graphics Update (TS_GRAPHICS_UPDATE)

The TS_GRAPHICS_UPDATE structure is used to describe the type and encapsulate the data for a
slow-path graphics update sent from server to client. All slow-path graphic updates conform to this
basic structure (section 2.2.9.1.1.3.1.1).

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4(5|6|7|8|9(0|1|2[3|4(5|6|7(8|9(0]1

shareDataHeader

updateType

updateData (variable)

shareDataHeader (18 bytes): Share Data Header (section 2.2.8.1.1.1.2) containing
information about the packet. The type subfield of the pduType field of the Share Control
Header (section 2.2.8.1.1.1.1) MUST be set to PDUTYPE_DATAPDU (7). The pduType2 field
of the Share Data Header MUST be set to PDUTYPE2_UPDATE (2).

updateType (2 bytes): A 16-bit, unsigned integer. Type of the graphics update.
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Value Meaning

UPDATETYPE_ORDERS Indicates an Orders Update (see [MS-RDPEGDI] section 2.2.2.2).
0x0000

UPDATETYPE_BITMAP Indicates a Bitmap Graphics Update (see section 2.2.9.1.1.3.1.2).
0x0001

UPDATETYPE_PALETTE Indicates a Palette Update (see section 2.2.9.1.1.3.1.1).

0x0002

UPDATETYPE_SYNCHRONIZE Indicates a Synchronize Update (see section 2.2.9.1.1.3.1.3).
0x0003

updateData (variable): Variable-length data specific to the graphics update.

2.2,9.1.1.3.1.1 Palette Update (TS_UPDATE_PALETTE)

The TS_UPDATE_PALETTE structure contains global palette information that covers the entire
session's palette (see [T128] section 8.18.6). Only 256-color palettes are sent in this update.

0(1/2(3|4(5|6|7|8|9(0(1|2|3|4|5|6|7|8}9(0|1(2(3|4(5|6|7(8|9(0]1

shareDataHeader

paletteData (variable)

shareDataHeader (18 bytes): Share Data Header (section 2.2.8.1.1.1.2) containing
information-about the packet. The type subfield of the pduType field of the Share Control
Header (section 2.2.8.1.1.1.1) MUST be set to PDUTYPE_DATAPDU (7). The pduType2 field
of the Share Data Header MUST be set to PDUTYPE2_UPDATE (2).

paletteData (variable): The actual palette update data, as specified in section
2.2.9.1.1.3.1.1.1.

2.2,9.1.1.3.1.1.1 Palette Update Data (TS_UPDATE_PALETTE_DATA)

The TS_UPDATE_PALETTE_DATA encapsulates the palette data that defines a Palette Update
(section 2.2.9.1.1.3.1.1).
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0(1/2(3|4(5|6|7(8|9(0(1|2|3|4(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

updateType pad2Octets

numberColors

paletteEntries (variable)

updateType (2 bytes): A 16-bit, unsigned integer. The update type. This field MUST be set to
UPDATETYPE_PALETTE (0x0002).

pad20ctets (2 bytes): A 16-bit, unsigned integer. Padding. Values in this field MUST be
ignored.

numberColors (4 bytes): A 32-bit, unsigned integer. The number of RGB triplets in the
paletteData field. This field MUST be set to 256 (the number of entriesin an 8 bpp palette).

paletteEntries (variable): An array of palette entries in RGB triplet format (section
2.2.9.1.1.3.1.1.2) packed on byte boundaries. The number of triplet entries is given by the
numbercColors field.

2.2,9.1.1.3.1.1.2 RGB Palette Entry (TS_PALETTE_ENTRY)

The TS_PALETTE_ENTRY structure is used to express the red, green, and blue components
necessary to reproduce a color in the additive RGB space.

1 2 3
0(1/2(3|4(5|6|7|8|9|0|1}2[3|4(/5|6|7[8|9(0|1(2[3|4(5|6|7(8|9(0]1

red green blue

red (1 byte): An 8-bit, unsigned integer. The red RGB color component.
green (1 byte): An 8-bit, unsigned integer. The green RGB color component.

blue (1 byte): An 8-bit, unsigned integer. The blue RGB color component.

2.2.9.1.1.3.1.2 Bitmap Update (TS_UPDATE_BITMAP)

The TS_UPDATE_BITMAP. structure contains one or more rectangular clippings taken from the
server-side screen frame buffer (see [T128] section 8.17).

—
N
w

0(1/2(3|4(5|6|7(8|9(0{1|2|3|4|5|6|7|8|9(0|1(2[3|4|(5|6|7(8|9(0]1

shareDataHeader
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bitmapData (variable)

shareDataHeader (18 bytes): Share Data Header (section 2.2.8.1.1.1.2) containing
information about the packet. The type subfield of the pduType field of the Share Control
Header (section 2.2.8.1.1.1.1) MUST be set to PDUTYPE_DATAPDU (7). The pduType2 field
of the Share Data Header MUST be set to PDUTYPE2_UPDATE (2).

bitmapData (variable): The actual bitmap update data, as specified in section
2.2.9.1.1.3.1.2.1.

2.2,9.1.1.3.1.2.1 Bitmap Update Data (TS_UPDATE_BITMAP_DATA)

The TS_UPDATE_BITMAP_DATA structure encapsulates the bitmap data that defines a Bitmap
Update (section 2.2.9.1.1.3.1.2).

—
N
w

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|647|8|9(0|1|2[3|4(5|6|7(8|9(0]1

updateType numberRectangles

rectangles (variable)

updateType (2 bytes): A 16-bit, unsigned integer. The update type. This field MUST be set to
UPDATETYPE_BITMAP (0x0001).

numberRectangles (2 bytes): A 16-bit, unsigned integer. The number of screen rectangles
present in the rectangles field.

rectangles (variable): Variable-length array of TS BITMAP DATA (section 2.2.9.1.1.3.1.2.2)
structures, each of which contains a rectangular clipping taken from the server-side screen
frame buffer. The number of screen clippings in the array is specified by the
numberRectangles field.

2.2.9.1.1.3.1.2.2 Bitmap Data (TS_BITMAP_DATA)

The TS_BITMAP_DATA structure wraps the bitmap data for a screen area rectangle containing a
clipping taken from the server-side screen frame buffer.

—
N
w

0(112(3|4(5|6|7(8|9(0(1|2|3|4|(5|6|7|8|9(0|1|2[3|4(5|6|7(8|9(0]1

destlLeft destTop
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2.2.9.1.1.3.1.3 Synchronize Update (TS_UPDATE_SYNC)

The TS_UPDATE_SYNC structure is an artifact of the T.128 protocol (see [T128] section 8.6.2) and

SHOULD be ignored.

=

0|1|2(3(4|5|6|7(8|9|0|1|2]|3

4

5

6

7

8

shareDataHeader

updateType

pad20ctets

shareDataHeader (18 bytes): Share Data Header (section.2.2.8.1.1.1.2) containing

information about the packet. The type subfield of the pduType field of the Share Control
Header (section 2.2.8.1.1.1.1) MUST be set to PDUTYPE_DATAPDU (7). The pduType2 field
of the Share Data Header MUST be set to PDUTYPE2_UPDATE (2).

updateType (2 bytes): A 16-bit, unsigned integer. The update type. This field MUST be set to

UPDATETYPE_SYNCHRONIZE (0x0003).

pad2O0ctets (2 bytes): A 16-bit, unsigned integer. Padding. Values in this field MUST be

ignored.

2.2.9.1.1.4 Server Pointer Update PDU (TS_POINTER_PDU)

The Pointer Update PDU is sent from server to client and is used to convey pointer information,
including pointers' bitmap images, use of system or hidden pointers, use of cached cursors and

position updates.

4

5

6

7

tpktHeader

x224Data

mcsSDin (variable)

securityHeader (variable)
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Value Meaning

TS_PTRMSGTYPE_SYSTEM Indicates a System Pointer Update (section 2.2.9.1.1.4.3).
0x0001

TS_PTRMSGTYPE_POSITION Indicates a Pointer Position Update (section 2.2.9.1.1.4.2).
0x0003

TS_PTRMSGTYPE_COLOR Indicates a Color Pointer Update (section 2.2.9.1.1.4.4).
0x0006

TS_PTRMSGTYPE_CACHED Indicates a Cached Pointer Update (section 2.2.9.1.1.4:6).
0x0007

TS_PTRMSGTYPE_POINTER Indicates a New Pointer Update (section 2.2.9.4.1.4.5).
0x0008

T.128 Monochrome Pointer updates (see [T128] section 8.14.2) are not used in RDP and are
not planned for a future version. Monochrome pointers are translated into 24 bpp cursors
using the Color Pointer Update (section 2.2.9.1.1.4.4) when the New Pointer Update (section
2.2.9.1.1.4.5) is not supported, or sent as 1 bpp using the New Pointer Update.

pad2O0ctets (2 bytes): A 16-bit, unsigned integer. Padding. Values in this field MUST be
ignored.

pointerAttributeData (variable): A Pointer Position Update (section 2.2.9.1.1.4.2), System
Pointer Update (section 2.2.9.1.1.4.3), Color Pointer Update (section 2.2.9.1.1.4.4), New

Pointer Update (section 2.2.9.1.1.4.5), or Cached Pointer Update (section 2.2.9.1.1.4.6). The
actual contents of the slow-path pointer update.

2.2.9.1.1.4.1 Point (TS_POINT16)

The TS_POINT16 structure specifies a point relative to the top-left corner of the server's desktop.

0(1/2(3|4(5|6|7|8|910|1|2|3|4|5|6|7|8|9(0|1(2[3|4|(5|6|7(8|9(0]1

xPos yPos

xPos (2 bytes): A 16-bit, unsigned integer. The x-coordinate relative to the top-left corner of
the server's desktop.

yPos (2 bytes): A 16-bit, unsigned integer. The y-coordinate relative to the top-left corner of
the server's desktop.

2.2.9.1.1.4.2 Pointer Position Update (TS_POINTERPOSATTRIBUTE)

The TS_POINTERPOSATTRIBUTE structure is used to indicate that the client pointer MUST be moved

to the specified position relative to the top-left corner of the server's desktop (see [T128] section
8.14.4).
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0(1/2(3|4(5|6|7(8|9(0(1|2|3|4(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

position

position (4 bytes): Point (section 2.2.9.1.1.4.1) structure containing the new x-coordinates
and y-coordinates of the pointer.

2.2,9.1.1.4.3 System Pointer Update (TS_SYSTEMPOINTERATTRIBUTE)

The TS_SYSTEMPOINTERATTRIBUTE structure is used to hide the pointer or to set its'shape to the
operating system default (see [T128] section 8.14.1).

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1|2[3]4(5|6|7(8|9(0]1

systemPointerType

systemPointerType (4 bytes): A 32-bit, unsigned integer. The type of system pointer.

Value Meaning

SYSPTR_NULL The hidden pointer.
0x00000000

SYSPTR_DEFAULT The default system pointer.
0x00007F00

2.2.9.1.1.4.4 Color Pointer Update (TS_COLORPOINTERATTRIBUTE)

The TS_COLORPOINTERATTRIBUTE structure represents a regular T.128 24 bpp color pointer, as

specified in [T128] section 8.14.3. This pointer update is used for both monochrome and color
pointers in RDP.

01234567895123456789312345678981
cachelndex hotSpot
width
height lengthAndMask
lengthXorMask xorMaskData (variable)

andMaskData (variable)
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pad

cachelIndex (2 bytes): A 16-bit, unsigned integer. The zero-based cache entry in the pointer
cache in which to store the pointer image. The number of cache entries is specified using the
Pointer Capability Set (section 2.2.7.1.5).

hotSpot (4 bytes): Point (section 2.2.9.1.1.4.1) structure containing the x-coordinates and y-
coordinates of the pointer hotspot.

width (2 bytes): A 16-bit, unsigned integer. The width of the pointer in pixels: The maximum
allowed pointer width is 96 pixels if the client indicated support for large pointers by setting
the LARGE_POINTER_FLAG (0x00000001) in the Large Pointer Capability Set (section
2.2.7.2.7). If the LARGE_POINTER_FLAG was not set, the maximum allowed pointer width is
32 pixels.

height (2 bytes): A 16-bit, unsigned integer. The height of the pointer in pixels. The maximum
allowed pointer height is 96 pixels if the client indicated support for large pointers by setting
the LARGE_POINTER_FLAG (0x00000001) in the Large Pointer Capability Set (section
2.2.7.2.7). If the LARGE_POINTER_FLAG was not set, the maximum allowed pointer height is
32 pixels.

lengthAndMask (2 bytes): A 16-bit, unsigned integer. The size in bytes of the andMaskData
field.

lengthXorMask (2 bytes): A 16-bit, unsigned integer. The size in bytes of the xorMaskData
field.

xorMaskData (variable): Variable number of bytes: Contains the 24-bpp, bottom-up XOR
mask scan-line data. The XOR mask is padded to a 2-byte boundary for each encoded scan-
line. For example, if a 3x3 pixel cursor is being sent, then each scan-line will consume 10
bytes (3 pixels per scan-line multiplied by 3 bytes per pixel, rounded up to the next even
number of bytes).

andMaskData (variable): Variable number of bytes: Contains the 1-bpp, bottom-up AND mask
scan-line data. The AND mask is padded to a 2-byte boundary for each encoded scan-line. For
example, if a 7x7 pixel cursor is being sent, then each scan-line will consume 2 bytes (7 pixels
per scan-line multiplied by 1 bpp, rounded up to the next even number of bytes).

pad (1 byte): An 8-bit, unsigned integer. Padding. Values in this field MUST be ignored.

2.2.9.1.1.4.5 New Pointer Update (TS_POINTERATTRIBUTE)

The TS_POINTERATTRIBUTE structure is used to send pointer data at an arbitrary color depth.
Support for the New Pointer Update is advertised in the Pointer Capability Set (section 2.2.7.1.5).

-
N
w

1f2|3(4(5|6|7|8|9(0|1(2|3|4(5|6|7|8|9(0|1|2[3|4|5|6|7|(8|9(0]|1

xorBpp colorPtrAttr (variable)
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xorBpp (2 bytes): A 16-bit, unsigned integer. The color depth in bits-per-pixel of the XOR
mask contained in the colorPtrAttr field.

colorPtrAttr (variable): Encapsulated Color Pointer Update (section 2.2.9.1.1.4.4) structure
which contains information about the pointer. The Color Pointer Update fields are all used, as
specified in section 2.2.9.1.1.4.4; however color XOR data is presented in the color depth
described in the xorBpp field (for 8 bpp, each byte contains one palette index; for 4 bpp, there
are two palette indices per byte).

2.2,9.1.1.4.6 Cached Pointer Update (TS_CACHEDPOINTERATTRIBUTE)

The TS_CACHEDPOINTERATTRIBUTE structure is used to instruct the client to change the current
pointer shape to one already present in the pointer cache.

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1(2[3|4(5|6|7[(8|9(0]1

cachelndex

cachelndex (2 bytes): A 16-bit, unsigned integer. A zero-based cache entry containing the
cache index of the cached pointer to which the client's pointer MUST be changed. The pointer
data MUST have already been cached using either the Color Pointer Update (section
2.2.9.1.1.4.4) or New Pointer Update (section 2.2.9.1.1.4.5).

2.2.9.1.1.5 Server Play Sound PDU

The Play Sound PDU instructs the client to play.a "beep" sound.

0(1/2(3|4(5|6|7(8|9(0(1|2|3|4(5|6|7|(8|9(0|1(2[3|4(5|6|7(8|9(0]1

tpktHeader

x224Data mcsSDin (variable)

securityHeader (variable)

playSoundPduData
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duration

frequency

shareDataHeader (18 bytes): Share Data Header containing information about the packet.
The type subfield of the pduType field of the Share Control Header (section 2.2.8.1.1.1.1)
MUST be set to PDUTYPE_DATAPDU (7). The pduType2 field of the Share Data Header MUST
be set to PDUTYPE2_PLAY_SOUND (34).

duration (4 bytes): A 32-bit, unsigned integer. Duration of the beep the client MUST play.

frequency (4 bytes): A 32-bit, unsigned integer. Frequency of the beep the client MUST play.

2.2.9.1.2 Server Fast-Path Update PDU (TS_FP_UPDATE_PDU)

Fast-path revises server output packets from the first byte with the goal of improving bandwidth.
The TPKT Header ([T123] section 8), X.224 Class 0 Data TPDU ([X224] section 13.7), and MCS
Send Data Indication ([T125] section 11.33) are replaced; the Security Header (section 2.2.8.1.1.2)
is collapsed into the fast-path output header; and the Share Data Header (section 2.2.8.1.1.1.2) is
replaced by a new fast-path format. The contents of the graphics and pointer updates (see sections
2.2.9.1.1.3 and 2.2.9.1.1.4) are also changed to reduce their size, particularly by removing or
reducing headers. Support for fast-path output.is advertised in the General Capability Set (section

2.2.7.1.1).

1 2 3
0(1/2(3|4(5|6|7|8|9|0(¥|2(3|4|5|6|7|8|9(0|1|2[3|4|(5|6|7(8|9(0]1

fpOutputHeader lengthl length2 (optional) fipsInformation (optional)

dataSignature (optional)

fpOutputUpdates
(variable)

fpOutputHeader (1 byte): An 8-bit, unsigned integer. One-byte, bit-packed header. This byte
coincides with the first byte of the TPKT Header (see [T123] section 8). Two pieces of
information are collapsed into this byte:

= Encryption data
= Action code

The format of the fpOutputHeader byte is described by the following bitmask diagram.
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fipsInformation (4 bytes): Optional FIPS header information, present when the Encryption
Method selected by the server (sections 5.3.2 and 2.2.1.4.3) is ENCRYPTION_METHOD_FIPS
(0x00000010). The Fast-Path FIPS Information structure is specified in section 2.2.8.1.2.1.

dataSignature (8 bytes): MAC generated over the packet using one of the techniques
specified in section 5.3.6 (the FASTPATH_OUTPUT_SECURE_CHECKSUM flag, which is set in
the fpOutputHeader field, describes the method used to generate the signature). This field

MUST be present if the FASTPATH_OUTPUT_ENCRYPTED flag is set in the fpOutputHeader
field.

fpOutputUpdates (variable): An array of Fast-Path Update (section 2.2.9.1.2.1) structures to
be processed by the client.

2.2.9.1.2.1 Fast-Path Update (TS_FP_UPDATE)

The TS_FP_UPDATE structure is used to describe and encapsulate the data for a fast-path update

sent from server to client. All fast-path updates conform to this basic structure (see sections
2.2.9.1.2.1.1t02.2.9.1.2.1.10).

1 2 3
0(1/2(3|4(5|6|7|8|9|0(1|2|3|4|5|6|7|8|9(0[|1(2(3|4(5|6|7(8|9(0]1
updateHeader compressionFlags size
(optional)

updateData‘(variable)

updateHeader (1 byte): An 8-bit, unsigned integer. The TS_FP_UPDATE structure begins with
a 1- byte, bit-packed update header field. Two pieces of information are collapsed into this
byte:
= Fast-path update type
= Fast-path fragment sequencing

= Compression usage indication

The format of the updateHeader byte is described by the following bitmask diagram.

0|1]|2]3] 4 5 6 7 |8|9(0(1(2{3|4|5|6|7|8|9(0(1{2|3|4|5|6|7|8|9(0]|1

updateCo | fragmentat | compress
de ion ion

updateCode (4 bits): Type code of the update.

Value Meaning

FASTPATH_UPDATETYPE_ORDERS Indicates a Fast-Path Orders Update (see [MS-
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Flag Meaning

FASTPATH_OUTPUT_COMPRESSION_USED | Indicates that the compressionFlags field is
0x2 present.

compressionFlags (1 byte): An 8-bit, unsigned integer. Optional compression flags. The flags
used in this field are exactly the same as the flags used in the compressedType field in the
Share Data Header (section 2.2.8.1.1.1.2) and have the same meaning.

size (2 bytes): A 16-bit, unsigned integer. The size in bytes of the data in the updateData
field.

updateData (variable): Optional and variable-length data specific to the update.

2.2.9.1.2.1.1 Fast-Path Palette Update (TS_FP_UPDATE_PALETTE)

The TS_FP_UPDATE_PALETTE structure is the fast-path variant of the TS UPDATE PALETTE (section
2.2.9.1.1.3.1.1) structure.

1 2 3
0(1/2(3|4(5|6|7(8|9(0(1|2|3|4|5|6|7|8|9(0|1|2[3|4(5|6|7(8|9(0]1

updateHeader compressionFlags size
(optional)

paletteUpdateData (variable)

updateHeader (1 byte): An 8-bit, unsigned integer. The format of this field is the same as the
updateHeader byte field, specified in the Fast-Path Update (section 2.2.9.1.2.1) structure.
The updateCode bitfield (4 bits in size) MUST be set to FASTPATH_UPDATETYPE_PALETTE

2).

compressionFlags (1 byte): An 8-bit, unsigned integer. The format of this optional field (as
well as the possible values) is the same as the compressionFlags field specified in the Fast-
Path Update structure.

size (2 bytes): A 16-bit, unsigned integer. The format of this field (as well as the possible
values) is the same as the size field specified in the Fast-Path Update structure.

paletteUpdateData (variable): Variable-length palette data. Both slow-path and fast-path
utilize the same data format, a Palette Update Data (section 2.2.9.1.1.3.1.1.1) structure, to
represent this information.

2.2.9.1.2.1.2 Fast-Path Bitmap Update (TS_FP_UPDATE_BITMAP)

The TS FP_UPDATE_BITMAP structure is the fast-path variant of the TS UPDATE BITMAP (section
2.2.9.1.1.3.1.2) structure.
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1 2 3
0(1/2(3|4(5|6|7(8|9(0(1|2|3|4(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

updateHeader compressionFlags size
(optional)

bitmapUpdateData (variable)

updateHeader (1 byte): An 8-bit, unsigned integer. The format of this field is the same as the
updateHeader byte field specified in the Fast-Path Update (section 2.2.9.1.2.1) structure.
The updateCode bitfield (4 bits in size) MUST be set to FASTPATH_UPDATETYPE_BITMAP (1).

compressionFlags (1 byte): An 8-bit, unsigned integer. The format of this optional field (as
well as the possible values) is the same as the compressionFlags field specified in the Fast-
Path Update structure.

size (2 bytes): A 16-bit, unsigned integer. The format of this field (as well‘as the possible
values) is the same as the size field specified in the Fast-Path Update structure.

bitmapUpdateData (variable): Variable-length bitmap data. Both slow-path and fast-path
utilize the same data format, a Bitmap Update Data (section 2.2.9.1.1.3.1.2.1) structure, to
represent this information.

2.2.9.1.2.1.3 Fast-Path Synchronize Update (TS_FP_UPDATE_SYNCHRONIZE)

The TS_FP_UPDATE_SYNCHRONIZE structure is the fast-path variant of the
TS UPDATE SYNCHRONIZE PDU_ DATA (section 2.2.9.1.1.3.1.3) structure.

1 2 3
0(1/2(3|4(5|6|7(8|9(0|1|2|3|4|5|6|7|8|9(0|1(2(3|4(5|6|7(8|9(0]1

updateHeader compressionFlags size
(optional)

updateHeader (1 byte): An 8-bit, unsigned integer. The format of this field is the same as the
updateHeader byte field described in the Fast-Path Update (section 2.2.9.1.2.1). The
updateCode bitfield (4 bits in size) MUST be set to FASTPATH_UPDATETYPE_SYNCHRONIZE

(3).

compressionFlags (1 byte): An 8-bit, unsigned integer. The format of this optional field (as
well as the possible values) is the same as the compressionFlags field described in the Fast-
Path Update structure.

size (2 bytes): A 16-bit, unsigned integer. This field MUST be set to 0.

2.2.9.1.2.1.4 Fast-Path Pointer Position Update (TS_FP_POINTERPOSATTRIBUTE)

The TS_FP_POINTERPOSATTRIBUTE structure is the fast-path variant of the
TS_POINTERPOSATTRIBUTE structure (see section 2.2.9.1.1.4.2).
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1 2 3
0(1/2(3|4(5|6|7(8|9(0(1|2|3|4(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

updateHeader compressionFlags size
(optional)

pointerPositionUpdateData

updateHeader (1 byte): The format of this field is the same as the updateHeader byte field
specified in the Fast-Path Update (section 2.2.9.1.2.1) structure. The updateCode bitfield (4
bits in size) MUST be set to FASTPATH_UPDATETYPE_PTR_POSITION (8).

compressionFlags (1 byte): An 8-bit, unsigned integer. The format of this‘optional field (as
well as the possible values) is the same as the compressionFlags field specified in the Fast-
Path Update structure.

size (2 bytes): A 16-bit, unsigned integer. The format of this field (as well as the possible
values) is the same as the size field specified in the Fast-Path Update structure.

pointerPositionUpdateData (4 bytes): Pointer coordinates. Both slow-path and fast-path
utilize the same data format, a Pointer Position Update (section 2.2.9.1.1.4.2) structure, to
represent this information.

2.2.9.1.2.1.5 Fast-Path System Pointer Hidden Update
(TS_FP_SYSTEMPOINTERHIDDENATTRIBUTE)

The TS_FP_SYSTEMPOINTERHIDDENATTRIBUTE structure is used to hide the pointer.

1 2 3
0|1|{2({3(4|5|/6|7(8|9|/0|1]2|3|4|5|6(7|8|9|0(1(2|3|4|5|6(7|8|9|0(1

updateHeader compressionFlags size
(optional)

updateHeader (1 byte): An 8-bit, unsigned integer. The format of this field is the same as the
updateHeader byte field specified in the Fast-Path Update (section 2.2.9.1.2.1) structure.
The updateCode bitfield (4 bits in size) MUST be set to FASTPATH_UPDATETYPE_PTR_NULL

(5).

compressionFlags (1 byte): ‘An 8-bit, unsigned integer. The format of this optional field (as
well as the possible values) is the same as the compressionFlags field specified in the Fast-
Path Update structure.

size (2 bytes): A 16-bit, unsigned integer. This field MUST be set to 0.

2.2.9.1.2.1.6 Fast-Path System Pointer Default Update
(TS_FP_SYSTEMPOINTERDEFAULTATTRIBUTE)

The TS. FP_SYSTEMPOINTERDEFAULTATTRIBUTE structure is used to set the shape of the pointer to
the operating system default.
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1 2 3
0(1/2(3|4(5|6|7(8|9(0(1|2|3|4(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

updateHeader compressionFlags size
(optional)

updateHeader (1 byte): An 8-bit, unsigned integer. The format of this field is the same as the
updateHeader byte field specified in the Fast-Path Update (section 2.2.9.1.2.1) structure.
The updateCode bitfield (4 bits in size) MUST be set to
FASTPATH_UPDATETYPE_PTR_DEFAULT (6).

compressionFlags (1 byte): An 8-bit, unsigned integer. The format of this optional field (as
well as the possible values) is the same as the compressionFlags field specified in the Fast-
Path Update structure.

size (2 bytes): A 16-bit, unsigned integer. This field MUST be set to 0.

2.2.9.1.2.1.7 Fast-Path Color Pointer Update (TS_FP_COLORPOINTERATTRIBUTE)

The TS_FP_COLORPOINTERATTRIBUTE structure is the fast-path variant of the
TS COLORPOINTERATTRIBUTE (section 2.2.9.1.1.4.4) structure.

1 2 3
0(1/2(3|4(5|6|7(8|9(0(1|2[3|4|5|6|7|8[9(0|1(2[3|14(5|6|7(8|9(0]1

updateHeader compressionFlags size
(optional)

colorPointerUpdateData (variable)

updateHeader (1 byte): An 8-bit, unsigned integer. The format of this field is the same as the
updateHeader byte field specified in the Fast-Path Update (section 2.2.9.1.2.1) structure.
The updateCode bitfield (4 bits in size) MUST be set to FASTPATH_UPDATETYPE_COLOR (9).

compressionFlags (1 byte): An 8-bit, unsigned integer. The format of this optional field (as
well as the possible values) is the same as the compressionFlags field specified in the Fast-
Path Update structure.

size (2 bytes): A 16-bit, unsigned integer. The format of this field (as well as the possible
values) is the same as the size field specified in the Fast-Path Update structure.

colorPointerUpdateData (variable): Color pointer data. Both slow-path and fast-path utilize
the same data format, a Color Pointer Update (section 2.2.9.1.1.4.4) structure, to represent
this information.

2.2.9.1.2.1.8 Fast-Path New Pointer Update (TS_FP_POINTERATTRIBUTE)

The TS_FP_POINTERATTRIBUTE structure is the fast-path variant of the TS POINTERATTRIBUTE
(section 2.2.9.1.1.4.5) structure.
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cachedPointerUpdateData (2 bytes): Cached pointer data. Both slow-path and fast-path
utilize the same data format, a Cached Pointer Update (section 2.2.9.1.1.4.6) structure, to
represent this information.

2.2.9.1.2.1.10 Fast-Path Surface Commands Update (TS_FP_SURFCMDS)

The TS_FP_SURFCMDS structure encapsulates one or more Surface Command (section
2.2.9.1.2.1.10.1) structures.

1 2 3
0|1{2(3(4|5|/6|7(8|9|/0|1(2(3|4|5|6[7(8|9|0(1(2|3|4|5|6(|7Z(8}9|0(1

updateHeader compressionFlags size
(optional)

surfaceCommands (variable)

updateHeader (1 byte): An 8-bit, unsigned integer. The format of this field is the same as the
updateHeader byte field specified in the Fast-Path Update (section 2.2.9.1.2.1) structure.
The updateCode bitfield (4 bits in size) MUST be set to FASTPATH_UPDATETYPE_SURFCMDS

(4).

compressionFlags (1 byte): An 8-bit, unsigned integer. The format of this optional field (as
well as the possible values) is the same as the compressionFlags field specified in the Fast-
Path Update (section 2.2.9.1.2.1) structure.

size (2 bytes): A 16-bit, unsigned integer. The format of this field (as well as the possible
values) is the same as the size field specified in the Fast-Path Update structure.

surfaceCommands (variable): An array of Surface Command (section 2.2.9.1.2.1.10.1)
structures containing a collection of commands to be processed by the client.

2.2,9.1.2.1.10.1 Surface Command (TS_SURFCMD)

The TS_SURFCMD structure is used to specify the Surface Command type and to encapsulate the
data for a Surface Command sent from a server to a client. All Surface Commands in section 2.2.9.2
conform to this structure.

0(1/2{3|4(5(6|7(8|9/0(1|2|3|4|(5|6|7|8|9(0|1(2[3|4|5|6|7(8|9(0]1

cmdType cmdData (variable)

cmdType (2 bytes): A 16-bit unsigned integer. Surface Command type.

Value Meaning

CMDTYPE_SET_SURFACE_BITS Indicates a Set Surface Bits Command (section 2.2.9.2.1).
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Value Meaning

0x0001

CMDTYPE_FRAME_MARKER Indicates a Frame Marker Command (section 2.2.9.2.3).
0x0004

CMDTYPE_STREAM_SURFACE_BITS | Indicates a Stream Surface Bits Command (section
0x0006 2.2.9.2.2).

cmdData (variable): Variable-length data specific to the Surface Command.

2.2.9.2 Surface Commands

Surface Commands all conform to the layout of the Surface Command (section 2.2.9.1.2.1.10.1)
structure and MUST be wrapped in a Fast-Path Surface Commands Update (section 2.2.9.1.2.1.10).

2.2.9.2.1 Set Surface Bits Command (TS_SURFCMD_SET_SURF_BITS)

The Set Surface Bits Command is used to transport encoded bitmap data destined for a rectangular
region of the current target surface from an RDP server to an RDP client.

0|1|{2(3|4|5|/6|7(8|9|/0|1|2|3|4|5|6[7|8|9]0|1|2(3|4|5/6(7|8|9|0(1

cmdType destLeft
destTop destRight
destBottom bitmapData (variable)

cmdType (2 bytes): A 16-bit, unsigned integer. Surface Command type. This field MUST be set
to CMDTYPE_SET_SURFACE_BITS (0x0001).

destLeft (2 bytes): A 16-bit, unsigned integer. Left bound of the destination rectangle that will
contain the decoded bitmap data.

destTop (2 bytes): A 16-bit, unsigned integer. Top bound of the destination rectangle that will
contain the decoded bitmap data.

destRight (2 bytes): A 16-bit, unsigned integer. Exclusive right bound of the destination
rectangle that will contain the decoded bitmap data.

destBottom (2 bytes): A 16-bit, unsigned integer. Exclusive bottom bound of the destination
rectangle that will contain the decoded bitmap data.

bitmapData (variable): An Extended Bitmap Data (section 2.2.9.2.1.1) structure that contains
an encoded bitmap image.

2.2.9.2.1.1 Extended Bitmap Data (TS_ BITMAP_DATA_EX)

The TS_BITMAP_DATA_EX structure is used to encapsulate encoded bitmap data.
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0(1/2(3|4(5|6|7(8|9(0(1|2|3|4(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

bpp reservedl reserved2 codecID

width height

bitmapDatalLength

bitmapData (variable)

bpp (1 byte): An 8-bit, unsigned integer. The color depth of the bitmap data in bits-per-pixel.
reservedl (1 byte): An 8-bit, unsigned integer. This field is reserved for future use.
reserved2 (1 byte): An 8-bit, unsigned integer. This field is reserved for future use.

codecID (1 byte): An 8-bit, unsigned integer. The client-assigned ID that identifies the bitmap
codec that was used to encode the bitmap data. Bitmap codec parameters are exchanged in
the Bitmap Codecs Capability Set (section 2.2.7.2.10). If this field is 0, then the bitmap data
is not encoded and can be used without performing any decoding transformation.

width (2 bytes): A 16-bit, unsigned integer. The width of the decoded bitmap image in pixels.
height (2 bytes): A 16-bit, unsigned integer. The height of the decoded bitmap image in pixels.

bitmapDataLength (4 bytes): A 32-bit, unsigned integer. The size in bytes of the
bitmapData field.

bitmapData (variable): A variable-length array of bytes containing bitmap data encoded using
the codec identified by the ID in the codecID field.

2.2.9.2.2 Stream Surface Bits Command (TS_SURFCMD_STREAM_SURF_BITS)

The Stream Surface Bits Command is used to transport encoded bitmap data destined for a
rectangular region of the current target surface from an RDP server to an RDP client.

0(1/2(3|4(5|6|7(8]9(0|1|2|3|4|(5|6|7|8|9(0|1|2[3|4(5|6|7(8|9(0]1

cmdType destlLeft
destTop destRight
destBottom bitmapData (variable)
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cmdType (2 bytes): A 16-bit, unsigned integer. Surface Command type. This field MUST be set
to CMDTYPE_STREAM_SURFACE_BITS (0x0006).

destLeft (2 bytes): A 16-bit, unsigned integer. Left bound of the destination rectangle that will
contain the decoded bitmap data.

destTop (2 bytes): A 16-bit, unsigned integer. Top bound of the destination rectangle that will
contain the decoded bitmap data.

destRight (2 bytes): A 16-bit, unsigned integer. Exclusive right bound of the destination
rectangle that will contain the decoded bitmap data.

destBottom (2 bytes): A 16-bit, unsigned integer. Exclusive bottom bound of the destination
rectangle that will contain the decoded bitmap data.

bitmapData (variable): An Extended Bitmap Data (section 2.2.9.2.1.1) structure that contains
an encoded bitmap image.

2.2.9.2.3 Frame Marker Command (TS_FRAME_MARKER)

The Frame Marker Command is used to group multiple surface commands so that these commands
can be processed and presented to the user as a single entity, a frame.

0(1/2(3|4(5|6|7|8|9|(0(1|2|3|4|5|6|7|8|9(0|1(2|3|4(5|6|7(8|9(0]1

cmdType frameAction

frameld

cmdType (2 bytes): A 16-bit, unsigned integer. Surface Command type. This field MUST be set
to CMDTYPE_FRAME_MARKER (0x0004).

frameAction (2 bytes): A 16-bit, unsigned integer. Identifies the beginning and end of a

frame.
Value Meaning
SURFACECMD_FRAMEACTION_BEGIN Indicates the start of a new frame.
0x0000
SURFACECMD_FRAMEACTION_END Indicates the end of the current frame.
0x0001

frameld (4 bytes): A 32-bit, unsigned integer. The ID identifying the frame.
2.2.10 Logon Notifications

2.2.10.1 Server Save Session Info PDU

The Save Session Info PDU is used by the server to transmit session and user logon information
back to the client after the user has logged on.
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mcsSDin (variable): Variable-length PER-encoded MCS Domain PDU (DomainMCSPDU) which
encapsulates an MCS Send Data Indication structure (SDin, choice 26 from DomainMCSPDU),
as specified in [T125] section 11.33 (the ASN.1 structure definitions are given in [T125
section 7, parts 7 and 10). The userData field of the MCS Send Data Indication contains a
Security Header, Share Data Header, monitor count, and a monitor definition array.

securityHeader (variable): Optional security header. The presence and format of the security
header depends on the Encryption Level and Encryption Method selected by the server
(sections 5.3.2 and 2.2.1.4.3). If the Encryption Level selected by the server is greater than
ENCRYPTION_LEVEL_NONE (0) and the Encryption Method selected by the server is greater
than ENCRYPTION_METHOD_NONE (0), then this field MUST contain one of the following
headers:

= Basic Security Header (section 2.2.8.1.1.2.1) if the Encryption Level selected by the server
is ENCRYPTION_LEVEL_LOW (1).

= Non-FIPS Security Header (section 2.2.8.1.1.2.2) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_40BIT (0x00000001), ENCRYPTION..METHOD_56BIT
(0x00000008), or ENCRYPTION_METHOD_128BIT (0x00000002).

= FIPS Security Header (section 2.2.8.1.1.2.3) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_FIPS (0x00000010).

If the Encryption Level selected by the server is ENCRYPTION_LEVEL_NONE (0) and the
Encryption Method selected by the server is ENCRYPTION_METHOD NONE (0), then this
header MUST NOT be included in the PDU.

shareDataHeader (18 bytes): A Share Data Header containing information about the packet.
The type subfield of the pduType field of the Share Control Header (section 2.2.8.1.1.1.1)
MUST be set to PDUTYPE_DATAPDU (7). The pduType2 field of the Share Data Header MUST
be set to PDUTYPE2_MONITOR_LAYOUT_PDU (55), and the pduSource field MUST be set to
0.

monitorCount (4 bytes): A 32-bit, unsigned integer. The number of display monitor definitions
in the monitorDefArray field.

monitorDefArray (variable): A variable-length array containing a series of TS MONITOR DEF
structures (section 2.2.1.3.6.1), which describe the display monitor layout of the session on
the remote server. The number of TS_MONITOR_DEF structures that follows is given by the
monitorCount field.

2.2.13 Server Redirection

2.2.13.1 Server Redirection Packet (RDP_SERVER_REDIRECTION_PACKET)

The RDP_SERVER_REDIRECTION_ PACKET structure contains information to enable a client to
reconnect to a session on a specified server. This data is sent to a client in a Redirection PDU to
enable load-balancing of Remote Desktop sessions across a collection of machines. For more
information about the load balancing of Remote Desktop sessions, see [MSFT-SDLBTS] "Load-
Balanced Configurations".

—
N
w

Flags Length
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0(1/2(3|4(5|6|7(8|9(0(1|2|3|4(5|6|7|8|9(0|1(2[3|4(5|6|7(8|9(0]1

addressLength

address (variable)

addressLength (4 bytes): A 32-bit, unsigned integer. The length in bytes of the address field.

address (variable): A variable-length array of bytes containing an IP address in Unicode
format, including a null-terminator.

2.2.13.2 Standard RDP Security

2.2.13.2.1 Standard Security Server Redirection PDU
(TS_STANDARD_SECURITY_SERVER_REDIRECTION)

The Standard Security Server Redirection PDU is sent by the server to the client to instruct it to
reconnect to an existing session on another server. The information required to perform the
reconnection is contained in an embedded Server Redirection Packet (section 2.2.13.1). This PDU
MUST NOT be sent if the Encryption Level selected by the server is ENCRYPTION_LEVEL_NONE (0);
the Enhanced Security Server Redirection PDU (section 2.2.13.3.1) MUST be used instead. Because
the Standard Security Server Redirection PDU can contain confidential information, it MUST always
be encrypted using Standard RDP Security mechanisms (section 5.3).

1 2 3
0|1|{2(3(4|5|6|7(8|9|0|1]2(3|4|5|6(7(8|9|0(1({2|3|4|5|/6(7|8|9|0(1
tpktHeader

x224Data mcsSDin (variable)

securityHeader (variable)

serverRedirectionPDU (variable)

tpktHeader (4 bytes): A TPKT Header, as specified in [T123] section 8.
x224Data (3 bytes): An X.224 Class 0 Data TPDU, as specified in [X224] section 13.7.

mcsSDin (variable): Variable-length PER-encoded MCS Domain PDU (DomainMCSPDU) which
encapsulates an MCS Send Data Indication structure (SDin, choice 26 from DomainMCSPDU),
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as specified in [T125] section 11.33 (the ASN.1 structure definitions are specified in [T125
section 7, parts 7 and 10). The userData field of the MCS Send Data Indication contains a
Security Header and the Server Redirection PDU data.

securityHeader (variable): Security header. The format of the security header depends on the

Encryption Level and Encryption Method selected by the server (sections 5.3.2 and 2.2.1.4.3).
This field MUST contain one of the following headers:

= Non-FIPS Security Header (section 2.2.8.1.1.2.2) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_40BIT (0x00000001), ENCRYPTION_METHOD_56BIT
(0x00000008), or ENCRYPTION_METHOD_128BIT (0x00000002).

= FIPS Security Header (section 2.2.8.1.1.2.3) if the Encryption Method selected by the
server is ENCRYPTION_METHOD_FIPS (0x00000010).

The flags field of the security header MUST contain the SEC_REDIRECTION_PKT (0x0400)
flag (see section 2.2.8.1.1.2.1).

serverRedirectionPDU (variable): Information required by the client to initiate a reconnection

to a given session on a target server encapsulated in a Server Redirection Packet (section
2.2.13.1) structure.

2.2.13.3 Enhanced RDP Security

2.2.13.3.1 Enhanced Security Server Redirection PDU
(TS_ENHANCED_SECURITY_SERVER_REDIRECTION)

The Enhanced Security Server Redirection PDU is sent by the server to the client to instruct it to
reconnect to an existing session on another server. The information required to perform the
reconnection is contained in an embedded Server Redirection Packet (section 2.2.13.1). This PDU
MUST NOT be sent if Standard RDP Security (section 5.3) is in effect. The Standard Security Server
Redirection PDU (section 2.2.13.2.1) MUST be used instead. Because this PDU can contain

confidential information, it MUST always be encrypted by the External Security Protocol layer
(section 5.4).

1 2 3
0|1|{2(3(4|5|6|7(8|9|0|1|2(|3|4|5|6[7|8|9|0(1(2|3|4|5|/6(7|8|9|0(1
tpktHeader

x224Data mcsSDin (variable)

shareControlHeader

pad20ctets

serverRedirectionPDU (variable)
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3 Protocol Details
3.1 Common Details

3.1.1 Abstract Data Model

None.

3.1.2 Timers

None.

3.1.3 Initialization

None.

3.1.4 Higher-Layer Triggered Events

None.
3.1.5 Message Processing Events and Sequencing Rules
3.1.5.1 Disconnection Sequences

3.1.5.1.1 Sending of MCS Disconnect Provider Ultimatum PDU

The structure and fields of the MCS Disconnect Provider Ultimatum PDU are specified in section
2.2.2.3.

The tpktHeader field is initialized as specified in [T123] section 8, while the x224Data field (which
contains an X.224 Class 0 Data TPDU) is initialized as specified in [X224] section 13.7.

The MCS Disconnect Provider Ultimatum PDU (embedded within the mcsDPum field) is specified in
T125] section 7, part 4. Only the rn-provider-initiated (1) or rn-user-requested (3) reason codes
MUST be used in the reason field.

= In the case of a user-initiated client-side disconnection (section 1.3.1.4.1), the reason code set
by the client MUST be rn-user-requested (3).

= In the case of a user-initiated server-side disconnection (section 1.3.1.4.2), the reason code set
by the server MUST be rn-user-requested (3).

» In the case of an ‘administrator-initiated server-side disconnection (section 1.3.1.4.3), the reason
code set by the server MUST be rn-provider-initiated (1).

If Enhanced RDP Security (section 5.4) is in effect, the External Security Protocol (section 5.4.5)
MUST be used to encrypt the entire PDU and generate a verification digest before the PDU is
transmitted over the wire.

Once the MCS Disconnect Provider Ultimatum PDU has been sent, the network connection MUST be
closed.
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kilobytes for RDP 4.0 and 64 kilobytes for RDP 5.0). Any data that is being compressed MUST be
smaller in size than the history buffer. The HistoryOffset MUST start initialized to zero while the
history buffer MUST be filled with zeros. After it has been initialized, the entire history buffer is
immediately regarded as valid.

When compressing data, the sender MUST first check that the uncompressed data can be inserted
into the history buffer at the position in the history buffer given by the HistoryOffset. If the data
will not fit into the history buffer (the sum of the HistoryOffset and the size of the uncompressed
data exceeds the size of the history buffer), the HistoryOffset MUST be reset to the start of the
history buffer (offset 0). If the data will fit into the history buffer, the sender endpoint inserts the
uncompressed data at the position in the history buffer given by the HistoryOffset, and then
advances the HistoryOffset by the amount of data added.

As the receiver endpoint decompresses the data, it inserts the decompressed data at the position in
the history buffer given by its local copy HistoryOffset. If a reset occurs, the sender endpoint
MUST notify the target receiver so it can reset its local state. In this way, the sender and receiver
endpoints maintain an exact replica of the history buffer and HistoryOffset.

3.1.8.2 Compressing Data

The uncompressed data is first inserted into the local history buffer at the position indicated by
HistoryOffset by the sender. The compressor then runs through the length of newly added
uncompressed data to be sent and produces as output a sequence of literals (bytes to be sent
uncompressed) or copy-tuples which consists of a <copy-offset, length-of-match> pair.

The copy-offset component of the copy-tuple is an index into HistoryBuffer (counting backwards
from the current byte being compressed in the history buffer towards the start of the buffer) where
there is a match to the data to be sent. The length-of-match component is the length of that match
in bytes, and MUST be larger than 2 (section 3.1.8.4.1.2.2 and 3.1.8.4.2.2.2). If the resulting data
is not smaller than the original bytes (that is, expansion instead of compression results), then this
results in a flush and the data is sent uncompressed so as never to send more data than the original
uncompressed bytes.

In this way the compressor aims to reduce the size of data that needs to be transmitted. For
example, consider the following string.

0 1 2 3 4
012345678901234567890123456789012345678901234567890
for.whom.the.bell.tolls, .the.bell.tolls.for.thee!

The compressor produces the following:

for.whom.the.bell.tolls,<16,15>.<40,4><19,3>e!

The <16,15> tuple is the compression of '.the.bell.tolls' and <40,4> is 'for.', <19,3> gives 'the'.

The expansion of a copy-tuple MUST use a "replicating copy". A replicating copy is implemented
using the following pseudocode.

SrcPtr = HistoryPtr - CopyOffset;

while (LengthOfMatch > 0)

{
*HistoryPtr = *SrcPtr;
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SrcPtr = SrcPtr + 1;
HistoryPtr = HistoryPtr + 1;

LengthOfMatch = LengthOfMatch - 1;

For example, consider the following compressed stream.

Xcd<2,4>Y7

Using a replicating copy, this is correctly decompressed to

XcdecdcedYZ

Literals and copy-tuples are encoded using the scheme described in section 3.1.8.4.1 or 3.1.8.4.2
(the scheme used depends on whether RDP 4.0 or 5.0 bulk compression is being used).

3.1.8.2.1 Setting the Compression Flags

The sender MUST always specify the compression flags associated with a compressed payload.
These flags MUST be set in the header field appropriate to the type of data payload, such as Fast-
Path output data (see section 2.2.9.1.2.1), virtual channel data (see section 2.2.6.1), or Slow-Path
data (see section 2.2.9.1.1).

The compression flags are produced by performing a logical OR operation of the compression type
with one or more of the following flags.

Compression flag Meaning

PACKET_COMPRESSED Used to indicate that the data is compressed. This value is equivalent to MPPC
0x20 bit C (for more information see [RFC2118] section 3.1). This flag MUST be set
whencompression of the data was successful.

PACKET_AT_FRONT Used to indicate that the decompressed data MUST be placed at the beginning of
0x40 the local history buffer. This value is equivalent to MPPC bit B (for more
information see [REC2118] section 3.1). This flag MUST be set in conjunction
with the PACKET_COMPRESSED (0x20) flag.

There are two conditions on the "compressor-side" that generate this scenario:

(1) this is the first packet to be compressed, and (2) the data to be compressed
will not fit at the end of the history buffer but instead needs to be placed at the
start of the history buffer.

PACKET_FLUSHED Used to indicate that the history buffer MUST be reinitialized (by filling it with
0x80 zeros). After it has been reinitialized, the entire history buffer is immediately
regarded as valid. This value is equivalent to MPPC bit A (for more information
see [RFC2118] section 3.1).

This flag MUST be set if the compression would generate an expansion of the
data and indicates to the decompressor that it MUST reset its history buffer,

HistoryOffset value, and restart on reception of the next batch of compressed
bytes. If this condition occurs, the data MUST be sent in uncompressed form.
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Output Buffer:
for.whom.the.bell.tolls,<16,15>.<40,4><19,3>e!

(13) HistoryPtr (49) is not less than HistoryOffset (49), so we add the PACKET_COMPRESSED flag to
the output packet and send the Output Buffer.

3.1.8.3 Decompressing Data

An endpoint which receives compressed data MUST decompress the data and store the resultant
data at the end of the history buffer. The order of actions depends on the compression flags
associated with the compressed data.

Compression flag Meaning

PACKET_FLUSHED If this flag is set, the decompressor MUST reinitialize the history buffer (by filling

0x80 it with zeros) and reset the HistoryOffset to 0. Once the history buffer has been
reinitialized, its entire contents are immediately regarded as valid.

PACKET_AT_FRONT If this flag is set, the decompressor MUST start decompressing to the start of the

0x40 history buffer, by resetting the HistoryOffset.to 0. Otherwise, the decompressor

MUST append the decompressed data to the end of the history buffer.

PACKET_COMPRESSED | If this flag is set, the decompressor MUST decompress the data, appending the
0x20 decompressed data to the history buffer and advancing the HistoryOffset by the
size of the resulting decompressed data.

3.1.8.4 Compression Types
3.1.8.4.1 RDP 4.0

3.1.8.4.1.1 Literal Encoding

Literals are bytes sent uncompressed. If the value of a literal is below 0x80, it is not encoded in any
special manner. If the literal has a value greater than 0x7F it is sent as the bits 10 followed by the
lower 7 bits of the literal. For example, 0x56 is transmitted as the binary value 01010110, while
OxE7 is transmitted as the binary value 101100111.

3.1.8.4.1.2 Copy-Tuple Encoding

Copy-tuples consist of a <copy-offset> and <length-of-match> pair (see section 3.1.8.2 for more
details).

3.1.8.4.1.2.1 Copy-Offset Encoding

Encoding of the copy-offset value is performed according to the following table.

Copy-offset range Encoding (binary header + copy-offset bits)
0...63 1111 + lower 6 bits of copy-offset

64...319 1110 + lower 8 bits of (copy-offset - 64)
320...8191 110 + lower 13 bits of (copy-offset - 320)
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For example:

= A copy-offset value of 3 is encoded as the binary value 1111 000011.

= A copy-offset value of 128 is encoded as the binary value 1110 01000000.

= A copy-offset value of 1024 is encoded as the binary value 110 0001011000000.

A copy-offset value MUST be followed by a length-of-match (L-0-M) value.

3.1.8.4.1.2.2 Length-of-Match Encoding

Encoding of the length-of-match (L-0-M) value is performed according to the following table.

L-o-M range Encoding (binary header + L-0-M bits)
3 0

4...7 10 + 2 lower bits of L-0-M

8...15 110 + 3 lower bits of L-o-M

16...31 1110 + 4 lower bits of L-0-M

32...63 11110 + 5 lower bits of L-0-M

64...127 111110 + 6 lower bits of L-0-M
128...255 1111110 + 7 lower bits of L-0-M
256...511 11111110 + 8 lower bits of L-0-M
512...1023 111111110 + 9 lower bits of L-0-M
1024...2047 1111111110 + 10 lower bits of L-0-M
2048...4095 11111111110 + 11 lower bits of L-0-M
4096...8191 111111111110 + 12 lower bits of L-0-M

For example:

= A length-of-match value of 15 is encoded as the binary value 110 111.

» A length-of-match value of 120is encoded as the binary value 111110 111000.

» A length-of-match value of 4097 is encoded as the binary value 111111111110 000000000001.

3.1.8.4.2 RDP 5.0

The rules for RDP 5.0 are very similar to those of RDP 4.0 (section 3.1.8.4.1). RDP 5.0 has a history
buffer size of 64 kilobytes, thus both endpoints MUST maintain a 64 kilobyte window.

3.1.8.4.2.1 Literal Encoding

Literals are bytes sent uncompressed. If the value of a literal is below 0x80, it is not encoded in any
special manner. If the literal has a value greater than 0x7F it is sent as the bits 10 followed by the
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lower 7 bits of the literal. For example, 0x56 is transmitted as the binary value 01010110, while
OxE7 is transmitted as the binary value 101100111.

3.1.8.4.2.2 Copy-Tuple Encoding

Copy-tuples consist of a <copy-offset> and <length-of-match> pair (see section 3.1.8.2 for more

details).

3.1.8.4.2.2.1 Copy-Offset Encoding

Encoding of the copy-offset value is performed according to the following table.

Copy-offset range Encoding (binary header + copy-offset bits)
0...63 11111 + lower 6 bits of copy-offset

64...319 11110 + lower 8 bits of (copy-offset - 64)
320...2367 1110 + lower 11 bits of (copy-offset — 320)
2368+ 110 + lower 16 bits of (copy-offset - 2368)

A copy-offset value MUST be followed by a length-of-match value.

3.1.8.4.2.2.2 Length-of-Match Encoding

Encoding of the length-of-match (L-0-M) value is performed according to the following table.

L-o-M range Encoding (binary header + L-0-M bits)
3 0

4..7 10 + 2 lower bits of L-0-M

8..15 110+ 3 lower bits of L-0-M

16..31 1110 + 4 lower bits of L-o-M

32..63 11110 + 5 lower bits of L-0-M

64..127 111110 + 6 lower bits of L-0-M

128..255 1111110 + 7 lower bits of L-0-M
256..511 11111110 + 8 lower bits of L-0-M
512..1023 111111110 + 9 lower bits of L-0-M
1024..2047 1111111110 + 10 lower bits of L-0-M
2048..4095 11111111110 + 11 lower bits of L-0-M
4096..8191 111111111110 + 12 lower bits of L-0-M
8192..16383 1111111111110 + 13 lower bits of L-o-M
16384..32767 11111111111110 + 14 lower bits of L-0-M
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Note It is possible to implement the following conceptual data by using a variety of techniques as
long as the implementation produces external behavior that is consistent with that described in this
document.

3.2.1.1 Received Server Data

The Received Server Data store contains data received from the server during execution of the
Remote Desktop Protocol. This store is initialized when processing the MCS Connect Response PDU
with GCC Conference Create Response (see sections 2.2.1.4 and 3.2.5.3.4).

3.2.1.2 Static Virtual Channel IDs

The Static Virtual Channel IDs store contains the MCS channel identifiers of the static virtual
channels. This data store is initialized when processing the Server Network Data (see sections
2.2.1.4.4 and 3.2.5.3.4).

3.2.1.3 I/0 Channel ID

The I/0O Channel ID store contains the MCS channel identifier of the I/O channel. This data store is
initialized when processing the Server Network Data (see sections 2.2.1.4.4 and 3.2.5.3.4).

3.2.1.4 User Channel ID

The User Channel ID store contains the MCS channel identifier of the user channel. This data store is
initialized when processing the MCS Attach User Confirm PDU (see sections 2.2.1.7 and 3.2.5.3.7).

3.2.1.5 Server Channel ID
The Server Channel ID store contains the MCS channel identifier of the server channel. This data

store is initialized when processing the Demand Active PDU (see sections 2.2.1.13.1.1 and
3.2.5.3.13.1).

3.2.1.6 Server Capabilities

The Server Capabilities store contains capability sets (see section 1.7) received from the server in
the Demand Active PDU (see sections 2.2.1.13.1 and 3.2.5.3.13.1).

3.2.1.7 Share ID

The Share ID store holds the share identifier selected by the server (see [T128] section 8.4.2 for
more information regarding share IDs). This data store is initialized when processing the Demand
Active PDU (see sections 2.2.1.13.1 and 3.2.5.3.13.1) and is used to initialize the shareld field of
the Share Data Header when sending basic client-to-server Slow-Path PDUs (see section 3.2.5.1).

3.2.1.8 Automatic Reconnection Cookie

The Automatic Reconnection Cookie store contains a cookie received from the server that enables
seamless reconnections in cases where the connection has been broken due to short-term transient
network failure (section 5.5). The cookie is sent by the server to the client in the Save Session Info
PDU (sections 2.2.10.1 and 3.2.5.10.1), and sent by the client to the server in the Client Info PDU
(sections 2.2.1.11.1.1.1 and 3.3.5.3.11).
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Any remaining fields are populated as specified in the section describing the PDU structure and fields
in section 2.2.

3.2.5.2 Processing a Server-to-Client Slow-Path PDU

The majority of server-to-client Slow-Path PDUs have the same basic structure (see sections 5.3.8
and 5.4.4):

= tpktHeader: TPKT Header ([T123] section 8 )
= x224Data: X.224 Class 0 Data TPDU ([X224] section 13.7)
= mcsSDin: MCS Send Data Indication PDU ([T125] section 7, part 7)
= securityHeader: Optional Security Header (section 2.2.8.1.1.2)
» shareDataHeader: Share Data Header (section 2.2.8.1.1.1.2)
= PDU Contents (see the section describing the PDU structure and fields in section 2.2)

If Enhanced RDP Security (section 5.4) is in effect, the External Security Protocol (section 5.4.5)
being used to secure the connection MUST be used to decrypt and verify the integrity of the entire
PDU prior to any processing taking place.

The embedded length fields within the tpktHeader, x224Data, and mcsSDin fields MUST be
examined for consistency with the received data. If there is any discrepancy, the connection
SHOULD be dropped.

The embedded channelld field within the mcsSDin is used to route the PDU to the appropriate
target channel.

The conditions mandating the presence of the securityHeader field, as well as the type of Security
Header structure present in this field, are explained in the section describing the PDU structure and
fields in section 2.2. If the securityHeader field is present, the embedded flags field MUST be
examined for the presence of the SEC_ENCRYPT (0x0008) flag (section 2.2.8.1.1.2.1), and, if it is
present, the data following the securityHeader field MUST be verified and decrypted using the
methods and techniques specified in section 5.3.6. If the MAC signature is incorrect, or the data
cannot be decrypted correctly, the connection SHOULD be dropped. If Enhanced RDP Security is in
effect and the SEC_ENCRYPT flag is present, the connection SHOULD be dropped because double-
encryption is never used in this scenario.

The shareDataHeader field (which contains the Share Control Header and Share Data Header
described in sections 2.2.8.1.1.1.1 and 2.2.8.1.1.1.2 respectively) MUST be examined to determine
the PDU type(from the pduType and pduType2 fields), as well as the compression usage
information (from the compressedType field). If the data following the Share Data Header is
compressed, then decompression using the techniques specified in section 3.1.8.3 MUST be
performed. The value of the totalLength field MUST also be examined for consistency with the
received data. If there is any discrepancy, the connection SHOULD be dropped. The remaining Share
Control Header and Share Data Header fields MAY be ignored.

Any remaining PDU fields MUST be interpreted and processed in accordance with the section
describing the PDU structure and fields in section 2.2.
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the server in the Server Security Data (see sections 2.2.1.4.2 and 3.2.5.3.4) are both greater
than zero.

= The Client Info PDU (section 2.2.1.11) if the Encryption Level and Encryption Method returned
from the server are both zero.

3.2.5.3.10 Sending Security Exchange PDU

The structure and fields of the Security Exchange PDU are specified in section 2.2.1.10.

The tpktHeader field is initialized as specified in [T123] section 8, while the x224Data field (which
contains an X.224 Class 0 Data TPDU) is initialized as specified in [X224] section 13.7.

The mcsSDrq field is initialized as specified in [T125] section 11.32. The embedded initiator field
MUST be set to the User Channel ID (held in the User Channel ID store (section 3.2.1.4) and the
embedded channelld field MUST be set to the MCS I/O channel ID (held in the I/O Channel ID
store (section 3.2.1.3). The embedded userData field contains the remaining fields of the Security
Exchange PDU.

The embedded flags field of the basicSecurityHeader MUST contain the SEC_EXCHANGE_PKT
(0x0001) flag (specified in section 2.2.8.1.1.2.1) to indicate the PDU type. If the client can handle
encrypted licensing packets from the server and Standard RDP Security mechanisms (see sections
5.3 and 5.4) are being used, then the SEC_LICENSE_ENCRYPT_SC (0x0200) flag SHOULD also be
included in the flags subfield of the basicSecurityHeader field.

A 32-byte random number MUST be generated and then encrypted using the public key of the
server and the techniques specified in section 5.3.4.1. The public key of the server is embedded in
the server's certificate, which is held in the serverCertificate field of the Server Security Data
(section 2.2.1.4.3) sent in the MCS Connect Response PDU with GCC Conference Response (see
section 3.2.5.3.4). Once the 32-byte random number has been successfully encrypted, it MUST be
copied into the encryptedClientRandom field. The size of the encryptedClientRandom field
MUST be derived as specified in section 5.3.4.1. After the encrypted client random has been copied
into the encryptedClientRandom buffer, 8 bytes of padding (which MUST be filled with zeroes) will
remain.

Once the client has sent the Security Exchange PDU, it MUST generate the session keys which will
be used to encrypt, decrypt, and sign data sent on the wire. The 32-byte client random and server
random (transmitted in the Server Security Data (section 2.2.1.4.3)) are used to accomplish this
task by employing the techniques specified in section 5.3.5. On successful generation of the session
keys, the client MUST send the Client Info PDU to the server (see section 3.2.5.3.11) and store the
session keys in the Session Keys store (section 3.2.1.11).

3.2.5.3.11 Sending Client Info PDU
The structure and fields of the Client Info PDU are specified in section 2.2.1.11.

The tpktHeader field is-initialized as specified in [T123] section 8, while the x224Data field (which
contains an X.224 Class 0 Data TPDU) is initialized as specified in [X224] section 13.7.

The mcsSDrq field is initialized as specified in [T125] section 11.32. The embedded initiator field
MUST be set to the User Channel ID (held in the User Channel ID store (section 3.2.1.4)) and the
embedded channelld field MUST be set to the MCS I/0O channel ID (held in the I/O Channel ID
(section 3.2.1.3)). The embedded userData field contains the remaining fields of the Client Info
PDU.
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3.2.5.4.2 Processing Shutdown Request Denied PDU

The structure and fields of the Shutdown Request Denied PDU are specified in section 2.2.2.2, and
the techniques described in section 3.2.5.2 demonstrate how to process the contents of the PDU.

After this PDU has been processed, the client MAY prompt the user to determine whether a
disconnection is required. If the user chooses to disconnect the client SHOULD send an MCS

Disconnect Provider Ultimatum PDU (section 3.1.5.1.1) to the server and thereafter MUST drop the
connection.

3.2.5.5 Deactivation-Reconnection Sequence

3.2.5.5.1 Processing Deactivate All PDU

The structure and fields of the Deactivate All PDU are specified in section 2.2.3.1, and the
techniques specified in section 3.2.5.2 demonstrate how to process the contents of the PDU.

Once this PDU has been processed, the client MUST disable its graphics and input protocol handlers
and prepare either for a capability re-exchange (which will employ a Deactivation-Reactivation
Sequence as described in section 1.3.1.3) or a disconnection (the client MUST be prepared to
process the optional MCS Disconnect Provider Ultimatum PDU (section 3.1.5.1.2) after receiving the
Deactivate All PDU, but prior to the actual disconnection).

3.2.5.6 Auto-Reconnect Sequence

3.2.5.6.1 Processing Auto-Reconnect Status PDU

The structure and fields of the Auto-Reconnect Status PDU are specified in section 2.2.4.1, and the
techniques specified in section 3.2.5.2 demonstrate how to process the contents of the PDU.

Once this PDU has been processed, the client SHOULD discard the Automatic Reconnection Cookie

(section 3.2.1.8) and continue with the connection by prompting the user to manually enter
credentials for the reconnection attempt.

3.2.5.7 Server Error Reporting and Status Updates

3.2.5.7.1 Processing Set Error Info PDU

The structure and fields of the Set Error Info PDU are specified in section 2.2.5.1, and the
techniques specified in section 3.2.5.2 demonstrate how to process the contents of the PDU.

The Set Error-Info PDU is sent as.a precursor to a server-side disconnect and informs the client of
the reason for the disconnection which will follow. Once this PDU has been processed, the client
MUST store the error code so that the reason for the server disconnect which will follow can be
accurately reported to the user.

3.2.5.7.2 Processing Status Info PDU

The structure and fields of the Status Info PDU are specified in section 2.2.5.2, and the techniques
specified in section 3.2.5.2 demonstrate how to process the contents of the PDU.

Once this PDU has been processed, the client can use the status code to give feedback to a user to

ensure that it is evident that server-side processing is taking place and that the connection is
progressing.
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3.3.1.3 I/0 Channel ID

The I/0 Channel ID store contains the MCS channel identifier selected by the server to identify the
I/O channel. This ID is communicated to the client in the Server Network Data (see sections
2.2.1.4.4 and 3.2.5.3.4).

3.3.1.4 Server Channel ID

The Server Channel ID store contains the MCS channel identifier of the server channel, which is
defined as the arbitrarily chosen but fixed value 0x03EA (1002). This value is in the range 1001 to
65536, inclusive, as required by the T.125 ASN.1 definitions of the Userld and DynamicChannelld
types ([T125] section 7, part 1).

3.3.1.5 Client Licensing Encryption Ability

The Client Licensing Encryption Ability store determines whether the client has the ability to handle
encrypted licensing packets when using RDP Security mechanisms (see section 5.3 and the
discussion of the SEC_LICENSE_ENCRYPT_SC flag in section 2.2.8.1.1.2.1). This fact is
communicated to the server as part of the Security Exchange PDU (see sections 2.2.1.10 and
3.2.5.3.10).

3.3.1.6 Client Capabilities

The Client Capabilities store contains the capability sets (see sections 1.4 and 2.2.6) received from
the client in the Confirm Active PDU (see sections 2.2.1.13.2 and 3.3.5 3 13. 2)

3.3.1.7 Cached Bitmap Keys

The Cached Bitmap Keys store holds a collection of 64-bit bitmap keys, each of which uniquely
identifies a bitmap image that was sent to the client by using a Cache Bitmap (Revision 2)
Secondary Drawing Order (see [MS-RDPEGDI] section 2.2.2.2.1.2.3).

3.3.1.8 Pointer Image Cache

The Pointer Image Cache contains a collection of pointer images sent to the client in Color Pointer
Updates (see sections 2.2.9.1.2.1.7, 3.3.5.9.2, and 3.3.5.9.3) and New Pointer Updates (see
sections 2.2.9.1.2.1.8, 3.3.5.9.2, and 3.3.5.9.3). The size and color depth (either variable or fixed
at 24 bpp) of the cache is specified in the Pointer Capability Set (see section 2.2.7.1.5).

3.3.1.9 Session Keys

The Session Keys store holds the symmetric keys (sections 5.3.5 to 5.3.7) used to encrypt, decrypt,
and sign RDP packets.

3.3.1.10 Automatic Reconnection Cookie

The Automatic Reconnection Cookie store holds the cookie received from the client in the Client Info
PDU (sections 2.2.1.11.1.1.1 and 3.3.5.3.11).

3.3.1.11 Connection Start Time

The Connection Start Time store holds the time at which the server first received network traffic
from the client.
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3.3.2 Timers

3.3.2.1 Connection Sequence Timeout Timer

The Connection Sequence Timeout Timer stores the amount of time that has elapsed since the
server first received network traffic from the client. The connection start time is stored in the
Connection Start Time store (section 3.3.1.11).

3.3.3 Initialization

None.

3.3.4 Higher-Layer Triggered Events

None.
3.3.5 Message Processing Events and Sequencing Rules

3.3.5.1 Constructing a Server-to-Client Slow-Path PDU

The majority of server-to-client Slow-Path PDUs have the same basic structure (see sections 5.3.7.2
and 5.4.4):

= tpktHeader: TPKT Header ([T123] section 8)
» x224Data: X.224 Class 0 Data TPDU ([X224] section 13.7)
= mcsSDin: MCS Send Data Indication PDU ([T125] section 7, Part 7)
= securityHeader: Optional Security Header (section 2.2.9.1.1.2)
= shareDataHeader: Share Data Header (section 2.2.8.1.1.1.2)
= PDU Contents (see the section describing the PDU structure and fields in section 2.2)

The tpktHeader field is initialized as specified in [T123] section 8, while the x224Data field is
initialized as specified in [X224] section 13.7.

The mcsSDin field is initialized as specified in [T125] section 11.33. The embedded initiator field
MUST be set to the MCS server channel ID held in the Server Channel ID store (section 3.3.1.4) and
the embedded channelld field MUST be set to the MCS I/0O channel ID held in the I/O Channel ID
store (section 3.2.1.3). The embedded userData field contains the remaining fields of the PDU.

If Enhanced RDP Security (section 5.4) is in effect, the External Security Protocol (section 5.4.5)
MUST be used to encrypt the entire PDU and generate a verification digest before the PDU is
transmitted over the wire. Also, in this scenario, the securityHeader field MUST NOT be present.

If Standard RDP Security mechanisms (section 5.3) are in effect, the PDU data following the optional
securityHeader field is encrypted and signed (using the methods and techniques specified in
section 5.3.6) based on the values of the Encryption Level and Encryption Method selected by the
server as part of the negotiation specified in section 5.3.2. The format of the securityHeader field
is selected as specified in the section describing the PDU structure and fields in section 2.2, and the
fields populated with the appropriate security data. If the data is to be encrypted, the embedded
flags field of the securityHeader field MUST contain the SEC_ENCRYPT (0x0008) flag.
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The shareDataHeader field contains a Share Data Header structure as described in section
2.2.8.1.1.1.2. The pduSource field of the embedded Share Control Header (section 2.2.8.1.1.1.1)
MUST be set to the MCS server channel ID held in the Server Channel ID store (section 3.3.1.4). If
the contents of the PDU are to be compressed (this MUST be done before any MAC signature is
constructed and encryption methods applied), the embedded compressedType field of the
shareDataHeader MUST be initialized as specified in section 2.2.8.1.1.1.2. The remaining Share
Data Header and Share Control Header fields MUST be populated as specified in sections
2.2.8.1.1.1.1,2.2.8.1.1.1.2, and the section describing the PDU structure and fields in section 2.2.

Any remaining fields are populated as specified in the section describing the PDU structure and fields
in section 2.2.

3.3.5.2 Processing a Client-to-Server Slow-Path PDU

The majority of client-to-server Slow-Path PDUs have the same basic structure (see sections 5.3.8
and 5.3.8):

= tpktHeader: TPKT Header ([T123] section 8)
= x224Data: X.224 Class 0 Data TPDU ([X224] section 13.7)
= mcsSDrq: MCS Send Data Request PDU ([T125] section 7, part 7)
= securityHeader: Optional Security Header (section 2.2.8.1.1.2)
» shareDataHeader: Share Data Header (section 2.2.8.1.1.1.2)
= PDU Contents (see the section describing the PDU structure and fields in section 2.2)

If Enhanced RDP Security (section 5.4) is in effect, the External Security Protocol (section 5.4.5)
being used to secure the connection MUST be used to decrypt and verify the integrity of the entire
PDU prior to any processing taking place.

The embedded length fields within the tpktHeader, x224Data, and mcsSDrq fields MUST be
examined for consistency with the received data. If there is any discrepancy, the connection
SHOULD be dropped.

The embedded channelld field within the mesSDrq is used to route the PDU to the appropriate
target channel.

The conditions mandating the presence of the securityHeader field, as well as the type of Security
Header structure present in this field, are explained in the section describing the PDU structure and
fields in section 2.2. If the securityHeader field is present, the embedded flags field MUST be
examined forthe presence of the SEC_ENCRYPT (0x0008) flag (section 2.2.8.1.1.2.1), and, if it is
present the data following the securityHeader field MUST be verified and decrypted using the
methods and techniques specified in section 5.3.6. If the MAC signature is incorrect, or the data
cannot be decrypted correctly, the connection SHOULD be dropped. If Enhanced RDP Security is in
effect and the SEC_ENCRYPT flag is present, the connection SHOULD be dropped because double-
encryption is never used in this scenario.

The shareDataHeader field (which contains the Share Control Header and Share Data Header
described in sections 2.2.8.1.1.1.1 and 2.2.8.1.1.1.2 respectively) MUST be examined to determine
the PDU type (from the pduType and pduType?2 fields), as well as the compression usage
information (from the compressedType field). If the data following the Share Data Header is
compressed, then decompression using the techniques specified in section 3.1.8.3 MUST be
performed. The value of the totalLength field MUST also be examined for consistency with the
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remaining fields MUST be initialized as follows (these fields are essentially copied over from the MCS
Channel Join Request PDU).

Channel Join Confirm
field Value

initiator The initiator value which was sent in the corresponding MCS Channel Join
Request PDU.

requested The MCS channel ID which was sent in the corresponding MCS Channel Join
Request PDU.

channelld The MCS channel ID which was sent in the corresponding MCS Channel Join
Request PDU.

The optional channelld field MUST be included in the MCS Channel Join Confirm PDU sent to the
client.

If Enhanced RDP Security (section 5.4) is in effect, the External Security Protocol (section 5.4.5)
MUST be used to encrypt the entire PDU and generate a verification digest before the PDU is
transmitted over the wire.

3.3.5.3.10 Processing Security Exchange PDU
The structure and fields of the Security Exchange PDU are described in section 2.2.1.10.

The embedded length fields within the tpktHeader field ([T123] section 8), the x224Data field
(which contains a Class 0 Data TPDU, as specified in [X224] section 13.7), and the mcsSDrq field
([T125] section 7, parts 7 and 10) MUST be examined for consistency with the received data. If
there is any discrepancy, the connection SHOULD be dropped.

The embedded channelld field within the mcsSDrq is used to route the PDU to the appropriate
target channel.

The embedded flags field of the basicSecurityHeader MUST contain the SEC_EXCHANGE_PKT
(0x0001) flag (described in section 2.2.8.1.1.2.1). If this flag is not present then the packet cannot
be interpreted as a Security Exchange PDU, and the connection SHOULD be dropped. If the
SEC_LICENSE_ENCRYPT_SC (0x0200) flag is present, then the client is able to accept encrypted
licensing packets when using Standard RDP Security mechanisms (see section 5.3). This fact is
stored in the Client Licensing Encryption Ability store (section 3.3.1.5).

The encrypted client random value is-extracted from the encryptedClientRandom field using the
length field to determine the size of the data. If the value of the length field is inconsistent with
the size of the received data, the connection SHOULD be dropped. The encrypted client random
value is then decrypted using the methods and techniques described in section 5.3.4.2.

Once the server has extracted and decrypted the client random it MUST generate the session keys
which will be used to encrypt, decrypt, and sign data sent on the wire. The 32-byte client random
and server random (transmitted in the Server Security Data described in section 2.2.1.4.3) are used
to accomplish this task by employing the techniques described in section 5.3.5. On successful
generation of the session keys, the server MUST store the session keys in the Session Keys store
(section 3.3.1.9).

3.3.5.3.11 Processing Client Info PDU

The structure and fields of the Client Info PDU are specified in section 2.2.1.11.
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appropriate security data. If the data is to be encrypted, the embedded flags field of the
securityHeader field MUST contain the SEC_ENCRYPT (0x0008) flag.

The remaining fields are populated as described in section 2.2.1.13.1.1, with the combined
capability set data being inserted into the capabilitySets field.

3.3.5.3.13.2 Processing Confirm Active PDU
The structure and fields of the Confirm Active PDU are described in section 2.2.1.13.2.

If Enhanced RDP Security (see section 5.4) is in effect, the External Security Protocol (see section
5.4.5) being used to secure the connection MUST be used to decrypt and verify the integrity of the
entire PDU prior to any processing taking place.

The embedded length fields within the tpktHeader field ([T123] section 8), the x224Data field
(which contains a Class 0 Data TPDU, as specified in [X224] section 13.7), and the mecsSDrq field
([T125] section 7, parts 7 and 10) MUST be examined for consistency with the received data. If
there is any discrepancy, the connection SHOULD be dropped.

The embedded channelld field within the mcsSDrq is used to route the PDU to the appropriate
target channel.

The conditions mandating the presence of the securityHeader field, as well as the type of Security
Header structure present in this field, are explained in section 2.2.1.13.2. If the securityHeader
field is present, the embedded flags field MUST be examined for the presence of the SEC_ENCRYPT
(0x0008) flag (see section 2.2.8.1.1.2.1), and if it is present the data following the securityHeader
field MUST be verified and decrypted using the methods and techniques described in section 5.3.6.
If the MAC signature is incorrect or the data cannot be decrypted correctly, the connection SHOULD
be dropped.

The shareControlHeader field (which contains a Share Control Header as described in section
2.2.8.1.1.1.1) MUST be examined to ensure that the PDU type (present in the pduType field) has
the value PDUTYPE_CONFIRMACTIVEPDU (3).

The remaining PDU fields and capability data MUST be interpreted and processed according to
sections 2.2.1.13.2.1 and 2.2.7. The capabilities received from the client MUST be stored in the
Client Capabilities store (section 3.3.1.6) and MUST be used to determine what subset of RDP to
send to the client.

After successfully processing the Confirm Active PDU, the server MUST send the Synchronize PDU
(section 3.3.5.3.14) to the client. If processing of the Confirm Active PDU was unsuccessful, the
connection SHOULD be dropped.

3.3.5.3.14 Processing Synchronize PDU

The structure and fields of the Synchronize PDU are described in section 2.2.1.14, and the
techniques described in section 3.3.5.2 demonstrate how to process the contents of the PDU. The
contents of the targetUser field MUST be ignored.

3.3.5.3.15 Processing Control PDU - Cooperate

The structure and fields of the Control (Cooperate) PDU are described in section 2.2.1.15, and the
techniques described in section 3.3.5.2 demonstrate how to process the contents of the PDU. The
contents of the controlId and grantld fields MUST be ignored.
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3.3.5.9.2 Sending Slow-Path Pointer Update PDU

The structure and fields of the Slow-Path Pointer Update PDU are described in section 2.2.9.1.1.4,
and the techniques described in section 3.3.5.1 demonstrate how to initialize the contents of the
PDU.

The messageType field MUST be initialized with the identifier describing the type of the Pointer
Update (see section 2.2.9.1.1.4 for a list of possible values), while the pointerAttributeData field
MUST be initialized with the actual update data contained in one of the following structures:

=  Pointer Position Update (section 2.2.9.1.1.4.2)

= System Pointer Update (section 2.2.9.1.1.4.3)

= Color Pointer Update (section 2.2.9.1.1.4.4)

= New Pointer Update (section 2.2.9.1.1.4.5)

= Cached Pointer Update (section 2.2.9.1.1.4.6)

When sending a Color or New Pointer Update, the server MUST save the pointer image in the Pointer
Image Cache (section 3.3.1.8) and initialize the cacheIndex field with the index of the cache entry
which was used. If the pointer image has to be changed and the image is already present in the
cache the server SHOULD send the client a Cached Pointer Update to save bandwidth that would
have been used to resend the image.

The contents of this PDU MAY be compressed.

3.3.5.9.3 Sending Fast-Path Update PDU

The Fast-Path Update PDU has the following basic structure (see sections 5.3.8 and 5.4.4):
= fpOutputHeader: Fast-Path Output Header (see section 2.2.9.1.2)
» lengthl and length2: Packet Length (see section 2.2.9.1.2)
» fipsInformation: OptionalFIPS Information (see section 2.2.9.1.2)
= dataSignature: Optional Data Signature (see section 2.2.9.1.2)
= PDU Contents (collection of Fast-Path output updates):

* Orders Update (see [MS-RDPEGDI] section 2.2.2.2)

= Palette Update (see section 2.2.9.1.2.1.1)

*= Bitmap Update (see section 2.2.9.1.2.1.2)

= Synchronize Update (see section 2.2.9.1.2.1.3)

= Pointer Position Update (see section 2.2.9.1.2.1.4)

= System Pointer Hidden Update (see section 2.2.9.1.2.1.5)

= System Pointer Default Update (see section 2.2.9.1.2.1.6)

= Color Pointer Update (see section 2.2.9.1.2.1.7)

= New Pointer Update (see section 2.2.9.1.2.1.8)
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A logon notification of type INFOTYPE_LOGON or INFOTYPE_LOGON_LONG SHOULD<20> be sent if
the INFO_LOGONNOTIFY (0x00000040) flag was set by the client in the Client Info PDU (see
sections 2.2.1.11 and 3.3.5.3.1) or if the username or domain used to log on to the session is
different from what was sent in the Client Info PDU (the original username or domain might have
been invalid, resulting in the user having to re-enter its credentials at a remoted logon prompt). The
LONG_CREDENTIALS_SUPPORTED (0x00000004) flag, in the extraFlags field of the General
Capability Set (section 2.2.7.1.1) received from the client (see section 3.3.5.3.13.2), determines
whether the INFOTYPE_LOGON or INFOTYPE_LOGON_LONG type is used.

A logon notification of type INFOTYPE_LOGON_PLAINNOTIFY SHOULD be sent whenever a
notification of type INFOTYPE_LOGON or INFOTYPE_LOGON_LONG would not be sent.

The techniques described in section 3.3.5.1 demonstrate how to initialize the contents of the PDU.
The contents of this PDU MAY be compressed.

3.3.5.11 Controlling Server Graphics Output

3.3.5.11.1 Processing Refresh Rect PDU

The structure and fields of the Refresh Rect PDU are described in section 2.2.11.2, and the
techniques described in section 3.3.5.2 demonstrate how to process the contents of the PDU.

Once this PDU has been processed, the server MUST send updated graphics data for the region
specified by the PDU.

3.3.5.11.2 Processing Suppress Output PDU

The structure and fields of the Suppress Output PDU are described in section 2.2.11.3, and the
techniques described in section 3.3.5.2 demonstrate how to process the contents of the PDU.

Once this PDU has been processed, the server MUST stop or resume sending graphics updates,
depending on the value of the allowDisplayUpdates field in the PDU.

3.3.5.12 Display Update Notifications

3.3.5.12.1 Sending Monitor Layout PDU

The structure and fields of the Monitor Layout PDU are specified in section 2.2.12.1, and the
techniques specified in section 3.3.5.1 demonstrate how to initialize the contents of the PDU. The
contents of this PDU MAY be compressed.

This PDU MUST NOT be sent to a client that has not indicated support for it by setting the
RNS_UD_CS_SUPPORT_MONITOR_LAYOUT_PDU flag (0x0040) in the earlyCapabilitiesFlags field
of the Client Core Data (section 2.2.1.3.2).

3.3.5.13 Server Redirection

3.3.5.13.1 Sending of the Server Redirection PDUs

An overview of the principles behind server redirection and an example of how it operates within the
context of an RDP connection are presented in section 1.3.8.

Two variants of the Server Redirection PDU are used to force the client to direct the current
connection to another server. The Standard Security variant (section 2.2.13.2) of the Server
Redirection PDU MUST be used when Enhanced RDP Security (section 5.4) is not in effect. When
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5 Security

5.1 Security Considerations for Implementers

See sections 5.3 through 5.5 for complete details of RDP security considerations.

5.2 Index of Security Parameters

None.
5.3 Standard RDP Security

5.3.1 Encryption Levels

Standard RDP Security (section 5.3) supports four levels of encryption: Low, Client Compatible,
High, and FIPS Compliant. The required Encryption Level is configured on the server.

1. Low: All data sent from the client to the server is protected by encryption based on the maximum
key strength supported by the client.

2. Client Compatible: All data sent between the client and the server is protected by encryption
based on the maximum key strength supported by the client.

3. High: All data sent between the client and server is protected by encryption based on the server's
maximum key strength.

4. FIPS: All data sent between the client and server is protected using Federal Information
Processing Standard 140-1 validated encryption methods.

5.3.2 Negotiating the Cryptographic Configuration

Clients advertise their cryptographic support (for use with Standard RDP Security mechanisms, as
described in sections 5.3.3 to 5.3.8) in the Client Security Data (section 2.2.1.3.3), sent to the
server as part of the Basic Settings Exchange phase of the RDP Connection Sequence (see section
1.3.1.1). Upon receiving the client data the server will determine the cryptographic configuration to
use for the session based on its configured Encryption Level and then send this selection to the
client in the Server Security Data (section 2.2.1.4.3), as part of the Basic Settings Exchange phase.
The client will use this information to configure its cryptographic modules.

Client Server

——lient Security Data: Supported Encryption Methods——e:

. Server Security Data;
Selected Encryption Method and Encryption Level

Figure 7: Determining the cryptographic configuration for a session
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The Encryption Method and Encryption Level (see section 5.3.1) are closely related. If the
Encryption Level is zero, then the Encryption Method is zero (the converse is also true). This means
that if no encryption is being used for the session (an Encryption Level of zero), there is no
Encryption Method being applied to the data. If the Encryption Level is greater than zero (encryption
is in force for at least client-to-server traffic) then the Encryption Method is greater than zero (the
converse is also true). This means that if encryption is in force for the session, then an Encryption
Method must be defined which specifies how to encrypt the data. Furthermore, if the Encryption
Level is set to FIPS, then the Encryption Method selects only FIPS-compatible methods.

If the server determines that no encryption is necessary for the session, it can send the client a
value of zero for the selected Encryption Method and Encryption Level. In this scenario the Security
Commencement phase of the connection sequence (see section 5.4.2.3) is not executed, with the
result that the client does not send the Security Exchange PDU (section 2.2.1.10). This PDU can be
dropped because the Client Random (see section 5.3.4) is redundant, since no security keys need to
be generated. Furthermore, because no security measures are in effect, the Security Header (see
section 5.3.8) will not be included with any data sent on the wire, except for the Client Info (see
section 3.2.5.3.11) and licensing PDUs (see [MS-RDPELE]), which always contain the Security
Header (see section 2.2.9.1.1.2). To protect the confidentiality of client-to-server user data, an RDP
server must ensure that the negotiated Encryption Level is always greater than zero when using
Standard RDP Security mechanisms.

5.3.2.1 Cryptographic Negotiation Failures

The Encryption Method selected by the server (section 5.3.2) is based on the Encryption Methods
supported by the client (section 2.2.1.3.3), the Encryption Methods supported by the server and the
configured Encryption Level (section 5.3.1) of the server.

The negotiation of the cryptographic parameters for a connection must fail if the server is not able
to select an Encryption Method to send to the client (section 2.2.1.4.3).

= Low and Client Compatible: Cryptographic configuration must fail if the server does not support
the highest Encryption Method advertised by the client (for example, the server supports 40-bit
and 56-bit encryption while the client only supports 40-bit, 56-bit and 128-bit encryption).

= High: Cryptographic configuration must fail if the client does not support the highest Encryption
Method supported by the server (for example, the server supports 40-bit, 56-bit and 128-bit
encryption while the client only supports 40-bit and 56-bit encryption).

= FIPS: Cryptographic configuration must fail if the client does not support FIPS 140-1 validated
encryption methods.

If the server is not able to select an-Encryption Method to send to the client, then the network
connection must be closed.

5.3.3 Server Certificates

5.3.3.1 Proprietary Certificates

Proprietary Certificates are used exclusively by servers that have not received an X.509 certificate
from a-.Domain or Enterprise License Server. Every server creates a public/private key pair and then
generates and stores a Proprietary Certificate containing the public key at least once at system
start-up time. The certificate is only generated when one does not already exist.

The server sends the Proprietary Certificate to the client in the Server Security Data (section
2.2.1.4.3) during the Basic Settings Exchange phase of the RDP Connection Sequence (see section
1.3.1.1). The Proprietary Certificate structure is detailed in section 2.2.1.4.3.1.1.
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The first 16 bytes of the decrypted signature are then compared to the hash that was generated
over the Proprietary Certificate, and if they match, the signature has been successfully verified.

Example Java source code that shows how to use a private 64-byte asymmetric key to sign an array
of 63 bytes by using RSA is presented in section 4.9. The code also shows how to use the associated
public key to verify the signature.

5.3.3.2 X.509 Certificate Chains

X.509-compliant certificates are issued to servers upon request by Domain or Enterprise License
Servers and are required to issue client licenses (see [MS-RDPELE] for more information on RDP
Licensing). An X.509 Certificate Chain consists of a collection of certificates concatenated together in
root-certificate-first order. This eliminates the need to scan the chain to the end to get the root
certificate for starting chain validation. The last certificate is the certificate of the server; the
second-to-last is the license server's certificate, and so forth. More details on the structure of the
chain and the component certificates are in [MS-RDPELE] section 2.2.1.4.2.

Servers send the X.509 Certificate Chain to clients in the Server Security Data (section 2.2.1.4.3)
settings block during the Basic Settings Exchange phase of the RDP Connection Sequence (see
section 1.3.1.1). A server that has not yet been issued an X.509 Certificate Chain will fall back to
using a Proprietary Certificate (section 2.2.1.4.3.1.1). Proprietary Certificates are always used when
an RDP 4.0 client connects to a server (the client version can be determined from the Client Core
Data (section 2.2.1.3.2)).

5.3.4 Client and Server Random Values

The client and server both generate a 32-byte random value using a cryptographically-safe
pseudorandom number generator.

The server sends the random value that it generated (along with its public key embedded in a
certificate) to the client in the Server Security Data (section 2.2.1.4.3) during the Basic Settings
Exchange phase of the RDP Connection Sequence (see section 1.3.1.1).

If RDP Standard Security mechanisms (section 5.3) are being used, the client sends its random
value to the server (encrypted with the server's public key) in the Security Exchange PDU (section
2.2.1.10) as part of the RDP Security Commencement phase of the RDP Connection Sequence (see
section 1.3.1.1).

Client Server

——5cryer Security Data: Server Random and Certificate

Securlty Exchange FDU: Client Randam

—
(Encrypted with Servers Public Key)

Figure 8: Client and server random value exchange

The two random values are used by the client and server to generate session keys to secure the
connection.
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5.3.5 Initial Session Key Generation

RDP uses three symmetric session keys derived from the client and server random values (see
section 5.3.4). Client-to-server traffic is encrypted with one of these keys (known as the client's
encryption key and server's decryption key), server-to-client traffic with another (known as the
server's encryption key and client's decryption key) and the final key is used to generate a MAC over
the data to help ensure its integrity. The generated keys are 40, 56, or 128 bits in length.

5.3.5.1 Non-FIPS

The client and server random values are used to create a 384-bit Pre-Master Secret by
concatenating the first 192 bits of the Client Random with the first 192 bits of the Server Random.

PreMasterSecret = Firstl92Bits(ClientRandom) + Firstl92Bits (ServerRandom)

A 384-bit Master Secret is generated using the Pre-Master Secret, the client and server random
values, and the MD5 and SHA-1 hash functions.

MasterSecret = PreMasterHash (0x41) + PreMasterHash (0x4242) + PreMasterHash (0x434343)

Here, the PreMasterHash function is defined as follows.

PreMasterHash (I) = SaltedHash (PremasterSecret, I)

The SaltedHash function is defined as follows.

SaltedHash (S, I) = MD5(S + SHA(I + S + ClientRandom + ServerRandom))

A 384-bit session key blob is generated as follows.

SessionKeyBlob = MasterHash(0x58) + MasterHash (0x5959) + MasterHash (0x5A5A5A)

Here, the MasterHash function is defined as follows.

MasterHash (I) = SaltedHash (MasterSecret, I)

From the session key blob the actual session keys which will be used are derived. Both client and
server extract the same key data for generating MAC signatures.

MACKeyl28 = Firstl128Bits(SessionKeyBlob)

The initial encryption and decryption keys are generated next (these keys are updated at a later
point in the protocol, per section 5.3.6.1). The server generates its encryption and decryption keys
as follows.

InitialServerEncryptKeyl28 = FinalHash (Secondl28Bits (SessionKeyBlob))
InitialServerDecryptKeyl28 = FinalHash(Thirdl28Bits (SessionKeyBlob))

397/ 421

[MS-RDPBCGR] — v20111214
Remote Desktop Protocol: Basic Connectivity and Graphics Remoting Specification

Copyright © 2011 Microsoft Corporation.

Release: Wednesday, December 14, 2011


%5bMS-GLOS%5d.pdf

Adding a zero-bit after each group of seven bits results in the following values:

10001010 10111100 10001000 01101110 11100100 ...

Finally, reversing each of the bytes yields:

01010001 00111101 00010001 01110110 00100111 ...

In hexadecimal this is:

0x51 0x3D 0x11 0x76 0x27 ...

Once each key has been expanded to 192 bits in size, the final step is to alter the least significant
bit in each byte so that the entire byte has odd parity. Applying this transformation to the bytes in
the previous example yields:

01010001 00111101 00010000 01110110 00100110 ...

In hexadecimal this is:

0x51 0x3D 0x10 0x76 0x26 ...

After producing the client and server encryption and decryption keys, the shared key to be used
with SHA-1 to produce a Hash-Based Message Authentication Code (HMAC) (see [RFC2104]) is
computed by the client as follows:

HMACKey = SHA (ClientDecryptKeyT + ClientEncryptKeyT)

The server performs the same computation with the same data (the client encryption and server
decryption keys are identical, while the server encryption and client decryption keys are identical).

HMACKey = SHA (ServerEncryptKeyT + ServerDecryptKeyT)

At the end of this process the client and server will each possess three symmetric keys to use with
the Triple DES block cipher: an HMAC key, a encryption key, and a decryption key.

5.3.6 Encrypting and Decrypting the I/0 Data Stream

If the Encryption Level (see section 5.4.1) of the server is greater than zero, then encryption will
always be in effect. At aminimum, all client-to-server traffic (except for licensing PDUs which have
optional encryption) will be encrypted and a MAC will be appended to the data to ensure
transmission integrity.

The table which follows summarizes the possible encryption and MAC generation scenarios based on
the Encryption Method and Encryption Level selected by the server (the Encryption Method values
are described in section 2.2.1.4.3, while the Encryption Levels are described in 5.4.1) as part of the
cryptographic negotiation described in section 5.3.2:
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Selected Selected

Encryption Encryption

Level Method Data Encryption MAC Generation

None (0) None (0x00) None None

Low (1) 40-Bit (0x01) Client-to-server traffic only Client-to-server traffic only
56-Bit (0x08) using RC4 using MD5 and SHA-1

128-Bit (0x02)

Client Compatible | 40-Bit (0x01) Client-to-server and server- Client-to-server and server-to-
(2) 56-Bit (0x08) to-client traffic using RC4 client traffic using MD5 and
SHA-1
128-Bit (0x02)
High (3) 128-Bit (0x02) Client-to-server and server- Client-to-server and server-to-
to-client traffic using RC4 client traffic using MD5 and
SHA-1
FIPS (4) FIPS (0x10) Client-to-server and server- Client-to-server and server-to-
to-client traffic using Triple client traffic using SHA-1

DES

5.3.6.1 Non-FIPS

The client and server follow the same series of steps to encrypt a block of data. First, a MAC value is
generated over the unencrypted data.

Padl = 0x36 repeated 40 times to give 320 bits
Pad2 = 0x5C repeated 48 times to give 384 bits

SHAComponent = SHA (MACKeyN + Padl + Datalength + Data)
MACSignature = First64Bits (MD5 (MACKeyN + Pad2 + SHAComponent))

MACKeyN is either MACKey40, MACKey56 or MACKeyl28, depending on the negotiated key strength.

DatalLength is the size of the data to encrypt in bytes, expressed as a little-endian 32-bit integer.
Data is the information to be encrypted. The first 8 bytes of the generated MD5 hash are used as an
8-byte MAC value to send on the wire.

Next, the data block is encrypted with RC4 using the current client or server encryption substitution
table. The encrypted data is appended to the 8-byte MAC value in the network packet.

Decryption.involves a reverse ordering of the previous steps. First, the data is decrypted using the
current RC4 decryption substitution table. Then, a 16-byte MAC value is generated over the
decrypted data, and the first 8 bytes of this MAC are compared to the 8-byte MAC value that was
sent over the wire. If the MAC values do not match, an appropriate error is generated and the
connection is dropped.

5.3.6.1.1 Salted MAC Generation

The MAC value may be generated by salting the data to be hashed with the current encryption
count. For example, assume that 42 packets have already been encrypted. When the next packet is
encrypted the value 42 is added to the SHA component of the MAC signature. The addition of the
encryption count can be expressed as follows.
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SHAComponent = SHA (MACKeyN + Padl + Datalength + Data + EncryptionCount)
MACSignature = First64Bits (MD5 (MACKeyN + Pad2 + SHAComponent))

EncryptionCount is the cumulative encryption count, indicating how many encryptions have been
carried out. It is expressed as a little-endian 32-bit integer. The descriptions for DataLength, Data,
and MacKeyN are the same as in section 5.3.6.1.

The use of the salted MAC is dictated by capability flags in the General Capability Set (section
2.2.7.1.1), sent by both client and server during the Capability Exchange phase of the RDP
Connection Sequence (see section 1.3.1.1). In addition, the presence of a salted MAC is indicated by
the presence of the TS_ENC_SECURE_CHECKSUM flag in the Security Header flags field (see section
5.3.8).

5.3.6.2 FIPS

Prior to performing an encryption or decryption operation, the cryptographic modules used to
implement Triple DES must be configured with the following Initialization Vector.

{0x12, 0x34, 0x56, 0x78, 0x90, O0xAB, 0xCD, OxEF}

The 160-bit MAC signature key is used to key the HMAC function (see [REC2104]), which uses SHA-
1 as the iterative hash function.

MACSignature = First64Bits (HMAC (HMACKey, Data + EncryptionCount))

EncryptionCount is the cumulative encryption count, indicating how many encryptions have been
carried out. It is expressed as a little-endian 32-bit integer. The description for Data is the same as
in section 5.3.6.1.

Encryption of the data and construction of the network packet to transmit is similar to section
5.3.6.1. The main difference is that Triple DES (in cipher block chaining (CBC) mode) is used.
Because DES is a block cipher, the data to be encrypted must be padded to be a multiple of the
block size (8 bytes). The FIPS Security Header (see sections 2.2.8.1 and 2.2.9.1) has an extra field
to record the number of padding bytes which were appended to the data prior to encryption to
ensure that upon decryption these bytes are not included as part of the data.

5.3.7 Session Key Updates

During the course of a session, the symmetric encryption and decryption keys may need to be
refreshed.

5.3.7.1 Non-FIPS
The encryption and the decryption keys are updated after 4,096 packets have been sent or received.
Generating an updated session key requires:
1. The initial session keys (generated as described in section 5.3.5).

2. The current session keys (if no update has been performed, the current and initial session keys
will be identical).

3. Knowledge of the RC4 key length (computed using Table 1 and the negotiated key length).
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S-TableEncrypt = InitRC4 (TempKey64)

RC4 is then used to encrypt these 64 bits, and the first few bytes are salted according to the key
strength to derive a new 40-bit or 56-bit encryption key (see section 5.3.5.1 for details on how to
perform the salting operation).

PreSaltKey = RC4 (TempKey64, S-TableEncrypt)

NewEncryptKey40 = 0xD1269E + Last40Bits (PreSaltKey)
NewEncryptKey56 = 0xDl + Last56Bits (PreSaltKey)

Finally, the new 40-bit or 56-bit encryption key (NewEncryptKey40 or NewEncryptKey56) is used to
reinitialize the associated RC4 substitution table.

5.3.7.2 FIPS

No session key updates take place for the duration of a connection if Standard RDP Security
mechanisms (section 5.3) are being used with a FIPS Encryption Level.

5.3.8 Packet Layout in the I/0 Data Stream

The usage of Standard RDP Security mechanisms (see section 5.3) results in a security header being
present in all packets following the Security Exchange PDU (section 2.2.1.10) when encryption is in
force. Connection sequence PDUs following the RDP Security Commencement phase of the RDP
Connection Sequence (see section 1.3.1.1) and Slow-Path packets have the same general wire
format.

= Unencrypted Data
TRKT X.224 Data :152?11:': E%?;rﬂe est or | DooHity Data D "
Header Header ques Header
Send Data Indication) |:| = Encrypted Data

Figure 9: Slow-Path packet layout

The Security Header essentially contains flags and a MAC signature taken over the encrypted data
(see section 5.3.6 for details on the MAC generation). In FIPS scenarios, the header also includes
the number of padding bytes appended to the data.

Fast-Path packets are more compact and formatted differently, but the essential contents of the
Security Header are still present. For non-FIPS scenarios, the packet layout is as follows.

= gl
Fast-Path D Unencrypted Data

Header Length MAC Slgnature | Data

|:|= Encrypted Data

Figure 10: Non-FIPS Fast-Path packet layout

And in FIPS Fast-Path scenarios the packet layout is as follows.

= T
Fast-Path D Unencrypted Data

Header Length FIPS Information | MAC Signature | Data

|:| = Encrypted Data

Figure 11: FIPS Fast-Path packet layout
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If no encryption is in effect, the Selected Encryption Method and Encryption Level (see section
5.3.1) returned to the client is zero. The Security Header will not be included with any data sent on
the wire, except for the Client Info (section 2.2.1.11) and licensing PDUs (for an example of a
licensing PDU see section 2.2.1.12), which always contain the Security Header.

See sections 2.2.8.1 and 2.2.9.1 for more details on Slow and Fast-Path packet formats and the
structure of the Security Header in both of these scenarios.

5.4 Enhanced RDP Security

When Enhanced RDP Security is used, RDP traffic is no longer protected by using the techniques
described in section 5.3. Instead, all security operations (such as encryption and decryption, data
integrity checks, and Server Authentication) are implemented by one of the following External
Security Protocols:

= TLS (see [RFC2246])
= CredSSP (see [MS-CSSP])

The benefit of using an External Security Protocol is that RDP developers no longer need to manually
implement protocol security mechanisms, but can instead rely on.well-known and proven security
protocol packages (such as the Schannel Security Package which implements SSL, see [MSDN-
SCHANNEL]) to provide end-to-end security.

Another key benefit of Enhanced RDP Security is that it enables the use of Network Level
Authentication (NLA) when using CredSSP as the External Security Protocol.

5.4.1 Encryption Levels

Enhanced RDP Security (see section 5.4) supports a subset of the encryption levels used by
Standard RDP Security (see section 5.3.1). The required Encryption Level is configured on the
server.

1. Client Compatible: All data sent between the client and the server is protected using encryption
techniques negotiated through mechanisms defined by the negotiated security protocol.

2. High: All data sent between the client and the server is protected using encryption techniques
which employ at least a 128-bit symmetric key negotiated through mechanisms defined by the
negotiated security protocol. The server enforces the key strength, and clients that do not
support 128-bit symmetric keys cannot connect.

3. FIPS: All data sent between the client and server is protected by the negotiated security protocol
using the following Federal Information Processing Standard 140-1 validated methods: RSA for
key exchange, Triple DES for bulk encryption, and SHA-1 for any hashing operations. Clients that
do not support these methods cannot connect.

When-aclient connects to a server configured for Enhanced RDP Security, the selected encryption
level returned to the client is ENCRYPTION_LEVEL_NONE (0). This is due to the fact that the
encryption for the session is provided by an External Security Protocol (see section 5.4.5) and
double-encryption of the RDP traffic (although possible) is not desirable from a performance
standpoint.

5.4.2 Security-Enhanced Connection Sequence

When Enhanced RDP Security (see section 5.4) is being used, the connection sequence is changed
to incorporate the possible use of an External Security Protocol (see section 5.4.5). A brief overview
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5.4.3 Encrypting and Decrypting the I/0 Data Stream

Encryption and decryption of RDP traffic is only carried out by the External Security Protocol (section
5.4.5) layer. Double-encryption of data does not take place.

5.4.4 Packet Layout in the I/0 Data Stream

Because RDP encryption is not used in the presence of an External Security Protocol (section 5.4.5)
layer, the security header data (see section 5.4.4) is not present in any RDP traffic (except for the
Client Info (section 2.2.1.11) and licensing PDUs). All of the RDP traffic which is encrypted by the
External Security Protocol is wrapped by headers determined by the protocol specification.

For example, if SSL is used as the External Security Protocol, an encrypted RDP Slow-Path packet
would appear as follows.

S5L Record | TRKT X.224 Data | MCS Header [ ]= unencrypred Data
ooL e o e fisety (Send Data Request or | Data
Send Data Indication) |:| = Encrypted Data

Figure 14: Encrypted Slow-Path packet

A Fast-Path packet would appear as follows if SSL is the External Security Protocol:

S5L Record | Fast-Path [_]= unencrypted Data

Header Header Length Data

D= Encrypted Data

Figure 15: Encrypted Fast-Path packet

Notice that in both of these cases, the security header data is missing. See sections 2.2.8.1 and
2.2.9.1 for more details on Slow and Fast-Path packet formats.

5.4.5 External Security Protocols used by RDP

RDP supports two External Security Protocols: TLS 1.0 (see [RFC2246]) and [MS-CSSP] the
Credential Security Support Provider (CredSSP) Protocol. Both TLS and CredSSP protocols require
external infrastructure, such as authentication certificates (TLS and CredSSP) or Key Distribution
Centers (CredSSP), to run successfully. These resources are opaque to RDP and left to implementers
to provide, set up, and maintain.

5.4.5.1 Transport Layer Security (TLS) 1.0

TLS 1.0 is represented by the PROTOCOL_SSL flag in the RDP Negotiation Request (section
2.2.1.1.1).and RDP Negotiation Response (section 2.2.1.2.1) structures. TLS 1.0 is derived from SSL
3.0 (see [SSL3]) and was added to RDP to enable authentication of the remote computer's identity,
hence mitigating man-in-the-middle attacks on RDP traffic.

5.4.5.2 CredSSP

CredSSP is represented by the PROTOCOL_HYBRID flag in the RDP Negotiation Request (section
2.2.1.1.1) and RDP Negotiation Response (section 2.2.1.2.1) structures. The Credential Security
Support Provider (CredSSP) Protocol (see [MS-CSSP]) is essentially the amalgamation of TLS with
Kerberos and NT LAN Manager (NTLM). Besides enabling authentication of the remote computer's
identity, the Credential Security Support Provider (CredSSP) Protocol also facilitates user
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6 Appendix A: Product Behavior

The information in this specification is applicable to the following Microsoft products or supplemental
software. References to product versions include released service packs:

= Microsoft Windows NT® operating system

= Microsoft Windows® 2000 operating system

= Windows® XP operating system

= Windows Server® 2003 operating system

= Windows Vista® operating system

= Windows Server® 2008 operating system

» Windows® 7 operating system

= Windows Server® 2008 R2 operating system

= Windows Server 2008® R2 operating system with Service Pack 1 (SP1)
= Windows® 7 operating system with Service Pack 1 (SP1)
= Windows® 8 Beta operating system

= Windows Server® 8 Beta operating system

Exceptions, if any, are noted below. If a service pack or Quick Fix Engineering (QFE) number
appears with the product version, behavior changed in that service pack or QFE. The new behavior
also applies to subsequent service packs of the product unless otherwise specified. If a product
edition appears with the product version, behavior is different in that product edition.

Unless otherwise specified, any statement of optional behavior in this specification that is prescribed
using the terms SHOULD or SHOULD NOT implies product behavior in accordance with the SHOULD
or SHOULD NOT prescription. Unless otherwise specified, the term MAY implies that the product
does not follow the prescription.

<1> Section 1.5: By default, Microsoft RDP 4.0, 5.0, 5.1, 5.2, 6.0, 6.1, 7.0, 7.1, and 8.0 servers
listen on port 3389. Microsoft RDP clients, by extension, attempt to connect on the same port.

<2> Section 2.2.1.2.2: The SSL_WITH_USER_AUTH_REQUIRED_BY_SERVER (0x00000006) failure
code is only sent by Microsoft RDP-6.0 servers.

<3> Section 2.2.1.3.5: REDIRECTION_VERSION1 (0x00) is not advertised by any Microsoft RDP
clients.

<4> Section 2.2.1.3.5: REDIRECTION_VERSION2 (0x01) is not advertised by any Microsoft RDP
clients.

<5> Section 2.2.1.3.5: REDIRECTION_VERSION3 (0x02) is advertised only by Microsoft RDP 5.1
and 5.2 clients.

<6> Section 2.2.1.3.5: REDIRECTION_VERSION4 (0x03) is advertised only by Microsoft RDP 6.0
and 6.1 clients.
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<7> Section 2.2.1.3.5: REDIRECTION_VERSIONS5 (0x04) is advertised only by Microsoft RDP 7.0
and 7.1 clients.

<8> Section 2.2.1.3.5: REDIRECTION_VERSIONG6 (0x05) is advertised only by Microsoft RDP 8.0
clients.

<9> Section 2.2.13.1: The LB_CLIENT_TSV_URL redirection flag is supported only on Windows 7
and Windows Server 2008 R2.

<10> Section 2.2.13.1: The LB_SERVER_TSV_CAPABLE redirection flag is supported only on
Windows 7 and Windows Server 2008 R2.

<11> Section 2.2.13.1: The TsvUrlLength field is supported only on Windows 7 and Windows
Server 2008 R2.

<12> Section 2.2.13.1: The TsvUrl field is supported only on Windows 7 and Windows
Server 2008 R2.

<13> Section 3.2.5.3.1: Microsoft RDP 5.1, 5.2, 6.0, 6.1, 7.0, 7.1, and 8.0 clients always include
the cookie field in the X.224 Connection Request PDU if the routingToken field is not present (the
IDENTIFIER used in the cookie string is the login name of the user truncated to nine characters).

<14> Section 3.2.5.9.4.1: The Play Sound PDU is not sent by Windows 7 and Windows

Server 2008 R2 Remote Desktop implementations, due to architectural changes in the underlying
driver subsystem. Instead, all system and application-generated beeps are dispatched to a client by
using the RDP audio redirection protocol specified in [MS-RDPEA]. If a client does not support RDP
audio redirection, it will not receive any beep notifications.

<15> Section 3.3.5.3.3: Microsoft RDP 5.0, 5.1, 5.2, 6.0, 6.1, 7.0, and 7.1 servers support a
maximum width of 4,096 pixels. Microsoft RDP 8.0 servers support a maximum width of 8,192
pixels.

<16> Section 3.3.5.3.3: Microsoft RDP 5.0, 5.1, 5.2, 6.0, 6.1, 7.0, and 7.1 servers support a
maximum height of 2,048 pixels. Microsoft RDP 8.0 servers support a maximum height of 8,192
pixels.

<17> Section 3.3.5.3.11: Microsoft RDP 4.0, 5.0, 5.1, 5.2, 6.0, and 6.1 clients always set the
SEC_ENCRYPT flag in the Client Info PDU, even when the Encryption Level is
ENCRYPTION_LEVEL_NONE (0).

<18> Section 3.3.5.3.19: Microsoft RDP 4.0, 5.0, 5.1, and 5.2 servers set the targetUser field to a
random value.

<19> Section:3.3.5.9.4.1: The Play Sound PDU is not sent by Windows 7 and Windows

Server 2008 R2 Remote Desktop implementations due to architectural changes in the underlying
driver subsystem. Instead, all system and application-generated beeps are dispatched to a client by
using the RDP audio redirection protocol specified in [MS-RDPEA]. If a client does not support RDP
audio redirection, it will not receive any beep notifications.

<20> Section 3.3.5.10.1: Microsoft RDP 5.0, 5.1, 5.2, 6.0, 6.1, 7.0, 7.1, and 8.0 servers send the
INFOTYPE_LOGON or INFOTYPE_LOGON_LONG notification if the INFO_LOGONNOTIFY and
INFO_AUTOLOGON flag was set by the client in the Client Info PDU (section 2.2.1.11) or if the
username or domain used to log on to the session is different from what was sent in the Client Info
PDU.
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FP_UNICODE KEYBOARD EVENT packet 171

TS SYNC EVENT packet 167

TS FP _UPDATE packet 198 TS SYNCHRONIZE PDU packet 86

TS FP _UPDATE BITMAP packet 200 TS SYSTEMPOINTERATTRIBUTE packet 192
TS FP_UPDATE PALETTE packet 200 TS SYSTEMTIME packet 72

TS FP _UPDATE PDU packet 196 TS TIME ZONE INFORMATION packet 69
TS FP_UPDATE SYNCHRONIZE packet 201 TS UD CS CLUSTER packet 47

TS FRAME MARKER packet 208 TS UD CS CORE packet 39

TS GENERAL CAPABILITYSET packet 126 TS UD CS MONITOR packet 49

TS GLYPHCACHE CAPABILITYSET packet 142 TS UD CS NET packet 46

TS GRAPHICS PDU packet 178 TS UD CS SEC packet 45

TS

GRAPHICS UPDATE packet 179

TS

INFO_PACKET packet 63

TS

INPUT CAPABILITYSET packet 140

TS

INPUT EVENT packet 163

TS

INPUT PDU packet 161

TS

INPUT PDU_DATA packet 162

TS UD HEADER packet 38

TS UD SC CORE packet 52

TS UD SC NET packet 57

TS UD SC SEC1 packet 53

TS UNICODE KEYBOARD EVENT packet 164
TS UPDATE BITMAP packet 181

TS KEYBOARD EVENT packet 164 TS UPDATE BITMAP DATA packet 182
TS LARGE POINTER CAPABILITYSET packet 150 TS UPDATE PALETTE packet 180
TS LOGON ERRORS INFO packet 216 TS UPDATE PALETTE«DATA packet 180
TS LOGON INFO packet 211 TS UPDATE SYNC packet 189
TS LOGON INFO EXTENDED packet 214 TS VIRTUALCHANNEL_ CAPABILITYSET packet 145
TS LOGON INFO FIELD packet 215 TS WINDOWACTIVATION CAPABILITYSET packet
TS LOGON INFO VERSION 2 packet 212 148
TS MONITOR DEF packet 49
TS MULTIFRAGMENTUPDATE CAPABILITYSET U
packet 149
TS OFFSCREEN CAPABILITYSET packet 144 User-initiated-on. client disconnection sequence 24

TS

ORDER CAPABILITYSET packet 131

TS

PALETTE ENTRY packet 181

TS

PLAIN NOTIFY packet 214

TS

PLAY SOUND PDU DATA packet 195

TS

POINT16 packet 191

TS

POINTER CAPABILITYSET packet 139

TS

POINTER EVENT packet 165

TS

POINTER PDU packet 189

TS

POINTERATTRIBUTE packet 193

TS

POINTERPOSATTRIBUTE packet 191

TS

POINTERX EVENT packet 166

TS

RECTANGLE16 packet 217

TS

REFRESH RECT PDU packet 218

TS SAVE SESSION INFO PDU DATA packet 210

TS

SECURITY HEADER packet 159

TS

SECURITY HEADER1 packet 160

TS

SECURITY HEADERZ2 packet 160

TS

SECURITY PACKET packet 61

TS

SET ERROR INFO PDU packet 112

User-initiated on server disconnection sequence 25

\"

Vendor-extensible fields 31

Versioning 30
Virtual' Channel PDU packet 123

TS SET KEYBOARD IME STATUS PDU packet 177
TS SET KEYBOARD INDICATORS PDU packet 175

TS SHARE <CAPABILITYSET packet 148
TS SHARECONTROKHEADER packet 155

TS SHAREDATAHEADER packet 156
TS SHUTDOWN DENIED PDU packet 104

TS SHUTDOWN REQ PDU packet 103

TS SOUND CAPABILITYSET packet 146

TS Standard Security Server Redirection PDU
packet 227

TS SUPPRESS OUTPUT PDU packet 220

TS SURFCMD packet 205

TS SURFCMD SET SURF BITS packet 206

TS SURFCMD STREAM SURF BITS packet 207

TS SURFCMDS CAPABILITYSET packet 151
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