
UNIX File Object

User id of Owner

Primary group of object

r w x r w x r w x

User Group OtherS
Mode

POSIX ACL Mapping

Revision (1 byte)

Padding (1 byte)

Control (2 byte)

Pointer to Owner SID

(Pointer size)

(4 byte on 32 bit systems)

(8 byte on 64 bit systems)

Pointer to Group SID

(Optional)

(Pointer size)

(4 byte on 32 bit systems)

(8 byte on 64 bit systems)

Pointer to SACL

(Pointer size)

(4 byte on 32 bit systems)

(8 byte on 64 bit systems)

Pointer to DACL

(Pointer size)

(4 byte on 32 bit systems)

(8 byte on 64 bit systems)

Generate User SID

Generate Group SID

Revision (1 byte)

Padding (1 byte)

Size (2 byte)

Count (2 byte)

Padding (2 byte)

ACE Header (4 byte)

(ACCESS_ALLOWED)

ACCESS_MASK (4 byte)

User SID == Owner SID

ACE Header (4 byte)

(ACCESS_ALLOWED)

ACCESS_MASK (4 byte)

Group SID

ACE Header (4 byte)

(ACCESS_ALLOWED)

ACCESS_MASK (4 byte)

Everyone SID

r w x r w x r w x

User Group OtherS
Use only the User mode bits

r w x r w x r w x

User Group OtherS
Use only the Group mode bits

r w x r w x r w x

User Group OtherS
Use only the other mode bits

Security Descriptor 

(Absolute)

Specific Access Rights
Standard Access 

Rights

Special

Access

Rights

Generic

Access

Rights

Unused Unused

01234567 0123456701234567 01234567

01234567 0123456701234567 01234567

GENERIC_ALL
GENERIC_EXECUTE

GENERIC_READ
GENERIC_WRITE

ACCESS_SYSTEM_SECURITY (SACL)
MAXIMUM_ALLOWED

DELETE
READ_CONTROL

WRITE_DAC
WRITE_OWNER
SYNCHRONIZE

FILE_LIST_DIRECTORY

FILE_READ_DATA
FILE_ADD_FILE

FILE_WRITE_DATA
FILE_ADD_SUBDIRECTORY

FILE_APPEND_DATA

FILE_CREATE_PIPE_INSTANCE
READ_EA
WRITE_EA

FILE_EXECUTE

FILE_TRAVERSE
FILE_DELETE_CHILD

FILE_READ_ATTRIBUTES
FILE_WRITE_ATTRIBUTES

1

2

Map 

mode bits 

to access 

mask

3
“r” 

set?

“w” 

set?

“x” 

set?

All 

“rwx” 

set?

1

2

3

4

Is Directory?

Is Directory?

Is Directory?

Is Directory?Turn on all standard access 

rights.

Turn on 0x1FF specific 

access rights.

Turn off WRITE_OWNER 

and WRITE_DAC

Turn on

(READ_CONTROL

WRITE_DAC

WRITE_OWNER)

Set group id on exec?

Then turn on WRITE_DAC
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